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STEVEN A. MARENBERG
1 (310) 620-5710
stevenmarenberg@paulhastings.com

July 23, 2021

VIA E-MAIL AND FEDEX

Mr. Maarten Botterman

Chair, Board of Directors

Internet Corporation for Assigned Names
and Numbers

12025 Waterfront Drive, Suite 300

Los Angeles, CA 90094-2536

maarten.botterman@board.icann.org

Re: Afilias Domains No. 3 Limited v. Internet Corporation for Assigned Names and Numbers,
ICDR Case No. 01-18-0004-2702 - Request that Afilias be disqualified from all .WEB
proceedings based on violations of the Blackout Period

Dear Mr. Botterman, Chair, and Members of the ICANN Board:

This letter is submitted on behalf of Nu Dotco, LLC (“NDC”), Awardee of the new .WEB
gTLD, and VeriSign, Inc. (“Verisign”), an interested party, together Amici in the .WEB
Independent Review Proceedings (“IRP”) initiated by Afilias and subject to the Panel’s 20 May
2021 Final Decision. This letter requests that ICANN reject any and all claims and objections by
Afilias regarding the auction, Award or assignment of .WEB on the grounds that Afilias should be
disqualified from all such proceedings and thus lacks standing to assert any objections with respect
to the auction, Award or any related assignment.!

The grounds for this request are that Afilias intentionally committed serious violations of
the Blackout Period rules mandated by the Auction Rules Clause 6, and the new gTLD Bidder
Agreement Section 2.6, by engaging in negotiations and other prohibited conduct with other
contention set members during the Blackout Period. The Blackout Rules are clear on their face
and admit of no exception. The violation by Afilias is confirmed in written documents authored
by Afilias and is beyond dispute.

This request is further made on grounds that Afilias’ Blackout Period violations were in
furtherance of an improper scheme to coerce another contention set member, NDC, to accept terms
of a “private auction” in which (i) pricing would be fixed in advance of the auction and (ii) Afilias
would guarantee that proceeds of the auction be paid to other participants in exchange for losing
the auction. The conduct by Afilias and others in furtherance of their collusive scheme included,

1 NDC and Verisign reserve the right to submit at a later date additional evidence and argument relevant to other issues
raised by ICANN’s review of the Panel’s Final Decision.

Paul Hastings LLP | 1999 Avenue of the Stars | 27th Floor | Los Angeles, CA 90067
t: +1.310.620.5700 | www.paulhastings.com
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among other acts: (a) coordinated, serial objections to the .WEB auction based on false
representations to ICANN regarding a change in ownership or control of NDC—properly rejected
by ICANN in a decision confirmed by the Panel in its Final Decision; (b) baseless litigation against
ICANN to delay the public auction for .WEB—dismissed by two courts as without merit; and
(c) attempts to rig the .WEB auction by dividing auction participants into “strong” and “weak”
participants, with “weak” participants predetermined to lose the auction in exchange for the
payment of a pre-defined sum.

These collusive schemes by Afilias and other members of the contention set have delayed
the delegation of .WEB for almost 5 years. This has operated to the detriment of the entire DNS
community.

NDC refused to be part of Afilias’ collusive schemes. A fair and competitive public auction
thus proceeded on 27-28 July 2016. NDC submitted the highest bid at the auction, approximately
$142,000,000, and the Award was in its favor.

As a result of NDC’s successful bid, the proceeds of the auction were deposited with
ICANN to be used for the benefit of the entire Internet community through their investment in the
Domain Name System as determined by ICANN and the community. Contrary to Afilias’
Blackout Period scheme, those proceeds were not paid to participants who had colluded in advance
that they would lose the auction.?

l. The Final Decision by the IRP Panel

In its Final Decision, the Panel dismissed Afilias’ requests that the Panel should either
(i) order the disqualification of NDC’s bid or (ii) order ICANN “to disqualify NDC’s bid for
\WEB, proceed with contracting the Registry Agreement for .WEB with the Claimant ..., and
specify the bid price to be paid by the Claimant.” (Final Decision, 20 May 2021, { 126.) The
Panel further rejected Afilias’ demand that the Panel not remand those issues to the ICANN Board
for its determination as required by the Bylaws.® Instead, the Panel directed that all remaining

2 The relevant correspondence and other documents evidencing the conduct of Afilias and other members of the .\WEB
contention set described herein are submitted as exhibits to this letter. In addition, the particulars regarding Afilias’
violations of the Blackout Period are set forth herein and previously have been described in detail in Amici’s briefs
submitted in the IRP and in Amici’s October 2016 responses to ICANN’s Topics for Comment. Amici refer ICANN
to those submissions for further information regarding Afilias” Blackout Period violations.

3 Afilias falsely argued -- an argument rejected by the Panel -- that the Panel should not “remand the matter to the very
ICANN Board that sought to rubber-stamp Verisign’s acquisition of .WEB.” (Afilias’ 24 July 2020 Claimant’s
Response to Amicus Curiae Briefs, § 3). “Given ICANN’s conduct that led to these proceedings, and the positions
that ICANN has adopted in these proceedings -- to say nothing of its conduct -- the only fair and final way for Afilias’
claims to be considered is for the Panel to resolve this Dispute.” (Id. { 216.)
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objections by Afilias or NDC regarding the auction and/or Award be directed to the ICANN Board
for decision. (Id. §319.)

Pursuant to the Final Decision, ICANN should determine NDC’s objection that Afilias
violated the Blackout Period and should be disqualified from all proceedings related to the auction
or any potential assignment of the .WEB Registry Agreement. ICANN already has acknowledged
the importance of the Blackout violations to the relief sought by Afilias in the IRP. ICANN’s List
of Issues for the IRP dated 12 October 2020 provides the following: “Are [Afilias’] remedies
appropriate in light of all relevant circumstances, including Afilias’ alleged violation of the Auction
Rules and Bidder Agreement?” (Emphasis added.) According to the Panel, ICANN should now
consider these issues whether or not they have been raised through a formal accountability
mechanism in order to preserve and promote the integrity of the New gTLD Program. (Final
Decision, 20 May 2021, 1 319.)

The Panel further decided on the merits, and rejected, Afilias’ claim that the Auction
Award to NDC, or a subsequent assignment of the WEB Registry Agreement to Verisign, would
be contrary to ICANN’s Bylaw commitments to promote competition. As explained in dispositive
terms by the Panel: “ICANN does not have the power, authority, or expertise to act as a
competition regulator by challenging or policing anticompetitive transactions or conduct.”

I1. Afilias’ Violations of the Blackout Period

Afilias’ Blackout Period violations were part of a broader effort by Afilias and certain other
members of the .WEB contention set to coerce NDC to agree to resolve the contention set in a
rigged manner where pre-determined auction losers would be paid for their losing bids. While
NDC instead pursued a public auction administered by ICANN—where the proceeds of the auction
would be invested in the improvement of the Domain Name System—Afilias and others repeatedly
sought to derail the public auction at any cost and by any means in order to coerce an agreement

4 Final Decision, 20 May 2021, 1 60. The Panel found ICANN’s evidence “compelling” that it fulfills its mission to
promote competition through the expansion of the domain name space and facilitation of innovative approaches to the
delivery of domain name registry services -- not by acting as an antitrust regulator. The Panel further quoted Afilias’
own statements to this effect, which were made outside of the IRP proceedings when Afilias had different interests it
wished to pursue. Emphasizing Afilias’ contradictory positions, the Panel quoted Afilias’ earlier statement, placing
emphasis on Afilias’ contradictory language outside the IRP:

While ICANN’s mission includes the promotion of competition, this role is best fulfilled through
the measured expansion of the name space and the facilitation of innovative approaches to the
delivery of domain name registry services. Neither ICANN nor the GNSO have the authority or
expertise to act as anti-trust regulators. Fortunately, many governments around the world do have
this expertise and authority, and do not hesitate to exercise it in appropriate circumstances. 1d. § 349
(emphasis in original).
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to a “private auction,” in which they could control the winner and share the auction proceeds.
Afilias’ violation of the Blackout Period was part of its continuation of these efforts to settle . WEB
and represents a serious and culpable breach of community ethics and ICANN policy.

A Afilias’ Improper Attempt to Induce NDC to Abandon a Public Auction in Favor
of a Private Auction

Prior to the auction, Afilias, Donuts, and other members of the .WEB contention set agreed
to settle the contention set via a private auction and undertook efforts to coerce NDC to join that
agreement. Private resolution of contention sets is permitted under the New gTLD Program and
may be perfectly acceptable, depending on the terms of the accompanying agreement. A private
auction, however, cannot be used as a disguise for collusive behavior that violates ICANN’s rules
or price fixing.® Indeed, ICANN’s Board has recognized, in connection with its ongoing review
of the New gTLD Program rules for future new gTLD rounds, that private auctions increase the
risks of “gaming” the system in a manner that may be inconsistent with ICANN’s Commitments
and Core Values.®

On 27 April 2016, ICANN scheduled a public auction for the .WEB gTLD, notified all
members of the contention set, and provided them with instructions and deadlines to participate in
the auction. Thereafter, the members of the .WEB contention set other than NDC reached an
agreement to resolve the contention set by private auction, and pressured NDC to join that
agreement.” NDC declined.

On 6 June 2016, Donuts again asked NDC to agree to a private resolution of the contention
set and to postpone the auction, scheduled for 27 July 2016, by two months. NDC declined again.®

5> Authorities cited at Section Il. E., infra.

6 See Ex. A (26 Sept. 2018 Letter from C. Chalaby, Chair, ICANN Board of Directors, to C. Langon-Orr and J.
Neuman, Co-Chairs GNSO New gTLD Subsequent Procedures PDP Working Group re: New gTLD Subsequent
Procedures PDP WG Initial Report (“[T]he Board believes that applications should not be submitted as a means to
engage in private auctions, including for the purpose of using private auctions as a method of financing their other
applications . . . [W]e are concerned about how gaming for the purpose of financing other applications, or with no
intent to operate the gTLD as stated in the application, can be reconciled with ICANN’s Commitments and Core
Values”); see also Ex. B (30 Sept. 2020 Letter from M. Botterman, Chair, ICANN Board of Directors, to C. Langon-
Orr and J. Neuman, Co-Chairs GNSO New gTLD Subsequent Procedures PDP Working Group re: New gTLD
Subsequent Procedures PDP WG Initial Report (“The Board encourages the PDP WG to provide a rationale why the
resolution of contention sets should not be conducted in a way such that any net proceeds would benefit the global
Internet community rather than other competing applicants.”)).

"Witness Statement of John L. Kane (“Kane Witness Statement™), https://www.icann.org/en/system/files/files/irp-
afilias-witness-statement-kane-redacted-26nov18-en.pdf, 1 20-21.

8 See Ex. C (6-7 June 2016 emails between Juan Calle of NDC and Jon Nevett of Donuts); see also Witness Statement
of Jose Ignacio Rasco Ill, 1 June 2020 (“Rasco Witness Statement”), https://www.icann.org/en/system/files/files/irp-
afilias-witness-statement-rasco-iii-redacted-01jun20-en.pdf, { 6.
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The following day, 7 June 2016, Afilias asked NDC to reconsider, stating that Afilias would
“guarantee” that NDC would ““score at least 16 mil if you go into the private auction and lose.”
NDC again declined, whereupon Afilias offered to increase the payment to NDC to “$17.02”
million. NDC again declined.®

When NDC refused Afilias’ latest offer, Afilias and other members of the contention set
undertook concerted efforts to interfere with the scheduled auction.

B. False Claims of a Change in Management or Control of NDC -- Rejected by
ICANN and the IRP Panel

On 23 June 2016, in an effort to interfere with the upcoming auction, Donuts and its wholly-
owned subsidiary Ruby Glen falsely represented to ICANN that NDC had changed its ownership
and/or management structure, but had not reported that change to ICANN as required. Donuts and
Ruby Glen moved ICANN to delay the public auction based on these misrepresentations.’® On or
about 30 June 2016, Donuts filed a complaint with ICANN’s Ombudsman repeating its false
allegations against NDC.!

On 11 July 2016, Schlund Technologies GmbH (“Schlund”) and Radix FZC
(“Radix”)—both members of the .WEB contention set—submitted separate yet identically worded
letters to ICANN requesting postponement of the Auction to allow ICANN to investigate NDC
and potentially disqualify it. Both Schlund and Radix misrepresented to ICANN: “We support a
postponement of the .WEB auction to give ICANN and the other applicants time to investigate
where there has been a change of leadership and/or control of another applicant, NU DOT CO
LLC. Todo otherwise would be unfair, as we do not have transparency into who leads and controls
the applicant as the auction approaches.”*?

Despite these concerted efforts, on 13 July 2016, ICANN properly denied the requests for
a postponement of the .WEB public auction. ICANN found “no basis to initiate the application
change request process or postpone the auction” based on any alleged change in NDC’s

% See Ex. D (7 June 2016 text messages between Juan Calle of NDC and Steve Heflin of Afilias); see also Ex. E (Text
messages between Jose Rasco of NDC and John Kane of Afilias).

10 See Ex. F (23 June 2016 email from Jon Nevett of Donuts to ICANN’s customer portal).

1 Witness Statement of Christine A. Willett, 31 May 2019 (“Willett Witness Statement”),
https://www.icann.org/en/system/files/files/irp-afilias-witness-statement-willett-31may19-en.pdf, 1 24.

12 See Ex. G (11 July 2016 letter from Thomas Moarz of Schlund to Akram Attallah, Christine Willett and John
Jeffrey of ICANN); Ex. H (11 July 2016 email from Brijesh Joshi of Radix to Akram Attallah, Christine Willett and
John Jeffrey of ICANN).
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management.®* NDC and Verisign understand that ICANN’s Ombudsman similarly determined
that there were no grounds for a delay of the auction.

On 17 July 2016, Donuts and Radix jointly submitted a reconsideration request to ICANN,
again seeking a delay of the public auction based on the same misrepresentations. ICANN properly
rejected this request on 21 July 2016.14

Afilias repeated these false accusations regarding NDC in its IRP, alleging that ICANN
violated its Bylaws by not properly investigating and deciding the claims. Contrary to Afilias’
claims, in its Final Decision, following a full hearing, the Panel found no fault with ICANN’s pre-
auction investigation, and “reject[ed] the Claimant’s [Afilias] contention that the Respondent
violated its Bylaws by the manner in which it investigated and resolved the pre-auction allegations
of change of control within NDC.” (Final Decision, 20 May 2021, 1 295).

C. The Spurious Court Action to Stop the Public Auction -- Rejected by Both the
District Court and Court of Appeals

After the false claims of material changes in NDC’s ownership and/or control were rejected
by ICANN three times, on 22 July 2016, Ruby Glen filed a civil action against ICANN in the
United States District Court for the Central District of California (Case No. 16-5505) seeking a
temporary restraining order (“TRO”) postponing the public auction. The civil action was based
on the same meritless accusations that ICANN had repeatedly rejected.

The district court denied Ruby Glen’s TRO on 26 July 2016. In its Order, the court
specifically noted “the weakness of Plaintiff’s efforts to enforce vague terms contained in the
ICANN bylaws and Applicant Guidebook” and concluded that Ruby Glen had failed to “establish
that it is likely to succeed on the merits” and failed to demonstrate that its allegations “raise[d]
serious issues.”* Ruby Glen’s action subsequently was dismissed with prejudice, and its appeal
of that dismissal was rejected by the Ninth Circuit Court of Appeals.’® Nonetheless, Afilias
repeated these false claims in the IRP. As explained above, Afilias’ claims were rejected by the
Panel in its Final Decision.

13 See Ex. I (13 July 2016 Letter from Christine A. Willett, Vice President, GDD Operations of ICANN, to the .WEB
contention set).

14 Ex. J (21 July 2016 Determination of the Board Governance Committee (“BGC”) Reconsideration Request 16-9).
15 See Ex. K (Ruby Glen, LLC v. Internet Corporation for Assigned Names and Numbers, United States District Court
for the Central District of California, Case No. 2:16-cv-05505-PA-AS (“Ruby Glen Action”), Dkt. No. 21 (Order
denying Ruby Glen’s Application for Temporary Restraining Order)).

16 See Ex. L (Ruby Glen Action, Dkt. No. 53 (Order from the Court of Appeals for the Ninth Circuit affirming dismissal
of Ruby Glen’s complaint)).
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D. The Schlund Private Auction Proposal

Alongside the other efforts to interfere with the public auction, on 5 July 2016, Oliver
Mauss of Schlund emailed NDC pushing a proposal for an “alternative private auction,” claiming
its numerous advantages over a public auction. The so-called “benefits” of this alternative form
of private auction, according to Mr. Mauss, included that the winning participant would pay less
for the gTLD than it would in a competitive public auction. The agreement would include the
following “principles”: “It divides the participants into groups of strong and weak”; “the weak
players are meant to lose and are compensated for this with a pre-defined sum”; “the strong
players bid for the asset”; “the losing strong players receive a higher return than in the Applicant
Auction”; and “the losing weak players receive a lower return than in the Applicant Auction.”’
(emphasis added). Through his proposal, Mr. Mauss contended, the “winning party” would pay
“less for the asset in comparison to both” a public auction organized by ICANN and a private
auction organized by the applicants themselves. 1d. NDC did not respond to Mr. Mauss’ email.
An agreement to the terms of the Schlund proposal, like the proposals made directly by Afilias to
“guarantee” NDC a specific amount to lose a private auction, could have involved NDC in a
collusive scheme that may have raised issues under the antitrust laws.

E. Afilias’ Reiteration of the Settlement Proposals During the Blackout Period in
Order to Resolve .WEB

Once the deposit deadline for an ICANN administered auction passes, both the Bidder
Agreement and the Auction Rules for new gTLD auctions explicitly prohibit all applicants within
a contention set from “cooperating or collaborating with respect to, discussing with each other, or
disclosing to each other in any manner the substance of their own, or each other’s, or any other
competing applicants’ bids or bidding strategies or discussing or negotiating settlement
agreements...” until the auction has completed and full payment has been received from the
winner. (Bidder Agreement, § 2.6; Auction Rules, Clause 68). Violation of this “Blackout Period”
is a “serious violation” of ICANN’s rules under the Bidder Agreement and Auction Rules—so
much so that applicants are expressly warned in writing that such violations may result in forfeiture
of the violator’s application. (Bidder Agreement, 8 2.10; Auction Rules, Clause 61).

Afilias’ continuation of negotiations to resolve the contention set during the Blackout
Period represents a clear and intentional violation of the Blackout Rules. Afilias is a sophisticated
applicant with full knowledge and awareness of the rules, including those pertaining to the
Blackout Period. Moreover, Larry Ausubel of Power Auctions LLC (the administrator appointed
by ICANN to conduct the Auction) sent every member of the .WEB contention set an email on 20

17 See Ex. M (5 July 2016 email from Oliver Mauss of Schlund to Juan Calle of NDC with attachment proposing an
“Alternative Private Auction”™).
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July 2016, expressly reminding them that “the Deposit Deadline for .WEB/.WEBS has passed and
we are now in the Blackout Period.”8

Nonetheless, on 22 July 2016, five days before the Auction’s 27 July 2016 commencement
date and after the deposit deadline for the auction had passed—plainly within the Blackout Period
—Afilias continued to seek a settlement of .WEB in accordance with its earlier offers, thereby
engaging in a discussion regarding bids, bidding strategies and settlement contrary to the Blackout
Rules. Specifically, Afilias sent the following text message to NDC with reference to its earlier
proposals seeking a settlement of the auction: “If ICANN delays the auction next week would you
again consider a private auction? Y-N.”'® This proposal to continue settlement discussions was an
indisputable violation of the Blackout Rules. NDC did not respond to Afilias’ proposal.

The direct communication from Afilias to NDC on 22 July 2016 was in furtherance of
Afilias’ earlier offers to settle the .WEB contention set by paying the proceeds of a private auction
to the losing bidders in exchange for their losing the auction. Indeed, Afilias already had
guaranteed NDC a payment of $17.2 million for settling the contention set on Afilias’ terms.

NDC told Afilias and others on multiple occasions before the Blackout Period started that
NDC was not interested in participating in a private settlement of the contention set. Despite these
repeated rejections, Afilias chose to make a last ditch effort during the Blackout Period to salvage
the potential windfall it and other members of the contention set sought to secure for themselves
via the private settlement they were pushing.

Afilias’ plain violation of the Blackout Rules should result in its disqualification from the
auction and all proceedings related to .WEB. The Blackout Period rules are specific and clear, and
Afilias’ violation of the rules is express and in writing.

Further, Afilias’ Blackout Period violation is directly relevant to ICANN’s consideration
of Afilias’ claims against ICANN, NDC and Verisign. By reason of its violations, Afilias should
be disqualified and therefore lacks standing to pursue its objections against NDC’s application. In
addition, based on its disqualification (among other reasons addressed in this IRP), Afilias cannot
be awarded the .WEB gTLD, the relief it seeks on its claims against ICANN for alleged violations
of the ICANN Bylaws.

Afilias has delayed the delegation of .\WEB for 5 years, at a cost of tens of millions of
dollars to the affected parties, based on convoluted and false claims of technical violations of the

18 See Ex. N (20 July 2016 email from Larry Ausubel of Power Auctions LLC to Jose Rasco of NDC regarding the
commencement of the Blackout Period).
19 See Ex. O (22 July 2016 Text messages from Jonathan Kane of Afilias to Jose Rasco of NDC).
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New gTLD Program Rules.®® By contrast, Afilias’ undeniable violation of the Program rules is
clear and far more culpable than its manufactured claims of violations against NDC and Verisign.

During the IRP proceedings, Afilias offered no meaningful response to the evidence of its
Blackout Period violation. On the contrary, during the IRP, Afilias actively took steps to prevent
its witnesses from being questioned regarding the Blackout Period violation (among other issues).
For example, Mr. Kane’s written message to Mr. Rasco on 22 July 2016 was a violation of the
Blackout Rules. Rather than ask Mr. Kane to testify to respond to the serious questions raised by
his message, Afilias chose not to call him as a witness and, in fact, withdrew his witness statement
so that others could not cross-examine him during the hearings. By contrast, Afilias offered only
the baseless views of its counsel regarding Mr. Kane’s conduct and intentions.?! See Graves v.
United States, 150 U.S. 118, 121 (1893) (“[I]f a party has it peculiarly within his power to produce
witnesses whose testimony would elucidate the transaction, the fact that he does not do it creates
the presumption that the testimony, if produced, would be unfavorable.”).

During the IRP, Afilias admitted that the Blackout Period was designed to prevent bid
rigging. (Afilias’ Response to the Amicus Curiae Briefs, {1 179-84). Yet that is precisely what
Afilias attempted. Its Blackout Period conduct was an attempt at bid rigging. Under the auction
format and explicit terms proposed by Afilias, Schlund and other members of the contention set,
see Ex. M, the winner would be able to obtain .WEB for a lower price than in a public auction
administered by ICANN by paying pre-determined amounts to its competitors in exchange for
their losing the auction. Such a collusive auction is the type of agreement that the Blackout Period
is designed to prevent. Furthermore, bid rigging and other forms of collusive price fixing are
considered “per se” illegal. See United States v. Joyce, 895 F.3d 673, 679 (9th Cir. 2018) (holding
bid rigging is a “per se” antitrust violation); Phillip E. Areeda & Herbert Hovenkamp, Antitrust
Law: An Analysis of Antitrust Principles and Their Application, { 2005(b) (4th ed. 2013-2018)
(*Bid-rigging schemes are commonly thought to be more harmful than ordinary price fixing
because bid-rigging is much easier for cartel members to enforce...For this reason, bid-rigging has
been treated with greater hostility than price fixing generally.”).

Afilias” conduct deserves the most serious sanctions, including a disqualification from all
proceedings regarding .WEB. The sanctions should set an example of enforcement of the Program
rules, and against gaming the system, for future gTLD rounds. As the ICANN Board has

20 All of Afilias’ claims are contrary to the clear testimony of ICANN witnesses during the IRP that NDC’s and
Verisign’s conduct was consistent with ICANN and industry practices. See, e.g., Ms. Willett, Head of the New gTLD
Program, IRP Transcript at 707:16—708:3 (“my general understanding based on Verisign’s press release is that they
had some future intention... to operate the TLD if ICANN approved of a TLD assignment. | also understood from
the press release that they had committed funds that were put forward towards the auction. So to me that was akin to
and consistent with the auction rules...”)

21 See Afilias’ Response to the Amicus Curiae Briefs, 1 179-84. Amici could not compel Mr. Kane’s testimony.
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recognized, it is important to prevent gaming of the Program rules in future new gTLD rounds.
(Fn. 6, supra.) That is especially true where the form of gaming ICANN’s system may also be a
violation of the antitrust laws, casting doubt on the fairness and legality of DNS activities.

Here, Afilias sought to game the Program rules through collusive activity. Its conduct went
far beyond proposing a fair private auction of the kind that ICANN supports. Instead, the express
terms of the proposals by Afilias and other contention set members were intended to limit
competitive bidding in exchange for pre-auction guarantees of payments by competitors and
potential pre-selection of winning and losing participants. Further, the effect of these proposals
would be to deprive the Internet community of funds that otherwise could be invested in DNS
security and reliability, instead diverting those funds to be split among the losing competitors
solely for their own private benefit.

NDC and Verisign request that ICANN confirm that it will consider and reach a
determination regarding Afilias’ Blackout Period violation as part of its post-IRP process for
\WEB. If ICANN would like this request to be endorsed in any other form, please advise us.

Respectfully submitted,
/sl Steven A. Marenberg

Steven A. Marenberg
PAUL HASTINGS LLP

cc: John Jeffrey, Esq.
Jose I. Rasco
Thomas Indelicarto, Esq.
Ronald L. Johnston, Esq.
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26 September, 2018
RE: New gTLD Subsequent Procedures PDP WG Initial Report

Cheryl Langdon-Orr, Co-Chair
Jeff Neuman, Co-Chair
GNSO New gTLD Subsequent Procedures PDP Working Group

Dear Ms. Langdon-Orr and Mr. Neuman,

| am writing in response to the request in your 10 July 2018 |etter for the Board to provide
feedback on the New gTLD Subsequent Procedures Policy Development Process (PDP)
Working Group’s Initial Report. The Board is impressed by the level of detail that the Working
Group has gone to in analyzing the results of the current new gTLD round and the serious effort
that is being made to reach consensus on the policies related to each of the issues. We
understand that the policy recommendation for the Generic Names Supporting Organization
(GNSO) will be built upon existing policies and the Application Guidebook (AGB) instructions
unless, and except, for where they have been modified based on Subsequent Procedures PDP
consensus. The Board also appreciates the efforts the GNSO and the PDP leadership have
taken to include other stakeholders in the discussions on the various issues in the PDP working
group and subgroups. Since there are a number of areas the PDP Working Group is still
considering, the Board may have comments in the future as discussions advance.

There were a few issues that the Board would like to comment on:

e Inregard to Global Public Interest, section 2.3.2, with the growing reliance on PICs as a
method of resolving public interest issues within an application, the Board remains
concerned with the lack of definition of the global public interest in the context of Public
Interest Commitments (PIC) and the Public Interest Commitments Dispute Resolution
Procedure (PICDRP). As discussed further below, the Board would like to see additional
work fleshing out what is meant by the public interest in this context and additional
recommendations concerning PIC enforceability.

e The Board appreciates the approach being taken to deal with the serious issue of
Closed Generics, especially with the complex issues related to the public interest and
public interest goals in the use or restriction of generic terms in any language. We are
aware of the continuing conflicts among competing aspects of the public interest in this
area and are concerned about the scalability of any proposed solution. This issue has
been pending for some time. In 2015, the Board enacted a resolution on closed generics
that provided as follows:
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“The NGPC is also requesting that the GNSO specifically include the issue of
exclusive registry access for generic strings serving a public interest goal as part
of the policy work it is planning to initiate on subsequent rounds of the New gTLD
Program, and inform the Board on a regular basis with regards to the progress
on the issue.”

Because these difficult questions on how to define the public interest and public interest
goals have been pending for several years, the Board re-emphasizes that it remains
critical for the Subsequent Procedure group to further flesh out these concepts in all
proposed options for addressing closed generics.

e Regarding question 2.7.4.e.2 on “gaming” or abuse of private auction, the Board
believes that applications should not be submitted as a means to engage in private
auctions, including for the purpose of using private auctions as a method of financing
their other applications. This not only increases the workload on processing but puts
undue financial pressure on other applicants who have business plans and financing
based on their intention to execute the plan described in the application. In particular, we
are concerned about how gaming for the purpose of financing other applications, or with
no intent to operate the gTLD as stated in the application, can be reconciled with
ICANN's Commitments and Core Values.

e Regarding Applicant reviews, section 2.7.7, the Board is interested in recommendations
for a mechanism that can be used when there are issues that block an application
moving forward.

e The Board is concerned about unanticipated issues that might arise and what
mechanism should be used in such cases. The Board understands that the PDP
Working Group is discussing a Predictability Framework that could potentially be used to
address these types of issues. The Board looks forward to the outcomes of these
discussions.

e Regarding timelines for future rounds, the Board requests that the PDP Working Group
consider the issue of round closure and what criteria or mechanism could be used to
close a round.

¢ The Board looks forward to further discussions in the PDP on Name Collisions, Applicant
Support and the Predictability Framework as each of these may have significant
operational impact. On Name Collisions there may be an opportunity to combine work
being done by SSAC on the collision risk with the work being done in the PDP to achieve
a consensus solution to this issue.
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Again, the Board appreciates the efforts and time being devoted by the Subsequent Procedure
Working Group and its leadership. We are available to respond to any specific questions the
PDP WG might have for the Board.

Best regards,

Cherine Chalaby
Chair, ICANN Board of Directors
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30 September 2020
RE: New gTLD Subsequent Procedures PDP WG Draft Final Report

Cheryl Langdon-Orr, Co-Chair
Jeff Neuman, Co-Chair
GNSO New gTLD Subsequent Procedures PDP Working Group

Dear Ms. Langdon-Orr and Mr. Neuman,

| am writing in response to your letter from 20 August 2020, in which you informed the Board of
the new gTLD Subsequent Procedures PDP Working Group’s (PDP WG) publication of the draft
Final Report for public comment. The Board recognizes the PDP WG’s dedication and hard
work, including the PDP WG’s alignment of GNSO Policy with existing advice, such as on
Reserved Names (Topic 21) and Name Collisions (Topic 29). The Board appreciates the PDP
WG’s affirmation of the importance of Universal Acceptance, as well as its encouragement of
the ongoing efforts taking place through the Universal Acceptance Initiative and the Universal
Acceptance Steering Group. The Board also appreciates the organization of the draft Final
Report, in which the PDP WG recognizes existing policy and affirms the existing Applicant
Guidebook (AGB) and New gTLD Program Committee (NGPC) implementation practices in
absence of new consensus policy modifying or clarifying existing policy recommendations.
Overall, the Board is impressed with the progress that has been made since the publication of
the Initial Report. On behalf of my fellow Board members, | would like to congratulate you and
the members of the PDP WG on achieving this important milestone.

In your letter you encouraged the Board to review the draft Final Report and provide feedback
on the draft recommendations and implementation guidance. In addition, you sought input from
the Board specifically on the topics of private resolution of contention sets and closed generics.
We hope that our input on these and other topics will provide you with helpful feedback,
contributing to the successful conclusion of the PDP WG. In this context, the Board notes that
our comments provided in this letter do not preclude us from providing additional comment or
input at a later stage.

Topic 2: Predictability (Pg. 15-19)

A. The Board welcomes recommendations to support predictability in future new generic
top-level domains (gTLDs), and is encouraged by the thoughtful discussion that has
taken place on this subject within the PDP WG.

B. The Board encourages the PDP WG to provide as much detail as possible to ensure
clarity around the roles and responsibilities of the GNSO Council, ICANN org, applicants,
objectors, other SO/ACs as well as the Board vis-a-vis the predictability framework. To
inform implementation, the PDP WG may find it useful to provide case studies to
illustrate roles and responsibilities of these different actors if and when changes to future
application round processes are proposed and/or required.
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C. With regard to the proposed Standing Predictability Implementation Review Team
(SPIRT), the Board encourages the PDP WG to consider whether there are established
processes within the GNSO (or within ICANN’s multistakeholder model) that might serve
the intended role(s) of the SPIRT, rather than creating new ones.

D. The Board encourages the PDP WG to consider whether recommendations are needed
to avoid any unintended impact of the predictability framework on the necessary
effectiveness and flexibility of ICANN org when implementing future new gTLD rounds.
In this context, the Board notes Annex E that states “The SPIRT shall strive towards
achieving Consensus on all advice and/or recommendations from the SPIRT. Even if
consensus is not reached, the SPIRT can provide input on any particular issue received,
as long as the level of consensus/support within the SPIRT is reported using the
standard decision making methodology outlined in section 3.6 of the GNSO WG
Guidelines.” The Board believes it might be helpful to recommend a timeframe by which
the SPIRT needs to reach a decision. (Pg. 16)

E. It may also be useful for the PDP WG to consider the role of precedent in the
Predictability Framework, e.g., can SPIRT recommendations form a body of decisions to
guide handling of issues and increase efficiencies? (Pg. 16)

F. The Board notes that the Predictability Framework cannot replace the ICANN Board or
org's need to act in emergency situations, including taking actions in line with the Board
or officers' fiduciary responsibilities.

Topic 6: Registry Service Provider Pre-Evaluation (Pg. 28-33)

The Board notes the affirmation of the revenue-neutral approach for future new gTLDs. (Pg. 31)

Topic 9: Registry Voluntary Commitments/Public Interest Commitments (PICs) (Pg. 36-48)

A. The Board notes that as part of the restatement of ICANN’s mission as reflected in the
post-IANA Stewardship Transition Bylaws, the current form of the Registry Agreements
were explicitly excluded from challenge on grounds that they exceeded ICANN’s
mission. See Bylaws, Section 1.1(d)(ii)(A)(1) and (2). This exclusion was brought about
in large part by concerns from some in the community that some of the PICs within the
Registry Agreements were outside of ICANN'’s technical mission. The community did not
wish to invalidate those contracts through the revised mission statement. The language
of the Bylaws, however, could preclude ICANN from entering into future registry
agreements (that materially differ in form from the 2012 round version currently in force)
that include PICs that reach outside of ICANN’s technical mission as stated in the
Bylaws. The language of the Bylaws specifically limits ICANN’s negotiating and
contracting power to PICs that are “in service of its Mission.” The Board is concerned,
therefore, that the current Bylaws language would create issues for ICANN to enter and
enforce any content-related issue regarding PICs or Registry Voluntary Commitments
(RVCs). Has the PDP WG considered this specific language in ICANN’s Bylaws as part
of its recommendations or implementation guidance on the continued use of PICs or the
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future use of RVCs? Can the PDP WG provide guidance on how to utilize PICs and
RVCs without the need for ICANN to assess and pass judgment on content?

B. Inits comment on the Initial Report, the Board asked the PDP WG to give more clarity
on how to frame “public interest” in the context of a PIC and the PIC Dispute Resolution
Procedure (PICDRP). We note that this has not yet been developed. We would like to
reiterate our view that clear guidance on this issue will be valuable, and we encourage
the PDP WG to work to that end. Specifically, we ask that the PDP WG provide clear
and consistent implementation guidance on “public interest” in this context, to ensure
that objective enforceability lies within ICANN’s mission. (See also our comment on
Topic 24 below.)

Topic 15: Application Fees (Pg. 62-66)

The Board notes the PDP’s Recommendation 15.7: “In managing funds for the New gTLD
Program, ICANN must have a plan in place for managing any excess fees collected or budget
shortfalls experienced. The plan for the management and disbursement of excess fees, if
applicable, must be communicated in advance of accepting applications and collecting fees for
subsequent procedures.” The Board asks the PDP to more carefully examine the concept of
“excess” or shortage of fees, especially in the light of the likely need for ICANN org, a not-for-
profit organization, to increase resources for the application process and the continued support
of the new gTLD program. The proposed principle of cost recovery of the next round, as for the
2012 round is understood as a clear mechanism to state to the public that the fee to be paid by
applicants is designed to only cover for the cost of the program and not to support non-program
operations of ICANN org. The proposed principle does not require a dollar-to-dollar return of
any potential excess. The lack of a clear definition of “closure” and “round” for any new gTLD
subsequent procedures future ‘round’ is also problematic in this context and the Board
encourages the PDP WG to contemplate including such definition in its Final Report. (Pg. 63)

Topic 17: Applicant Support (Pg. 67-79)

A. The Board notes that “The Working Group recommends expanding the scope of
financial support provided to Applicant Support Program beneficiaries beyond the
application fee to also cover costs such as application writing fees and attorney fees
related to the application process” (Recommendation 17.2). The expansion of applicant
support to affirmative payments of costs beyond application fees could raise fiduciary
concerns for the Board. We encourage the PDP WG to ensure that applicant support is
well scoped by preventing, to the extent possible, the possibility of inappropriate use of
resources, e.g. inflated expenses, private benefit concerns, and other legal or regulatory
concerns. (Pg. 68)

B. Implementation Guidance 17.14 states that “l{CANN org should seek funding partners to
help financially support the Applicant Support Program, as appropriate.” The ICANN
Board notes that this would change the role of ICANN, as ICANN is not a grant-seeking
organization. Alternatively, ICANN org — through the Pro Bono Assistance Program —
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could act as a facilitator in the introduction of industry players or potential funding
partners to the prospective entrants.

Topic 18: Terms and Conditions

A. The Board notes that the PDP WG recommends “[u]nless required by specific laws,
ICANN Board members’ fiduciary duties, or the ICANN Bylaws, ICANN must only reject
an application if done so in accordance with the provisions of the Applicant Guidebook.
In the event an application is rejected, ICANN org must cite with specificity the reason in
accordance with the Applicant Guidebook, or if applicable, the specific law and/or ICANN
Bylaws for not allowing an application to proceed. This recommendation constitutes a
revision to Section 3 of the Terms and Conditions from the 2012 round.”
(Recommendation 18.1). The Board is concerned that this recommendation may limit
the Board'’s authority to act as needed. The Board would like to understand what
problems the PDP WG identified with regard to Section 3 of the Terms and Conditions in
the 2012 Application Guidebook “Applicant acknowledges and agrees that ICANN has
the right to determine not to proceed with any and all applications for new gTLDs, and
that there is no assurance that any additional gTLDs will be created. The decision to
review, consider and approve an application to establish one or more gTLDs and to
delegate new gTLDs after such approval is entirely at ICANN'’s discretion. ICANN
reserves the right to reject any application that ICANN is prohibited from considering
under applicable law or palicy, in which case any fees submitted in connection with such
application will be returned to the applicant.” The revision, as proposed by the PDP WG
in Recommendation 18, may bind the Board unless one of the specific conditions is met.
Such limitations could lead to unforeseen challenges, and so we encourage the PDP
WG to provide details on how the proposed text in Recommendation 18.1 addresses any
identified problems in Section 3 and also provide guidance on how to avoid limitations on
the Board’s authority to act in unanticipated circumstances. (Pg. 79)

B. The Board notes Recommendation 18.3: “In subsequent rounds, the Terms of Use must
only contain a covenant not to sue if, and only if, the appeals/challenge mechanisms set
forth under Topic 32 of this report are introduced into the program (in addition to the
accountability mechanisms set forth in the current ICANN Bylaws).” The Board
understands the intent behind this recommendation, but is concerned that dissatisfied
applicants or objectors might argue based on this policy recommendation that the
covenant not to sue is not valid because they did not like the way the appeals/challenge
mechanism was built or operated. Accordingly the Board asks the PDP WG to review
this recommendation, as anything that could weaken the covenant not to sue might
preclude the ability to offer the program due to an unreasonable risk of lawsuits. The
Board also asks the PDP WG to provide guidance on who would make the determination
that the conditions set forth in Recommendation 18.3 are met and how.

Topic 20: Application Change Request

The Board notes Recommendation 20.6: “The Working Group recommends allowing application
changes to support the settling of contention sets through business combinations or other forms
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of joint ventures. In the event of such a combination or joint venture, ICANN org may require
that re-evaluation is needed to ensure that the new combined venture or entity still meets the
requirements of the program. The applicant must be responsible for additional, material costs
incurred by ICANN due to re-evaluation and the application could be subject to delays.” Also
Recommendation 20.8: “The Working Group recommends allowing .Brand TLDs to change the
applied-for string as a result of a contention set where (a) the change adds descriptive word to
the string, (b) the descriptive word is in the description of goods and services of the Trademark
Registration, (c) such a change does not create a new contention set or expand an existing
contention set, (d) the change triggers a new public comment period and opportunity for
objection and, (e) the new string complies with all New gTLD Program requirements.” The
Board acknowledges that recommendations 20.6 and 20.8 may lead to more flexibility,
permitting applicant changes while also increasing the complexity of future new gTLD
procedures. We note that this increase in flexibility and complexity is likely to lead to higher
costs beyond applicant fees and result in possible delays, thereby making subsequent rounds
potentially less predictable.

Topic 22: Registrant Protections

The Board notes the PDP WG’s recommendation that “TLDs that have exemptions from the
Code of Conduct (Specification 9), including .Brand TLDs qualified for Specification 13, must
also receive an exemption from Continued Operations Instrument (COI) requirements or
requirements for the successor to the COl.” In the rationale provided for Recommendation 22.7,
the PDP WG also states that an Emergency Back-end Registry Operator (EBERO) event would
not be necessary because “there are no registrants in need of such protections in the event of a
TLD failure.” The Board encourages the PDP WG to provide more details in its rationale and to
ensure there are no hypothetical cases in which an EBERO might be appropriate. In addition,
the Board encourages the PDP WG to consider the potential impact on end users and
consumers in the event of a short-term or long-term technical or business failure of a .BRAND
TLD.

Topic 23: Closed Generics (also known as Exclusive Generics) (Pg. 96-102)

A. As previously noted by the Board, we believe that “[closed generics] require input from
the GNSO through the bottom-up policy development process” and we continue to
appreciate the PDP WG’s work on this topic. As noted in our 2018 letter, the questions
on how to evaluate the public interest and public interest goals of an application have
been pending for several years, and we continue to encourage the PDP WG to reach
consensus! on one or more recommendations concerning closed generics, taking into
account relevant public comment and advice from ICANN’s Advisory Committees.

B. You quoted the language of a 2015 Board letter in your communication that is based on
a 2015 resolution of the New gTLD Program Committee (NGPC), stating: “Resolved
(2015.06.21.NG02), to address the GAC's Category 2.2 Safeguard Advice, the NGPC
requests that the GNSO specifically include the issue of exclusive registry access for

1 Consensus here is referred to as defined in the GNSO Working Group Guidelines.
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generic strings serving a public interest goal as part of the policy work it is planning to
initiate on subsequent rounds of the New gTLD Program, and inform the Board on a
regular basis with regards to the progress on the issue.” You asked “whether this
[resolution] meant that the ICANN Board resolved that all future closed generics must
serve a public interest goal if they were to be allowed, or whether it was just attempting
to understand the GNSQO'’s thoughts on closed generics in general.” While the NGPC
requested a discussion on the issue of closed generics that serve a public goal,
requesting a specific outcome of such a discussion lies outside the Board’s purview.
Pursuant to the Bylaws, we will consider any consensus-based recommendation that is
adopted by the GNSO Council and put before us and base our decision on whether we
reasonably believe that the policy proposal is or is not in the best interests of the ICANN
community and ICANN (Bylaws Annex A, Section 9 (a)).

. The PDP WG also enquired about the_three recent proposals on the future treatment of

Closed Generics and “whether any of these proposals at a high level are heading in a
direction in line with the Board’s views.” The Board read all three proposals with great
interest. As stated above, the Board is not in a position to request policy outcomes. It is
therefore not in the Board’s purview to indicate a preference. As stated above, we will
base our decision on whether we reasonably believe that the policy proposal is or is not
in the best interests of the ICANN community or ICANN (Bylaws Annex A, Section 9 (a)),
if and when such a policy is recommended by the GNSO Council and put before us.

Topic 24: String Similarity Evaluations (Pg. 102-109)

A. The Board notes the PDP WG’s strong reliance on the intended use of applied-for

strings when it comes to similarity evaluations in Recommendation 24.3: “Applications
will not automatically be placed in the same contention set because they appear visually
to be a single and plural of one another but have different intended uses.” The Board
asks the PDP WG to include recommendations and implementation guidance for
objective evaluation criteria to determine “different intended uses” because we believe
this will be invaluable to ensure consistent and transparent processes regarding this
element in string similarity evaluations. (Pg. 103)

. The Board notes Recommendation 24.5: “If two applications are submitted during the

same application window for strings that create the probability of a user assuming that
they are single and plural versions of the same word, but the applicants intend to use the
strings in connection with two different meanings, the applications will only be able to
proceed if the applicants agree to the inclusion of a mandatory Public Interest
Commitment (PIC) in their Registry Agreement. The mandatory PIC must include a
commitment by the registry to use the TLD in line with the intended use presented in the
application, and must also include a commitment by the registry that it will require
registrants to use domains under the TLD in line with the intended use stated in the
application.” As noted in our comment on Topic 9, the Board is concerned that the
proposed reliance on PICs to restrict the use and potentially the content of names
registered in delegated TLDs raises questions about compliance with ICANN’s Bylaws,
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which state that ICANN will not restrict “services that use the Internet's unique identifiers
or the content that such services carry or provide [...]".

Topic 25: Internationalized Domain Names (IDNs) (Pg. 109-113)

A.

The Board sees IDNs as a critical part of ICANN’s mission to support global access to the
domain name system, and therefore appreciates the affirmation that IDNs are “an integral
part of the New gTLD Program.”

The Board appreciates that Root Zone Label Generation Rules (RZ-LGR), which have
been developed by the efforts of the various script communities, have been integrated into
the program to validate and determine the variant labels of the applied-for strings and that
many of the Recommendations for Implementing Variant TLDs [icann.org] (Variant TLD
Recommendations) have also been incorporated. (Pg. 109-110)

The Board suggests that any applied-for string in a script not integrated in the RZ-LGR
should not be processed until its validity and variant labels can be determined by RZ-LGR,
following the Recommendation 5 [icann.org] of the RZ-LGR Study Group. (Pg. 110)

The Board also suggests that Recommendations 5 and 6 [icann.org] of Variant TLDs
Recommendations also be considered by the PDP WG for implementing variant TLDs.
The Board notes that using RZ-LGR and adopting the Variant TLD Recommendations may
have impact on other processes, including string similarity reviews, managing reserved
labels, changes of control, and more, as also analyzed [icann.org] in the Variant TLD
Recommendations, which are not currently addressed in the draft Final Report. (Pg. 110)
In the context of the point above, the Board is concerned that additional recommendations
(and implementation guidance) are needed for effectively processing gTLD applications
along with their variant labels. Therefore, the Board asks that impact on these processes
be assessed and finalized either by the PDP WG or by the GNSQO’s further follow-up work
in time for planning and implementation of the next gTLD application round.

The Board notes that ICANN org is finding that some IDN tables previously approved for
gTLD registries may have security or stability issues, based on more recent work by the
technical and script-based communities. Taking such findings into consideration, the Board
asks the PDP WG to clarify which IDN tables “pre-vetted by the community” could still be
used to remove IDN table testing for the new gTLDs. The Board suggests that the PDP WG
considers Reference IDN tables being published by ICANN org as the candidate pre-vetted
IDN tables. (Pg. 178)

Topic 29: Name Collisions (Pg. 128-133)

The Board encourages the PDP WG to provide details on how future NCAP study results should
be dealt with in future rounds. Would these need to initiate new policy processes and how would
such processes affect ongoing rounds?

Topic 30: GAC Consensus Advice and GAC Early Warning (Pg. 133-139)
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The Board is committed to working closely with the GAC to encourage the issuing of advice
prior to the finalization of the Applicant Guidebook (AGB), with the goal of reducing, if not
eliminating, the need for wide-ranging GAC advice.

Topic 31: Objections

The Board notes that the PDP WG affirms “that the role of the Independent Objector (I0) should
exist in subsequent procedures” (Affirmation 31.8). As the PDP WG seems to be affirming the
role and use of the 10 (which was not part of the earlier policy recommendations). The Board
encourages the PDP WG to identify the purpose of continuing the use of the 10 role and the
problems that the continued use of the 10 is expected to solve. The Board also encourages the
PDP WG to consider how the 10 role was exercised in the 2012 round to help illustrate this
work. (Pg. 142)

Topic 33: Dispute Resolution Procedure After Delegation (Pg. 156-157).

The Board notes Recommendation 33.2 that states: “For the Public Interest Commitment
Dispute Resolution Procedure (PICDRP) and the Registration Restrictions Dispute Resolution
Procedure (RRDRP), clearer, more detailed, and better-defined guidance on the scope of the
procedure, the role of all parties, and the adjudication process must be publicly available.” The
Board encourages the PDP WG to provide clear problem statements detailing any concrete
deficiencies with the PICDRP and the Registration Restrictions Dispute Resolution Policy
(RRDRP). Such statements may help the PDP WG provide details on what aspects of the
guidance concerning the scope of the procedure, the role of all parties, and the adjudication
process should be clearer, more detailed, and better-defined.

Topic 34: Community Applications (Pg. 157-162)

A. The Board notes that the PDP WG recommended very few substantive changes related
to the community application process, and more specifically to the Community Priority
Evaluation (CPE) process. The PDP WG simply recommends that the “Community
Priority Evaluation (CPE) process must be efficient, transparent and predictable®
(Recommendation 34.2) and that “ICANN org should examine ways to make the CPE
process more efficient in terms of costs and timing” (Recommendation 34.4). The Board
is concerned that these are not sufficiently detailed recommendations to address the
issues that arose during the 2012 round. The Board asks the PDP WG to raise specific
concerns that the PDP WG sees with the CPE process, considering the fact that many of
the CPE determinations were challenged in the 2012 round. The Board believes these
clarifications are required in order for the Board to assess whether it is in the best
interests of ICANN and the ICANN community to proceed with CPEs in the next round.

B. In this context the Board also encourages the PDP WG to consider the mission-limitation
that derives from the Bylaws, which state that ICANN will not restrict “services that use
the Internet's unique identifiers or the content that such services carry or provide”
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(Section 1.1 (c)). The PDP WG may want to review the impact this provision might have
on ICANN'’s ability to enforce the content of community TLDs post delegation.

Topic 35: Auctions: Mechanisms of Last Resort/Private Resolution of Contention Sets
(Pg. 163-172)

A.

The Board notes Recommendation 35.2, which states “/...] the Applicant Guidebook
(AGB) must reflect that applicants will be permitted to creatively resolve contention sets
in a multitude of manners, including but not limited to business combinations or other
forms of joint ventures and private resolutions (including private auctions).” The Board
encourages the PDP WG to provide a rationale why the resolution of contention sets
should not be conducted in a way such that any net proceeds would benefit the global
Internet community rather than other competing applicants.

. The Board notes that if “private” resolutions will be allowed or encouraged in subsequent

procedures, the PDP WG is requested to provide a rationale for why these private
processes should only partially be brought into the program rather than be kept outside
of the program or be brought into the program. The Board also encourages the PDP WG
to provide guidance on the kinds of transparency requirements that it would like to see
applied in practice around private resolutions of contention sets.

Recommendation 35.3 states that “Applications must be submitted with a bona fide
(good faith) intention to operate the gTLD. Applicants must affirmatively attest to a bona
fide intention to operate the gTLD clause for all applications that they submit.” The Board
is supportive of applications needing to be submitted with “bona fide” intentions to
operate the gTLD. However, it is unclear from Recommendation 35.3 whether these are
specific and enforceable promises or statements of current intent that can be changed at
a later time.

The Board acknowledges the “potential non-exhaustive list of ‘factors’ that ICANN may
consider in determining whether an application was submitted with a bona fide (good
faith) intention to operate the gTLD.” We note that this non-exhaustive list of “factors”
may put ICANN org or the ICANN Board into the position of subjectively trying to
determine the state of mind of applicants, and take decisions that are subject to possible
challenges. The Board asks the PDP WG to consider providing a clear problem
statement of what types of behavior or abuse the requirement of bona fide applications
is meant to address. PDP WG members could then use such a statement to provide
objective criteria for assessing the bona fide nature of an application. (Pg. 164)

The Board notes that a statement of “bona fide” intentions would be expected for all
applications, not only those involved in auctions, particularly since when an application is
submitted the applicant likely will not know if it will be in contention. (Pg. 164)

In this context, the Board suggests that the PDP WG consider the hypothetical scenario
of an applicant intending to operate up to five gTLDs. To avoid contention sets the
applicant might apply for 20 strings, with the expectation to drop 15 applications based
on contention and their own preference. Would those 15 applications not be considered
“bona fide,” and what would be the consequence for such an applicant? Similarly, a
large number of applications could be submitted by separate corporations; would ICANN
org be required to establish each applicant’s investor(s) and other controlling parties in
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order to affirm bona fide intent? The Board believes it would be helpful for the PDP WG
to address these questions and provide guidance on making objectively enforceable
rules to establish what constitutes a bona fide intention to run a gTLD. (Pg. 164)

Topic 41: Contractual Compliance (Pg. 181-183)
A. The Board is aware of the need for increased resources to ensure the enforcement of
compliance on a significantly larger number of TLDs.
B. The Board notes that much of the data reporting that is being recommended by the PDP
WG is already being published, see ICANN Contractual Compliance Dashboard.
(Pg.182)

Again, the Board would like to thank the Subsequent Procedure PDP Working Group, its
leadership, and the support team for its dedication and hard work. The Board remains available
to respond to any specific questions or comments the PDP WG might have.

Best regards,

Maarten Botterman
Chair, ICANN Board of Directors
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Begin forwarded message:

From: Jon Nevett Contact Information Redacted
Subject: Re: .web

Date: June 8, 2016 at 12:33:31 PM EDT _
To: "Jose |. Rasco" Contact Information Redacted

Cc: Juan Diego Calle Contact Information Redacted

Thanks Jose. Would this be the same decision for .inc and .llc?

Contact Information Redacted

OnJun7,2016, at 11:32 AM, Jose Ignacio Rasco wrote:

Jon,

Thanks for the message, sorry for the delay. The three of us are still technically the managers of the LLC,
but the decision goes beyond just us. Nicolai is at NSR full time and no longer involved with our TLD
applications. I'm still running our program and Juan sits on the board with me and several others. Based
on your request, | went back to check with all the powers that be and there was no change in the
response and will not be seeking an extension. It pains me personally to stroke a check to ICANN like
this, but that’s what we’re going to have to do just like others did on .app and .shop.

Best,

Jose

On Jun 6, 2016, at 1:08 PM, Jon Nevett Contact Information Redacted wrote:

Hi guys. Jose and | corresponded last week, but | wanted to take another run at the three of you. Not
sure if you three are still the Board members of your applicant, but | wanted to reach out to discuss a
couple of ideas. Until Monday, | believe that we have a right to ask for a 2 month delay of the ICANN
auction with the agreement of all applicants. Would you be ok with an extension while we try to work
this out cooperatively?

Please let me know.
Thanks.
jon

Jonathon Nevett
Co-Founder & EVP, Donuts Inc.

Contact Information Redacted
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From: Juan Diego Calle Contact Information Redacted

Subject: Thread

Date: June 7, 2016 at 4:36:40 PM EDT
To: "Jose |. Rasco" -Contact Information Redacted

Attached.
ene 0 ATET = a:35 pM ‘;., ,5 i_}
£ Messages (1 i9§ Steve Details

PSS SN S B Aot T

Amigo...how's life?
Got time to chat today?

Yagtardoy tags !

Hey bro, not sure if you got my

- message last week. Would
appreciate a few mins today if
you re free, thanks

Ahhhhhh | see. You free to talk
sometime today or tomorrow?

[ understand.. you gotta do what
is best for you, still like to talk if
you're amicable.

L2 eny T
S




wason ATRT = 4:348 P SN

¢ Messages (119) Steve Details

~ Can't give up...how about |
guaramea you sycere at Jeast 16

Sent from my iPhone
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Case Detall

¥ Case Information

Case Number

Account Name

Contact Name

Contact Type
Application ID

Reglstry

Case Origin

Multiple Contacta Found
Viglble in Self-Service Portal
Suppress Notification
Updates On Case

SLA Resolution status

00225003 {View Hierarchy

Ruby Glen. LLC
Daniel Schindler

1-1627-54849

Web

v

SLA Exceeded

Internal Status
Swatus

Case Close Reason
Urgency

Severity

Case Record Type
Categary

Sub Category

Case Owner
Asslgred to

Parent Case

Closed

Closed

Response Provided
Moderate

Sev 3

General Case [Change]
Application Processing
Initial Evaluation Process
Jared Erwin [Changel
Jared Erwin

Phone

¥ Additional Information

Subject  \WEB Auction Postponement — Required Applicant Update
Description  ICANN,

It has come to our atlention that one ol the applicants for .WEB has failed to propetly update its application. Upon information and belief. there have been
changes to the Board of Directors and poteniial conwol of Nu Dot Co LLC {"NDC") that has materially changed its application. To our knowledge, however,
NDC has not filed the required application change request.

As you know, Section 1.2.7 of the Applicant Guldebook specifically states, “[i]f at any time during the evaluation process information previously submitied
by an appiicant becomes untrue or inaccurate, the applicant must promptly notify ICANN via submission of the appropriate forms. This includes applicant-
specific information such as changes in the linancial position and changes in ownership or control of the applicant... Failure to notify ICANN of any
change in circumstances that would render any information provided in the application faise or misleading may result in denial of the application.” As you
also know, ICANN has been clear that such requirements are in full force and effect until the registry agreement is executed with the successful appkcant.

Failure by No Dot Co LLC to maintain the accuracy of its application is detrimental to the other competing applicants, especially in light of the pending
ICANN auction, crealing an unfair competitive advantage for NDC.

We request that ICANN invest:gate the change in NDC's Boarg and potential control and that the ICANN auction scheduled for July 27 be immediately
postponed. The auction should be rescheduled after the final investigation is cemplete and NDC's requisite change request is resotved.

We do not make this request lightly and haven't done so in weli over 100 other scheduled ICANN auctions,

Thank you and best regards,
Jonathon Nevett

Case Comments

Action Public

Make Prvate v~

Make Private v~

New Case Comments Help 7.

Comment

Created By: Jared Erwin (6/27/2016 3:42 PM)
Dear Daniei Schindler,

Thank you tor dringing this to our attention. We are reviewing the information provided, and we will work with the applicant directly should action be required. We
note your request 10 postpone the auction fer the WEB/.WEBS contention set currently scheduled for 27 July 2016, Please continue lio follow the standard auction
process and monitor the Customer Portal fer updates. If there are any changes 10 the auction date, we will notify you and all auction participants.

Thank you lor your attention. | will now resolve this case, but please do not hesitaie to reopen it should you have any questions.

Best regards,

Jared Erwin
New gTLD Operations

Created By: Susan Yao {6/23/2016 10:17 AM}
Dear Daniel Schindler,

Thank you for your contacting ICANN Global Support on your request.

Your request has been forwarded to our gTLD Team for processing. Someone from the team wili be contacting yeu.
Please do not hesitate to contact us if you have any other questions or concerns.

Best regards,

Susan Yao

Global Support Analyst Il
ICANN Global Support
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JUL 11 2016

Sehlund Technologies Gmbl | Maximil'anstr, 8 | 3047 Regensburg [ Germany

Internet Corporation for Assigned Names and Numbers
12025 Watarfront Drive, Suite 300

Los Angeles, CA 80094-2536

USA

Tor Akram Atallah, Christine Willett, John Jeffrey
Via e-maif and fax

July 11, 2016

RE: Postponement of ICANN Auction \WEB/ WEBS

Dear Mr. Atallah, Ms. Willett, and Mr. Jeffrey,

mSchlundTech

Sehlund Technologioa GrabH
Maximiianstr,

3047 Regensbum

Garmany

Handolsraglstor [3
Ragenshurg 8870

Gasehiftatinrar/CED
RA Thomas Wiz

USt1dNr. DES1428664

Cemmarzbenk AG
Konto-ir, B§9279900

BLZ 60040000

|BAM-Nr.;
DEE4EO0A000D0E802 72000
SWIFT.Code:
CORADEREMMN

Schlund Technologies GmbH is one of the applicants for WEB with a

scheduled ICANN Auction an July 27, 2016.

We support a postponement of the auction, to give ICANN and the other
applicants time to Investigate whather there has been a change of
leadership and/or control of another applicant, NU DOT €O LLC. To do 4
otherwise would be unfalr, as we do not have transparency into who leads

and controls that applicant as the auction approaches,

Sincerely,

”

( (c-\

Thomas Moerz
CEOQ

WHA SCHEUNOTECH 008

IFIQSCELIRDEREN.COY
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From: Brijesh Joshi || NNENEGgGGE

Date: Monday, July 11, 2016 at 12:07 AM

To: Akram Atallah | NENENENGQGQQ0EEEEEE . Christine Willett
John Jeffrey | I

Cc: Sandeep Ramchandani |GG

Subject: Postponement of the .WEB auction
Hi,

We support a postponement of the .WEB auction to give ICANN and the other
applicants time to investigate whether there has been a change of leadership and/or
control of another applicant, NU DOT CO LLC. To do otherwise would be unfair, as we
do not have transparency into who leads and controls that applicant as the auction
approaches.

Brijesh Joshi
Director,
Radix FZC, Dot Web, Inc.
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Case 2:16-cv-05505-PA-AS Document 7-9 Filed 07/22/16 Page 2 of 13 Page ID #:959

DETERMINATION
OF THE BOARD GOVERNANCE COMMITTEE (BGC)
RECONSIDERATION REQUEST 16-9

21 JULY 2016

The Requesters, Ruby Glen, LLC and Radix FZC, submitted a reconsideration request
seeking urgent reconsideration of ICANN’s decision not to delay the .WEB/.WEBS auction
(scheduled for 27 July 2016) following ICANN’s investigation into alleged material changes in
Nu Dot Co LLC’s (Nu Dot’s) application for .WEB.

I. Brief Summary.

Seven applications for .WEB and one application for .WEBS are currently in a contention
set (WEB/.WEBS Contention Set) and scheduled to participate in an auction of last resort on 27
July 2016 (Auction). The Requesters and Nu Dot each submitted an application for .WEB and
are Auction participants. The Requesters contacted ICANN staff on or about 23 June 2016 and
submitted a complaint to the Ombudsman during ICANNS56 in June 2016 alleging that Nu Dot
had experienced changes in leadership and/or control without notifying ICANN, as it is obligated
to do. The Requesters then submitted an urgent Reconsideration Request on 17 July 2016
(Request 16-9) claiming that: (a) the Auction should be postponed because there are pending
accountability mechanisms (initiated by the Requesters); and (b) reconsideration is warranted
because ICANN’s investigation of the alleged changes in Nu Dot’s application was insufficient
and, in the Requesters’ view, comprises “a clear violation of the principles and procedures set
forth in the ICANN Articles of Incorporation and Bylaws|[,] and the ICANN gTLD Applicant

Guidebook.”!

' Request, Pg. 2.
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The Requesters’ claims do not warrant postponement of the Auction or reconsideration.
First, the Requesters argue that their pending complaint with the Ombudsman and initiation of
Request 16-9 require ICANN to postpone the Auction. However, there is no policy requiring
ICANN to postpone the Auction here because these accountability mechanisms were not
initiated before the .WEB/.WEBS Contention Set entered into the Auction process on 27 April
2016. Indeed, the timing parameters within the auction rules were established specifically so that
auction participants could not game the system by filing last-minute accountability mechanisms.
Second, reconsideration is not warranted because the Requesters do not identify any
misapplication of policy or procedure by ICANN staff in its investigation of the allegations
regarding Nu Dot’s application.

Contrary to the Requesters’ claims, ICANN diligently investigated the alleged potential
changes to Nu Dot’s application and found no basis to initiate the application change request
process.” Because the Requesters have failed to show that ICANN staff acted in contravention of
established policy or procedure, the BGC concludes that Request 16-9 be denied.

IL. Facts.

A. Background Facts.

In June 2012, Ruby Glen, LLC, DotWeb Inc. (an affiliate of Radix FZC), Nu Dot,
Charleston Road Registry, Inc., Web.com Group, Inc., Afilias Domains No. 3 Limited, and
Schlund Technologies GmbH each submitted an application for .WEB; Vistaprint Limited filed

two applications for WEBS (one standard, and one community-based that was later withdrawn).

? Furthermore, even if ICANN had determined that an applicant change request was necessary, ICANN has
discretion to determine whether a change request warrants postponing an auction.
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Nu Dot’s application listed three officers/directors: Jose Ignacio Rasco II, CFO; Juan Diego
Calle, CEO; and Nicolai Bezsonoff, C00.}

The seven applications for .WEB and the remaining application for .WEBS are in
the .WEB/.WEBS Contention Set.*

On 27 April 2016, ICANN initiated the Auction process by notifying all active members
of the .WEB/.WEBS Contention Set that the Auction had been scheduled and providing
instructions and deadlines to participate in the Auction.

According to the Requesters, on or about 7 June 2016 they contacted Nu Dot and asked
Nu Dot to reconsider its decision to forego private resolution of the 'WEB/.WEBS Contention
Set. The Requesters have indicated that Nu Dot’s reply included the following statement:
“Nicolai [Bezsonoft] is at NSR full-time and is no longer involved with our TLD applications.
[Jose Ignacio Rasco II is] still running our program and Juan [Diego Calle] sits on the board with
me and several others.” This communication apparently led the Requesters to believe that Nu
Dot had experienced some change in ownership and/or leadership. Thereafter, on or about 23
June 2016, the Requesters contacted ICANN staff regarding their apparent belief that changes to
Nu Dot’s application were required. The Requesters also formally raised the issue with the
ICANN Ombudsman during ICANNS56 in June 2016.

After receiving the Requesters’ notification that they believed Nu Dot’s application
needed to be changed, ICANN staff proceeded to investigate the claims. On 27 June 2016,
ICANN sent Nu Dot’s authorized primary contact a message to determine whether there had

been any “changes to your application or the [Nu Dot] organization that need to be reported to

* Nu Dot Application for .\WEB, available at https://gtldresult.icann.org/applicationstatus/applicationdetails/1053.
4 Contention Set for .WEB/.WEBS, available at
https://gtldresult.icann.org/applicationstatus/contentionsetdiagram/233.

3 Request, § 8, Pg. 9.
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ICANN. This may include any information that is no longer true and accurate in the application,
including changes that occur as part of regular business operations (e.g., changes to officers and
directors, application contacts).” Jose Ignacio Rasco, CFO of Nu Dot, replied that same day to
“confirm that there have been no changes to the [Nu Dot] organization that would need to be
reported to ICANN.”

Subsequently, both ICANN staff and the Ombudsman reached out to Mr. Rasco to again
inquire about the claims of potential changes in Nu Dot’s organization that the Requesters
believed required notification to ICANN. Specifically, ICANN staff conducted a telephone
conversation with Mr. Rasco on 8 July 2016 regarding the allegations. During that call, and later
in a confirming email on 11 July 2016, Mr. Rasco stated that: “Neither the ownership nor the
control of Nu Dotco, LLC has changed since we filed our application. The Managers designated
pursuant to the company’s LLC operating agreement (the LLC equivalent of a corporate Board)
have not changed. And there have been no changes to the membership of the LLC either.” Mr.
Rasco also confirmed to ICANN that he provided this same information to the ICANN
Ombudsman in responding to the Ombudsman’s investigation of the complaint lodged with him.
According to Mr. Rasco, he informed the Ombudsman that there had been no changes to Nu
Dot’s ownership, operating agreement, or LLC membership. After receiving information from
Nu Dot and ICANN, the Ombudsman informed ICANN that, in his opinion, there was nothing to
justify a postponement of the .WEB/.WEBS Auction based on unfairness to the other applicants.

On 11 July 2016, the Requesters sent an email to ICANN “support[ing] a postponement
of the .WEB auction to give ICANN and the other applicants time to investigate whether there

has been a change of leadership and/or control of another applicant, [Nu Dot,]” and stating that,
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“[t]o do otherwise would be unfair, as we do not have transparency into who leads and controls
that applicant as the auction approaches.”®

After completing its investigation of the allegations regarding Nu Dot’s application,
ICANN sent a letter to the members of the .WEB/.WEBS Contention Set on 13 July 2016 stating,
among other things, that “in regards to potential changes of control of [Nu Dot], we have
investigated the matter, and to date we have found no basis to initiate the application change
request process or postpone the auction.”’

On 17 July 2016, the Requesters filed Request 16-9, seeking postponement of
the WEB/.WEBS Auction and requesting a “thorough and transparent investigation into the
apparent discrepancies and/or changes in [Nu Dot’s] .WEB/.WEBS application.”®

The .WEB/.WEBS Auction is scheduled to occur on 27 July 2016.°

B. Relief Requested.

The Requesters ask ICANN to:

I. “[D]elay the ICANN auction of last resort for the .WEB/.WEBS contention set on
an emergency basis”, and,

2. “[Clonduct a thorough and transparent investigation into the apparent
discrepancies and/or changes in [Nu Dot’s] .WEB/.WEBS application in
accordance with ICANN’s Bylaws (including ICANN’s guiding principles to

ensure transparency, openness and accountability), the Auction Rules, and the

® Email from Brijesh Joshi to Akram Atallah, Christine Willett, and John Jeffrey, dated 11 July 2016, available at
https://www.icann.org/en/system/files/correspondence/joshi-to-atallah-et-al-11jul16-en.pdf.

" Letter from Christine Willett to Members of the .WEB/.WEBS Contention Set, dated 13 July 2016, available at
https://newgtlds.icann.org/en/program-status/correspondence.

¥ Request, § 9, Pg. 11. On 20 July 2016, ICANN received a letter of support from Donuts Inc. regarding Request
16-9. Donuts requested that the letter not be published.

? Auction Schedule, available at https:/newgtlds.icann.org/en/applicants/auctions.

5
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Applicant Guidebook.”"’

III.  The Relevant Standard For Reconsideration Requests.

ICANN’s Bylaws provide for reconsideration of a Board or staff action or inaction in
accordance with specified criteria.'' The Requesters challenge staff action. Dismissal of a
request for reconsideration of staff action or inaction is appropriate only if the BGC concludes,
and the Board agrees to the extent that the BGC deems that further consideration by the Board is
necessary, that the requesting party does not have standing because the party failed to satisfy the
reconsideration criteria set forth in the Bylaws.

IV.  Analysis and Rationale.

A. No Established Policy Requires ICANN to Postpone the WEB/.WEBS
Auction.

The Requesters argue that the Auction should be postponed because of the pending
accountability mechanisms. Those accountability mechanisms, however, were not pending at the
required time—namely, the time when the .WEB/.WEBS Contention Set entered into the
Auction process—and do not warrant postponement of the Auction.

The Requesters argue that a stay is “mandated by ICANN’s own rules governing Auction
Eligibility given the pendency of (a) [the Requesters’| complaint to the ICANN Ombudsman and

5912

(b) this Request.” ~ In particular, the Requesters assert that “[a]s plainly stated on ICANN’s

‘New gTLD Program Auctions’, a string contention set will be eligible to enter into a New gTLD

10 Request, § 9, Pg. 11 (emphasis in original).

"' Bylaws, Art. IV, § 2. Article IV, § 2.2 of ICANN’s Bylaws states in relevant part that any entity may submit a
request for reconsideration or review of an ICANN action or inaction to the extent that it has been adversely affected
by:

(a) one or more staff actions or inactions that contradict established ICANN policy(ies); or

(b) onc or more actions or inactions of the ICANN Board that have been taken or refused to be taken without
consideration of material information, except where the party submitting the request could have submitted, but did
not submit, the information for the Board’s consideration at the time of action or refusal to act; or

(c) one or more actions or inactions of the ICANN Board that are taken as a result of the Board’s reliance on false or
inaccurate material information.

"2 Request, § 9, Pg. 12.
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Program auction only where all active applications in the contention set have ‘no pending
ICANN Accountability Mechanisms.””"

Contrary to what the Requesters argue, there were no pending accountability mechanisms
when the .WEB/.WEBS Contention Set entered into the Auction process. ICANN initiated the
Auction process on 27 April 2016 by notifying all active members of the .WEB/.WEBS
Contention Set that the Auction had been scheduled and providing instructions and deadlines to
participate in the Auction. The Requesters did not lodge a complaint with the Ombudsman until
two months later (and less than one month before the Auction) during ICANNS6 in June 2016.
Similarly, Request 16-9 was not filed until 17 July 2016. As such, there were no accountability
mechanisms pending on the date that the .WEB/.WEBS Contention Set entered the Auction
process. Indeed, the auction rules were designed to, among other things, prevent exactly this sort
of last-minute attempt to delay. The Requesters have not identified any violation of process or
procedure. The .WEB/.WEBS Auction will therefore proceed as scheduled on 27 July 2016.

B. ICANN Staff Complied with Established Policy when Investigating the
Requesters’ Allegations Regarding Nu Dot.

The Requesters contend that ICANN’s investigation regarding Nu Dot “was taken
without attention to, in contravention of, and with apparent disregard for its obligation to
investigate the veracity of the representations made by [Nu Dot] and its potential changes of
control, leadership, and/or ownership.”'* However, there is no established policy or procedure
requiring ICANN to undertake an investigation in the manner that the Requesters would prefer.
Nevertheless, ICANN did diligently investigate the Requesters’ claims and found nothing to

support them.

3 Request, § 9, Pg. 12 (quoting ICANN’s New gTLD Program Auctions page, available at
https://newgtlds.icann.org/en/applicants/auctions).
' Request, § 10, Pg. 16.
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The Requesters cite the “Top-Level Domain Application —Terms and Conditions”
(Guidebook Terms and Conditions) in which gTLD applicants authorize ICANN to:
8. ... [Clonduct thorough background screening(s] ... [including]

identifying information may be required to resolve questions of identity of
individuals within the applicant organization investigations[; and]

10. (a) Contact any person, group, or entity to request, obtain, and discuss
any documentation or other information that, in ICANN’s sole judgment, may be
pertinent to the application; (b) Consult with persons of ICANN’s choosing
regarding the information in the application or otherwise coming into ICANN’s
possession, provided, however, that ICANN will use reasonable efforts to ensure
that such persons maintain the confidentiality of information in the application
that this Applicant Guidebook expressly states will be kept confidential."

These provisions of the Guidebook Terms and Conditions do not support the Requesters’
argument. In the course of evaluating Nu Dot’s application, ICANN performed the above
referenced background screening in accordance with the Applicant Guidebook and standard
procedures, and the results were released with the Initial Evaluation Report on 7 June 2013."°
Thus, there is no dispute that ICANN performed all necessary checks of the application.
Rather, just one month before the scheduled Auction, the Requesters seemingly are
suggesting that ICANN should have conducted another in-depth investigation and background
check of Nu Dot because, according to the Requesters, certain unknown changes may have
occurred with respect to Nu Dot’s organization which might require changes to Nu Dot’s
application. Specifically, the Requesters claim that ICANN was obligated to investigate Nu Dot
because the Applicant Guidebook grants ICANN “broad authority to investigate all applicants
who apply to participate in the New gTLD Auction Program.”17 But the Requesters’ proposed

level of investigation is not what is required at this stage of the process. While the Requesters

'3 Guidebook, §§ 6.8, 6.10 (emphasis supplied).

' Nu Dot New gTLD Program Initial Evaluation Report, available at ICANN’s New gTLD Program Auctions page,
available at https://newgtlds.icann.org/en/applicants/auctions.

17 Request, § 10, Pg. 14.



Case 2:16-cv-05505-PA-AS Document 7-9 Filed 07/22/16 Page 10 of 13 Page ID #:967

are correct that the Applicant Guidebook gives ICANN the authority to conduct investigations,
the Applicant Guidebook does not require ICANN to investigate the Requesters’ claims
regarding Nu Dot in the manner that the Requesters suggest. Furthermore, the Guidebook Terms
and Conditions cited by the Requesters confirm that it is within “ICANN’s sole judgment” to
determine whether additional information may be pertinent to an application and, consequently,
to determine whether any investigation is warranted.'® Accordingly, the Requesters fail to
identify any policy or procedure that would require ICANN to investigate their claims.
Nevertheless, in response to the Requesters’ allegations, ICANN did diligently
investigate the claims regarding potential changes to Nu Dot’s leadership and/or ownership.
Indeed, on several occasions, ICANN staff communicated with the primary contact for Nu Dot
both through emails and a phone conversation to determine whether there had been any changes
to the Nu Dot organization that would require an application change request. On each occasion,
Nu Dot confirmed that no such changes had occurred, and ICANN is entitled to rely upon those
representations. For example, on 27 June 2016, ICANN sent Nu Dot’s authorized primary
contact a message to determine whether there had been any “changes to your application or the
[Nu Dot] organization that need to be reported to ICANN ... [including] changes to officers and
directors, [or] application contacts.” Jose Ignacio Rasco, CFO of Nu Dot, replied that same day
to “confirm that there have been no changes to the [Nu Dot] organization that would need to be
reported to ICANN.” Shortly thereafter, both ICANN staff and the Ombudsman reached out to
Mr. Rasco to again inquire about the claims of potential changes requiring notification to
ICANN. Specifically, ICANN staff conducted a telephone conversation with Mr. Rasco on 8
July 2016 regarding the allegations. During that call, and later in a confirming email on 11 July

2016, Mr. Rasco stated that “[n]either the ownership nor the control of Nu Dotco, LLC has

18 Guidebook, §§ 6.8, 6.10.
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changed since we filed our application. The Managers designated pursuant to the company’s
LLC operating agreement (the LLC equivalent of a corporate Board) have not changed. And
there have been no changes to the membership of the LLC either.” Mr. Rasco also confirmed
that he had provided this same information to the ICANN Ombudsman in responding to the
Ombudsman’s investigation of the complaint lodged with him. After completing its
investigation of the Requesters’ allegations regarding Nu Dot’s organization, ICANN informed
the Requesters that “we have investigated the matter, and to date we have found no basis to

»19

initiate the application change request process or postpone the auction.

C. ICANN Staff Complied with Established Policy when Determining that No
Changes Were Necessary to Nu Dot’s Application.

The Requesters also suggest that ICANN violated its established policy of non-
discriminatory treatment by allowing Nu Dot’s application to proceed without a change
request.”’ Specifically, the Requesters claim that [CANN engaged in “disparate treatment in
favor of Nu Dot” by allowing Nu Dot’s application to proceed despite “clear statements from
[Nu Dot] that representations made in its application are, at best, 1nisleadin§:,r.”21

The Applicant Guidebook provides that, “[i]f at any time during the evaluation process
information previously submitted by an applicant becomes untrue or inaccurate, the applicant
must promptly notify ICANN.”** First, Nu Dot never notified ICANN that there were any
changes to the information provided in the application. Second, as discussed above, after

investigating the Requesters’ allegations that there were changes in Nu Dot’s organization

requiring changes to the application, ICANN concluded that there was no evidence to suggest

' Letter from Christine Willett to Members of the .WEB/.WEBS Contention Set, dated 13 July 2016, available at
https://newgtlds.icann.org/en/program-status/correspondence.

* Bylaws, Article I1, § 3 (“ICANN shall not apply its standards, policies, procedures, or practices inequitably or
single out any particular party for disparate treatment unless justified by substantial and reasonable cause, such as
the promotion of effective competition.”)

! Request, § 10, Pg. 20.

?2 Guidebook, § 1.2.7.
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that Nu Dot’s application was no longer accurate. Thus, as I[CANN explained to the Requesters,
there was no need for Nu Dot to “initiate the application change request process.”

Finally, the Requesters’ claims rest upon one email (provided in redacted form),
purportedly received from Nu Dot, stating that: “Nicolai [Bezsonoff] is at NSR full-time and is
no longer involved with our TLD applications. [Jose Ignacio Rasco 1l is] still running our

24 . .
7" This email does

program and Juan [Diego Calle] sits on the board with me and several others.
not indicate that these persons have left the organization or that the organization has “resold,
assigned or transferred its rights in the application.”” Moreover, after investigating the
Requesters’ allegations, ICANN found no evidence to suggest that Nu Dot experienced a change
of leadership and/or control, and in fact received explicit confirmation from the primary contact
for Nu Dot, Jose Ignacio Rasco, that no such changes had occurred, which ICANN is entitled to
rely upon. Thus, there appears to be no need for an application change request, and ICANN

acted in accordance with established policy and procedure in reaching this conclusion.

V. Determination.

Based on the foregoing, the BGC concludes that the Requesters have not stated proper
grounds for reconsideration, and therefore denies Request 16-9. If the Requesters believe that
they have somehow been treated unfairly here, they are free to ask the Ombudsman to review
this matter.

The Bylaws provide that the BGC is authorized to make a final determination for all
Reconsideration Requests brought regarding staff action or inaction and that no Board

consideration is required. As discussed above, Request 16-9 seeks reconsideration of a staff

2 Letter from Christine Willett to Members of the .WEB/.WEBS Contention Set, dated 13 July 2016, available at
https://newgtlds.icann.org/en/program-status/correspondence.

2 Request, § 8, Pg. 9.

*Id at 10.
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action or inaction. As such, after consideration of Request 16-9, the BGC concludes that this
determination is final and that no further consideration by the Board is warranted.

In terms of the timing, because the BGC agreed to consider the matter on an urgent basis,
Section 2.19 of Article IV of the Bylaws provides that the BGC shall make a final determination
or recommendation with respect to a reconsideration request within seven days, or as soon
thereafter as feasible.”® The Requesters submitted this Request on 17 July 2016. By issuing its
Determination on 21 July 2016, the BGC has acted within the established time limit for urgent

reconsideration requests.

% Bylaws Article IV, Section 2.19.

12
12



Exhibit K



Case 2:16-cv-05505-PA-AS Document 21 Filed 07/26/16 Page 1 of 5 Page ID #:1123

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CIVIL MINUTES - GENERAL
Case No. CV 16-5505 PA (ASx) Date July 26, 2016

Title Ruby Glen, LLC v. Internet Corp. for Assigned Names & Numbers

Present: The Honorable PERCY ANDERSON, UNITED STATES DISTRICT JUDGE

Stephen Montes Kerr None N/A
Deputy Clerk Court Reporter Tape No.
Attorneys Present for Plaintiffs: Attorneys Present for Defendants:
None None
Proceedings: IN CHAMBERS — COURT ORDER

Before the Court is an Ex Parte Application for Temporary Restraining Order (“Application for
TRO”) filed by plaintiff Ruby Glen, LLC (“Plaintiff”). Plaintiff seeks to temporarily enjoin defendant
Internet Corporation for Assigned Names and Numbers (“ICANN”) from conducting an auction for the
rights to operate the registry for the generic top level domain (“gTLD”) for .web. Currently, that
auction is set for 6:00 a.m. on July 27, 2016. Pursuant to Rule 78 of the Federal Rules of Civil
Procedure and Local Rule 7-15, the Court finds that this matter is appropriate for decision without oral
argument.

Plaintiff applied to ICANN in 2012 to operate the registry for the .web gTLD. Because other
entities also applied to operate the .web gTLD, ICANN’s procedures require all of the applicants, what
are referred to as “contention sets,” to first attempt to resolve their competing claims, but if they cannot
do so, ICANN will conduct an auction and award the rights to operate the registry to the winning bidder.
According to Plaintiff, one of the competing entities, Nu Dotco, LLC (“NDC”) is unwilling to
informally resolve the competing claims and has instead insisted on proceeding to an auction. Plaintiff
asserts that it learned on June 7, 2016, that NDC has experienced recent changes in its management and
ownership since it initially submitted its application to [CANN but that NDC has not provided ICANN
with updated information as required by ICANN’s application requirements. Specifically, the email
from NDC’s Jose Ignacio Rasco stated:

The three of us are still technically the managers of the LLC, but the
decision goes beyond just us. Nicolai [Bezsonoff]" is at [Neustar, Inc.]
full time and no longer involved with our TLD applications. I’'m still
running our program and Juan [Diego Calle] sits on the board with me and
several others. Based on your request, [ went back to check with all the
powers that be and there was no change in the response and [we] will not
be seeking an extension.

(Docket No. 8, Decl. of Jonathon Nevett, Ex. A.)

v According to Plaintiff, Bezsonoff was identified on NDC’s ICANN application as NDC’s
“secondary contact.”

CV-90 (06/04) CIVIL MINUTES - GENERAL Page 1 of 5
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CIVIL MINUTES - GENERAL
Case No. CV 16-5505 PA (ASx) Date July 26, 2016

Title Ruby Glen, LLC v. Internet Corp. for Assigned Names & Numbers

Plaintiff alleges that it requested that [ICANN conduct an investigation regarding the
discrepancies in NDC’s application beginning on June 22, 2016 and requested a postponement of the
auction. At least one other applicant seeking to operate the .web registry has also requested that [CANN
postpone the auction and investigate NDC’s current management and ownership structure. ICANN
denied the requests on July 13, 2016, and stated that “in regards to potential changes of control of Nu
DOT CO LLC, we have investigated the matter and to date we have found no basis to initiate the
application change request process or postpone the auction.” Plaintiff and another of the applicants then
submitted a request for reconsideration to ICANN on July 17, 2016. ICANN denied the request for
reconsideration on July 21, 2016.

Plaintiff, relying on the Court’s diversity jurisdiction, filed this action in this Court on July 22,
2016. According to the Complaint, Plaintiff “is a limited liability company, duly organized and existing
under the laws of the State of Delaware and operated by an affiliate located in Bellevue, Washington.”
(Compl. §4.) The Complaint alleges that [CANN “is a nonprofit corporation, organized and existing
under the laws of the State of California, with its principal place of business in Los Angeles,
California.” (Id. 9 5.) Plaintiff asserts claims for: (1) breach of contract; (2) breach of the implied
covenant of good faith and fair dealing; (3) negligence; (4) unfair competition pursuant to California
Business and Professions Code section 17200; and (5) declaratory relief. Plaintiff filed its Application
for TRO at the same time it filed its Complaint.

As an initial matter, the Court notes that the Application for TRO fails to satisfy the
requirements for a valid Ex Parte Application. Specifically, under Local Rule 7-19.1, an attorney
making an ex parte application has a duty to give notice by making reasonable good faith efforts to
orally advise counsel for the other parties, if known, of the proposed ex parte application, and “to advise
the Court in writing of efforts to contact other counsel and whether any other counsel, after such advice,
opposes the application or has requested to be present when the application is presented to the Court.”
Here, Plaintiff did not notify the Court in writing of its efforts to notify opposing counsel of the
Application for TRO or if ICANN intended to file an Opposition. These violations of the Local Rules
are themselves sufficient to deny Plaintiff’s Application for TRO. See Standing Order 6:5-7
(“Applications which fail to conform with Local Rules 7-19 and 7-19.1, including a statement of
opposing counsel’s position, will not be considered.”). Additionally, Plaintiff did not submit a proposed
order with the Application for TRO as required by Local Rule 7-20. See Local Rule 7-20 (“A separate
proposed order shall be lodged with any motion or application requiring an order of the Court, pursuant
to L.R. 52-4.1.”). Finally, the Application for TRO was not accompanied by a proof of service as
required by Local Rule 5-3.1. Indeed, according to ICANN, as of July 25, 2016, Plaintiff had not served
ICANN with the Complaint or Application for TRO. Had ICANN not filed its Notice of Intent to File
Opposition, the Court would have denied the Application for TRO as a result of these procedural
deficiencies and violations of the Local Rules. See, e.2., Reno Air Racing Ass’n, Inc. v. McCord, 452
F.3d 1126, 1131 (9th Cir. 2006) (“[C]Jourts have recognized very few circumstances justifying the
issuance of an ex parte TRO [without notice].””). Despite these violations of the Local Rules, the Court
will address the merits of Plaintiff’s Application for TRO because I[CANN filed an Opposition. Future
violations of the Local Rules, this Court’s Orders, or the Federal Rules of Civil Procedure may result in
the striking of the offending documents or the imposition of sanctions.

CV-90 (06/04) CIVIL MINUTES - GENERAL Page 2 of 5
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CIVIL MINUTES - GENERAL
Case No. CV 16-5505 PA (ASx) Date July 26, 2016

Title Ruby Glen, LLC v. Internet Corp. for Assigned Names & Numbers

The standard for issuing a temporary restraining order is identical to the standard for issuing a
preliminary injunction. See Lockheed Missile & Space Co., Inc. v. Hughes Aircraft Co., 887 F. Supp.
1320, 1323 (N.D. Cal. 1995). “A plaintiff seeking a preliminary injunction must establish that he is
likely to succeed on the merits, that he is likely to suffer irreparable harm in the absence of preliminary
relief, that the balance of equities tips in his favor, and that an injunction is in the public interest.”
Winter v. Natural Resources Defense Council, 555 U.S. 7, 20, 129 S. Ct. 365, 374, 172 L. Ed. 2d 249
(2008). “A preliminary injunction is an extraordinary remedy never awarded as of right.” Id. The
Ninth Circuit employs a “sliding scale” approach to preliminary injunctions as part of this four-element
test. Alliance for the Wild Rockies v. Cottrell, 632 F.3d 1127, 1135 (9th Cir. 2011). Under this “sliding
scale,” a preliminary injunction may issue “when a plaintiff demonstrates . . . that serious questions
going to the merits were raised and the balance of hardships tips sharply in the plaintiff’s favor,” as long
as the other two Winter factors have also been met. Id. (internal citations omitted). “[A] preliminary
injunction is an extraordinary and drastic remedy, one that should not be granted unless the movant, by a
clear showing, carries the burden of persuasion.” Mazurek v. Armstrong, 520 U.S. 968, 972, 117 S. Ct.
1865, 1867, 138 L. Ed. 2d 162 (1997).

Plaintiff’s breach of contract, breach of the implied covenant of good faith and fair dealing, and
negligence claims are all based on provisions in ICANN’s bylaws and the [CANN Applicant Guidebook
stating, for instance, that [ICANN will make “decisions by applying documented policies neutrally and
objectively, with integrity and fairness,” that ICANN will remain “accountable to the Internet
community through mechanisms that enhance ICANN’s effectiveness,” and that no contention set will
proceed to auction unless there is “no pending ICANN accountability mechanism.” Plaintiff’s unlawful
business practices act and declaratory relief claims allege that a covenant not to sue contained in the
ICANN Application Guidebook is invalid and unlawful under California law. That release states:

Applicant hereby releases ICANN and the ICANN Affiliated Parties from
any and all claims by applicant that arise out of, are based upon, or are in
any way related to, any action, or failure to act, by ICANN or any ICANN
Affiliated Party in connection with ICANN’s or an ICANN Affiliated
Party’s review of this application, investigation or verification, any
characterization or description of applicant or the information in this
application, any withdrawal of this application or the decision by ICANN
to recommend, or not to recommend, the approval of applicant’s gTLD
application. APPLICANT AGREES NOT TO CHALLENGE, IN COURT
OR IN ANY OTHER JUDICIAL FORA, ANY FINAL DECISION
MADE BY ICANN WITH RESPECT TO THE APPLICATION, AND
IRREVOCABLY WAIVES ANY RIGHT TO SUE OR PROCEED IN
COURT OR ANY OTHER JUDICIAL FORA ON THE BASIS OF ANY
OTHER LEGAL CLAIM AGAINST ICANN AND ICANN
AFFILIATED PARTIES WITH RESPECT TO THE APPLICATION . ..

CV-90 (06/04) CIVIL MINUTES - GENERAL Page 3 of 5
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Even if, as Plaintiff contends, this release is not valid, and Plaintiff could therefore be considered likely
to prevail on its unlawful business practices and declaratory relief claims, the potential invalidity of the
release — an issue the Court does not reach — is a separate issue that is not related to the propriety of
proceeding with the auction for the .web registry. As a result, those claims, and Plaintift’s likelihood of
success on them, are not relevant to Plaintiff’s Application for TRO and do not provide a basis for
enjoining the .web auction.

In its Opposition to the Application for TRO, ICANN contends that Plaintiff has not established
the requisite likelihood of success on the merits or irreparable harm to justify the issuance of the
preliminary injunctive relief it seeks. Specifically, ICANN has provided evidence that it has conducted
investigations into Plaintiff’s allegations concerning potential changes in NDC’s management and
ownership structure at each level of Plaintiff’s appeals to ICANN for an investigation and postponement
of the auction. During those investigations, NDC provided evidence to ICANN that it had made no
material changes to its management and ownership structure. Additionally, ICANN’s Opposition is
supported by the Declarations of Nicolai Bezsonoff and Jose Ignacio Rasco, who declare under penalty
of perjury that there have been no changes to NDC’s management, membership, or ownership since
NDC first filed its application with ICANN.

Based on the strength of ICANN’s evidence submitted in opposition to the Application for TRO,
and the weakness of Plaintiff’s efforts to enforce vague terms contained in the ICANN bylaws and
Applicant Guidebook, the Court concludes that Plaintiff has failed to establish that it is likely to succeed
on the merits, raise serious issues, or show that the balance of hardships tips sharply in its favor on its
breach of contract, breach of the implied covenant of good faith and fair dealing, and negligence claims.
Moreover, because the results of the auction could be unwound, Plaintiff has not met its burden to
establish that it will suffer irreparable harm in the absence of the preliminary injunctive relief it seeks.
The Court additionally concludes that the public interest does not favor the postponement of the auction.

Finally, the Court notes that Plaintiff’s Complaint has not adequately alleged a basis for this
Court’s jurisdiction. Jurisdiction may be based on complete diversity of citizenship, requiring all
plaintiffs to have a different citizenship from all defendants and for the amount in controversy to exceed
$75,000.00. See 28 U.S.C. § 1332; Owen Equip. & Erection Co. v. Kroger, 437 U.S. 365, 373, 98 S. Ct.
2396, 2402, 57 L. Ed. 2d 274 (1978). To establish citizenship for diversity purposes, a natural person
must be a citizen of the United States and be domiciled in a particular state. Kantor v. Wellesley
Galleries, Ltd., 704 F.2d 1088, 1090 (9th Cir. 1983). Persons are domiciled in the places they reside
with the intent to remain or to which they intend to return. See Kanter v. Warner-Lambert Co., 265 F.3d
853, 857 (9th Cir. 2001). “A person residing in a given state is not necessarily domiciled there, and thus
is not necessarily a citizen of that state.” Id. A corporation is a citizen of both its state of incorporation
and the state in which it has its principal place of business. 28 U.S.C. § 1332(c)(1); see also New Alaska
Dev. Corp. v. Guetschow, 869 F.2d 1298, 1300-01 (9th Cir. 1989). Finally, the citizenship of a
partnership or other unincorporated entity is the citizenship of its members. See Johnson v. Columbia
Props. Anchorage, LP, 437 F.3d 894, 899 (9th Cir. 2006) (“[L]ike a partnership, an LLC is a citizen of
every state of which its owners/members are citizens.”); Marseilles Hydro Power, LLC v. Marseilles
Land & Water Co., 299 F.3d 643, 652 (7th Cir. 2002) (“the relevant citizenship [of an LLC] for
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diversity purposes is that of the members, not of the company”); Handelsman v. Bedford Village
Assocs., Ltd. P’ship, 213 F.3d 48, 51-52 (2d Cir. 2000) (“a limited liability company has the citizenship
of its membership”); Cosgrove v. Bartolotta, 150 F.3d 729, 731 (7th Cir. 1998); TPS Utilicom Servs.,
Inc. v. AT & T Corp., 223 F. Supp. 2d 1089, 1101 (C.D. Cal. 2002) (“A limited liability company . . . is
treated like a partnership for the purpose of establishing citizenship under diversity jurisdiction.”).

The Complaint fails to establish that the parties are completely diverse. Specifically, by failing
to identify and allege the citizenship of its own members, Plaintiff, a limited liability company, has not
properly alleged its own citizenship. Accordingly, the Court is unable to ascertain whether it may
exercise subject matter jurisdiction over this action. Without Plaintiff having adequately alleged a
proper jurisdictional basis, the Court would not grant Plaintiff’s Application for TRO even if Plaintiff
had otherwise satisfied the requirements for injunctive relief.

Despite Plaintiff’s failure to properly allege the Court’s subject matter jurisdiction, a district
court may, and should, grant leave to amend when it appears that subject matter jurisdiction may exist,
even though the complaint inadequately alleges jurisdiction. See 28 U.S.C. § 1653; Trentacosta v.
Frontier Pacific Aircraft Industries, Inc., 813 F.2d 1553, 1555 (9th Cir. 1987). Therefore, the Court
grants Plaintiff leave to amend the Complaint to attempt to establish federal subject matter jurisdiction.
Plaintiff’s First Amended Complaint, if any, is to be filed by August 8, 2016. The failure to file a First
Amended Complaint by that date or to adequately allege the Court’s jurisdiction may result in the
dismissal of this action without prejudice.

For all of the foregoing reasons, the Court concludes that Plaintiff is not entitled to the injunctive
relief it seeks. The Court therefore denies the Application for TRO.

IT IS SO ORDERED.

CV-90 (06/04) CIVIL MINUTES - GENERAL Page 5 of 5
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UNITED STATES COURT OF APPEALS OCT 15 2018
MOLLY C. DWYER, CLERK
FOR THE NINTH CIRCUIT U-S. COURT OF APPEALS
RUBY GLEN, LLC, No. 16-56890
Plaintiff-Appellant, D.C. No.
2:16-cv-05505-PA-AS
V.
INTERNET CORPORATION FOR MEMORANDUM"
ASSIGNED NAMES AND NUMBERS and
DOES, 1-10,

Defendants-Appellees.

Appeal from the United States District Court
for the Central District of California
Percy Anderson, District Judge, Presiding

Argued and Submitted October 9, 2018
Pasadena, California

Before: SCHROEDER, M. SMITH, and NGUYEN, Circuit Judges.

Ruby Glen, LLC (“Ruby Glen™) appeals the district court’s dismissal of its
First Amended Complaint (“FAC”) against Internet Corporation for Assigned
Names and Numbers (“ICANN”). We have jurisdiction under 28 U.S.C. § 1291.

“We review de novo dismissals for failure to state a claim under Rule 12(b)(6).”

*

This disposition is not appropriate for publication and is not precedent
except as provided by Ninth Circuit Rule 36-3.



McKesson HBOC, Inc. v. N.Y. State Common Ret. Fund, Inc., 339 F.3d 1087, 1090
(9th Cir. 2003). We affirm.

The district court properly dismissed the FAC on the ground that Ruby
Glen’s claims are barred by the covenant not to sue contained in the Applicant
Guidebook. As the district court found, the covenant not to sue is not void under
California Civil Code section 1668. Ruby Glen is not without recourse—it can
challenge ICANN’s actions through the Independent Review Process, which Ruby
Glen concedes “is effectively an arbitration, operated by the International Centre
for Dispute Resolution of the American Arbitration Association, comprised of an
independent panel of arbitrators.” Thus, the covenant not to sue does not exempt
ICANN from liability, but instead is akin to an alternative dispute resolution
agreement falling outside the scope of section 1668. See Cal. Civ. Code. § 1668
(“All contracts which have for their object . . . fo exempt anyone from
responsibility for his own fraud, or willful injury . . ., or violation of law . . . are
against the policy of the law.” (emphasis added)); see also Cont’l Airlines, Inc. v.
Goodyear Tire & Rubber Co., 819 F.2d 1519, 1527 (9th Cir. 1987) (holding that an
“exculpatory clause” does not violate California Civil Code section 1668 where the
clause bars suit, but “[o]ther sanctions remain in place”); Mitsubishi Motors Corp.

v. Soler Chrysler-Plymouth, Inc., 473 U.S. 614, 628 (1985) (“By agreeing to



arbitrate . . . , a party does not forgo [its] substantive rights . . . ; it only submits to
their resolution in an arbitral, rather than a judicial, forum.”).

The district court also properly rejected Ruby Glen’s argument that the
covenant not to sue is unconscionable. Even assuming that the adhesive nature of
the Guidebook renders the covenant not to sue procedurally unconscionable, it is
not substantively unconscionable. See Sanchez v. Valencia Holding Co., 61 Cal.
4th 899, 910 (2015) (explaining that procedural and substantive unconscionability
“must both be present in order for a court to exercise its discretion to refuse to
enforce a contract or clause under the doctrine of unconscionability” (emphasis in
original) (internal quotation marks omitted)); Grand Prospect Partners, L.P. v.
Ross Dress for Less, Inc., 232 Cal. App. 4th 1332, 1347-48 (2015) (holding that
procedural unconscionability “may be established by showing the contract is one
of adhesion™). Because Ruby Glen may pursue its claims through the Independent
Review Process, the covenant not to sue is not “so one-sided as to shock the
conscience.” See Walnut Producers of Cal. v. Diamond Foods, Inc., 187 Cal. App.

4th 634, 64748 (2010) (internal quotation marks omitted).



Finally, the district court did not abuse its discretion in denying Ruby Glen
leave to amend because any amendment would have been futile. See Carrico v.
City & Cty. of San Francisco, 656 F.3d 1002, 1008 (9th Cir. 2011)."

AFFIRMED.

I Ruby Glen raises several additional arguments that it failed to raise below. We
decline to consider those arguments because they were raised for the first time on
appeal. See Dream Palace v. Cty. of Maricopa, 384 F.3d 990, 1005 (9th Cir.

2004).
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From: Oliver Mauss -Contact Information Redacted

Date: Julv 5, 2016 at 9:27:07 AM EDT
To: Contact Information Redacted

Subject: proposal B
Juan,

it has been a while since we last spoke, [ hope things are well on your side.

I understand that you have decided against joining the Applicant Auction for .web. [ have no
insight into your motivation for this decision, but perhaps you might be interested in a different
approach to resolving the string contention.

We have designed an Alternative Privatc Auction that comes with some advantages against the
Application Auction and also the ICANN auction. Herc are the basic principles:

- It divides the participants into groups of strong and weak

- the weak players are meant to lose and are compensated for this with a pre-defincd sum
- the strong players bid for the asset

- the highest bid wins, but the winner pays a price lower than the 2nd highest bid

In result, there are a number of advantages versus both ICANN and Applicant Auction:

- the winning party pays less for the asset in comparison to both ICANN and Applicant
Auction

- the losing strong players receive a higher return than in the Applicant Auction

- the losing weak players receive a lower return than in the Applicant Auction

So essentially, the benefit for the strong bidders comes from a lower share of proceeds for the
weak bidders than in the Applicant Auction.

[ have attached a deck that describes the principles in detail and also gives some examples. It has
been developed by Takon, a consultancy specialized in auctions.

[ have already discussed this with other parties in the contention sct and have received only
positive feedback so far. I would appreciate if you could review as well and give me your view.
Perhaps this approach achieves a better fit with your goals than the Applicant Auction.

[ look forward to hearing from you.

Best

Oliver

Oliver Mauss
CEO
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» The SSN is a procedure to resolve the contention between the

applicants for a TLD and is conducted instead of the ICANN Last
Resort Auction (lA).

» The SSN generates higher surpluses for all applicants than the

ICANN Auction (IA) in the case that the SSN-Auction (SSNA) is
conducted.

gram lakon



» The SSN consist of two stages:

Participation Decision (SSNP
Auction (SSNA)

> In the SSNP, the applicants decide on their participation in the
SSNA.

> If not more than three applicants decide to participate in the
SSNA, the SSNA is conducted, otherwise, the SSN is terminated
and instead the IA will take place.

[R]

Takon




» The applicants simultaneously decide whether they want to
participate in the SSN-Auction (SSNA) or not.

> If only one applicant decide to participate in the SSNA, this
applicant immediately wins the TLD at price p (see below).

> If two or three applicants decide to participate in the SSNA, the
SSNA will be conducted.

» If more than three applicants decide to participate, the SSN is
terminated and the IA will take place. |

New gTLD




» Two or three SSNA-participants simultaneously submit their bid
(one-shot sealed-bid mechanism).

» The SSNA-participants with the highest bid (SSNA-winner) wins
the TLD.

» The group of the applicants that do not participate in the SSNA
receives a predetermined payment p.

» The SSNA-losers receive from the SSNA-winner a compensation

payment, which depends on the bids in the SSNA and the
payment p.

Note: The SSNA makes only sense for two or three participants.

g
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~ Rules and Properties of the
Surplus Sharing Negotiation Auction (SSNA)

LW
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¢(b1,0,,p)

Surplus Sharing Negotiation Process

Surplus Sharing Negotiation Auction
ICANN Last Resort Auction

Number of applicants for .web

Applicant i’s value (willingness to pay) for.web, i = 1,....n
Applicant i’s surplus (profit), i = 1, ...,n

Payment for the non-pa»rticipating applicants

Compensation payment for the SSNA-losers




>

>

A\

One-shot sealed-bid auction: Two or three strong applicants participate in the
SSNA where they simultaneously submit their bids.

No sophisticated bidding strategy required: The SSNA is designed that if the
SSNA-participants consider themselves equally strong (i.e. equally likely to be
weaker or stronger than each of the other SA-participants,

— they have an incentive to bid their willingness to pay for the TLD in the
SSNA (i.e. truthful bidding),

— their optimal bid does not depend on the payments to the other applicants
that do not participate in the SSNA.

Truthful bidding: optimal bidding strategy in the SSNA.

Efficient outcome: SSNA-participant with the highest valuation for the TLD wins
the SSNA and thus the TLD.

r,"v Y :* Fa o 3 ‘gwg;{‘ ‘@“ﬁ; - . g .
ICANN New gTLD Program k}k@ﬂ /



The two (three) applicants 1, 2 (and 3), that participate in the SSNA,
simultaneously submit their b, b, (and b,), we assume b, > b, (> b,)

The reservation price is determined by the compensation payment to the other
applicants p, i.e. b, b,, by = p

The SSNA-participant 1 with b, (highest bid) is called the SSNA-winner and the
SSNA-participants 2 (and 3) are called SSNA-losers.

The SSNA-winner wins the TLD.

The group of non-participating applicants receives from the SSNA-winner the
predetermined compensation payment p.

Each of the SSNA-losers receives from the SSNA-winner the compensation
payment ¢(b,,b,,p).

CANN New gTLD Program




The group of non-participating applicants receive from the SSN-winner the
predetermined payment p.

‘The SSNA-loser receives from the SSNA-winner the payment ¢(b,,b,,p):

bi1+b
_L_Z—p L b1+b2—2p

) b 2
(1) @(by,b,p) = 22 2 if bz>_1‘;_'£ & by — b, <2(b,—p)

The SSNA-loser receives half of the difference ng_bz_ — p from the SSNA-winner if

the difference between b, and b, is smaller than twice the difference between the
SSNA-loser’s bid b, and the compensation payment p to the other bidders.
This is considered to be the very probable case!

(2) @(by,byp)=by—p it p<by= = by =0y 22(b, ~p)
The SSNA-loser receives the difference between its SSNA-bid 5, and p if the

difference between b, and b, is larger than twice the difference between b, and p.
This rule assures that the SSNA-winner is not worse off than in the IA.

b1+ Zp

ICANN New gTLD Progrom ?ngn 9
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» SNNA-winner

O :v1_p_b1+b42 2p | > 12229
i b
(2) m=v —b, ! p < b= 12229
> SNNA-loser
(1) 7’[:2 _ b1+b2—2p | , ~ b1';2p
(2) my=b,—p | p < by = b:ﬁ;ZP

v;and v, denote the two strong applicants’ values (willingness to pay) for
the nTLD .web and m, and nt, denote their surpluses.

v gTLD Progrom | mﬁ(Oﬂ t



» v, =100, v,= 80, p =20
» Truthful bidding: b, =v, =100, b, =v, =80
> SSN

Applicant 1 wins the SSNA and thus the TLD

bitba=2p _ 554, Applicant 2 and p = 20 to the others

Applicant 1 pays ¢(b,b,,p) =
Applicant 1's surplus:  7;(SSN) = v; —p — (p(bl,bf,, )=100—-35-20=45
Applicant 2’s surplus:  m,(SSN) = @(b,b,,p) =

Surplus of each of the n — 2 other applicants : TEj(SSN) =20/(n—2)

> ICANN Auction (IA)

Applicant 1 wins the [A at b, = 80

Applicant 1’s surplus:  m,(IA) = v, — b, =100 — 80 = 20
Applicant 2’s surplus:  m,(1A) =0

Surplus of each of the n — 2 other applicants : T{lA) =0

ICANN New gTLD Pro lrigels




» v =100, v,=40,p =20
» Truthful bidding: b, =v, =100, b, = v, =40
» SSN

— Applicant 1 wins the SSNA and thus the TLD

— Applicant 1 pays ¢(b,b,,p) = b, — p =20 to Applicant 2 and p = 20 to the others
— Applicant 1’s surplus:  m;(SSN) = v, —p — ¢(b{,b,,p) = 100 — 20 — 20 = 60

— Applicant 2’s surplus:  m,(SSN) = (p(bl,bz,p) =20

— Surplus of each of the n — 2 other applicants : ﬂ:j(SSN) =20/(n-2)

» ICANN Auction (IA)
— Applicant 1 wins the IA at b, =40
— Applicant 1's surplus:  m,(1A) = v, — b, = 100 — 40 = 60
— Applicant 2's surplus:  m,(1A) =0
— Surplus of each of the n— 2 other applicants : ﬂ:j(IA) =0

[CANN New gTLD Program Takon | 13



(1) 100 80 20 35 45 35 |
2 100 40 20 20 60 10 60 0

For both SSNA-participants 1 and 2, the SSN is never worse than the IA.
For Applicant 1 the SSN is better in Case (1) and for Applicant 2 the SSN is better
in Case (1) and Case (2).

For all other applicants that do participate in the SSNA, the SSN is better than
the ICANN Auction (lA).

Takon =



The group of non-participating applicants receive from the SSNA-
winner the predetermined payment p.

Each of the two SSNA-losers receives from the SSNA-winner the
same compensation payment ¢(b,b,,p):

b1+b2
— D . b1+b2—2p b1+p

1) (b1, byp) = —= ; it b,>
This is considered to be the very probable case!

(2) (b, byp) =27 if p<b,<




(b1,b,,p)

N

bl_p N U

Y




() m=vop TR =y - 2R, s 2R

2w fp < b, < 2F
> Applicant 2/3 (SNNA-losers

(1) 7132/3:b1+b62—2p if b, > bl;rp

(2) 752/3:b_2;—p f p<b < b1;-p

vy and v, denote the two strong applicants’ values (willingness to pay) for the

NTLD .web and 7, the surplus on the winner and T, the surplus of each loser.

lakon
I i



» Truthful bidding: 5, =v, =100, b,=v, =84, b
» SSN

» v, =100, v,=84, v,=70, p=20

:\}3 = 70

o]
ol

Applicant 1 wins the SSN and thus the TLD

Applicant 1 pays ©,,;(b1,6,,p) :-bl—H?;zE = 24 to Applicant 2 and 3 and p = 16 to the others

Applicant 1’s surplus: T (SSN) = v — p —2:0,5(D},0,,p) = 100 — 48 — 20 =32
Applicant 2’s surplus: T,(SSN) = @,(b,b,,p) = 24

Applicant 3’s surplus: T3(SSN) = @5(b4,b,,p) =24

Surplus of each of the n — 3 other applicants : T{(SSN) =20/(n - 3)

ICANN Auction (IA)

Applicant 1 wins the IAat p = b, = 80

Applicant 1’s surplus: m(lA)=v, —p=100~84=16
Applicant 2’s surplus: T,(1A) =0

Applicant 3’s surplus: T;(1A) =0

Surplus of each of the n — 3 other applicants : T{SSN) =0
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> v, =100, v,= 40, v;= 30, p = 20

» Truthful bidding: b, =v, =100, b, =v, =40, by=v, =30

» SSN
— Applicant 1 wins the SSNA and thus the TLD

— Applicant 1 pays ¢(b,,b,,p) =
— Applicant 1’s surplus: T (SSN) = v, —p = 2:¢(b1,0,,p) = 100 - 20 — 20 = 60
— Applicant 2’s surplus: T,(SSN) = ¢(b,,b,,p) = IO

— Applicant 3’s surplus: T5(SSN) = ©(b,b,,p) =

— Surplus of each of the n — 3 other applicants: ﬂJj(SSN) =20/(n—3)

» ICANN Auction (IA)
— Applicant 1 wins the 1A at b, = 60

— Applicant 1’s surplus: T, (1A) = v, =100-40=060
— Applicant 2’s surplus: 5(1A) =0
— Applicant 3’s surplus: T4(1A) =0

— Surplus of each of the n — 3 other applicants : T{SSN) =0

FE A8 AERT R FE Y o 10
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For the three SSNA-participants 1, 2, and 3, the SSN is hever worse than the IA.
For Applicant 1 the SSN is better in Case (1) and for Applicant 2 and 3 it is better in
Case (1) and Case (2). :

For all other applicants that do participate in the SSNA, the SSN is better than the
ICANN Auction (lA).
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From: Ausubel, Lawrence M. Contact Information Redacted

Sent: Wednesday, July 20, 2016 10:59 AM

To: Contact Information Redacted
Cc: Contact Information Redacted
Subject: Reminders

Dear Jose Ignacio Rasco,

You are reminded that the Deposit Deadline for .WEB/.WEBS has passed and we are now in the Blackout
Period. During the Blackout Period, all applicants for Contention Strings in the Auction are prohibited from
cooperating or collaborating with respect to, discussing with each other, or disclosing to each other in any
manner the substance of their own, or each other’s, or any other competing applicants’ bids or bidding
strategies, or discussing or negotiating settlement agreements or post-Auction ownership transfer
arrangements, with respect to any Contention Strings in the Auction.

You are also reminded of the following upcoming events in relation to the Auction:
J Connectivity Test: 21 July 2016 at 13:00 UTC (9:00 am New York time).

J Mock Auction: 26 July 2016 at 13:00 UTC (9:00 am New York time).

J Auction: 27 July 2016 at 13:00 UTC (9:00 am New York time).

Please feel free to contact us if you have any questions.

Kind regards,

Larry Ausubel
Power Auctions LLC
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IF ICANN delays the auction
next week would you again
consider a private auction? Y-N
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IRP Panel Dismisses Afilias’ Claims to
Reverse .WEB Auction and Award .WEB to
Afilias

By Kirk Salzmann
Sr. Director & Sr. Corporate Counsel, Litigation and Employment at Verisign

May 26,2021 Views: 16,961 Comments: 2 iny f & &
On Thursday, May 20, a final decision was issued in the Independent Review
Process (IRP) brought by Afilias against the Internet Corporation for Assigned
Names and Numbers (ICANN), rejecting Afilias’ petition to nullify the results of
the July 27, 2016 public auction for the WEB new generic top level domain
(gTLD) and to award .WEB to Afilias at a substantially lower, non-competitive
price. Nu Dotco, LLC (NDC) submitted the highest bid at the auction and was
declared the winner, over Afilias’ lower, losing bid. Despite Afilias’ repeated
objections to participation by NDC or Verisign in the IRP, the Panel ordered that
NDC and Verisign could participate in the IRP in a limited way each as amicus

curiae.

Consistent with NDC, Verisign and ICANN’s position in the IRP, the Order
dismisses “the Claimant’s [Afilias’] request that Respondent [[CANN] be ordered
by the Panel to disqualify NDC’s bid for .WEB, proceed with contracting the
Registry Agreement for .WEB with the Claimant in accordance with the New
gTLD Program Rules, and specify the bid price to be paid by the Claimant.”
Contrary to Afilias’ position, all objections to the auction are referred to ICANN
for determination. This includes Afilias’ objections as well as objections by NDC
that Afilias violated the auction rules by engaging in secret discussions during
the Blackout Period under the Program Rules.

The Order Dismisses All of Afilias’ Claims of Violations by NDC or
Verisign

Afilias’ claims for relief were based on its allegation that NDC violated the New
gTLD Program Rules by entering into an agreement with Verisign, under which
Verisign provided funds for NDC’s participation in the .WEB auction in exchange
for NDC’s commitment, if it prevailed at the auction and entered into a registry
agreement with ICANN, to assign its .WEB registry agreement to Verisign upon

https://circleid.com/posts/20210526-irp-panel-dismisses-afilias-claims-to-reverse-dot-web-tld-auction
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ICANN’s consent to the assignment. As the Panel determined, the relief
requested by Afilias far exceeded the scope of proper IRP relief provided for in
ICANN’s Bylaws, which limit an IRP to a determination whether or not ICANN
has exceeded its mission or otherwise failed to comply with its Articles of
Incorporation and Bylaws.

Issued two and a half years after Afilias initiated its IRP, the Panel’s decision
unequivocally rejects Afilias” attempt to misuse the IRP to rule on claims of NDC
or Verisign misconduct or obtain the .WEB gTLD for itself despite its losing bid.
The Panel held that it is for ICANN, which has the requisite knowledge,
expertise, and experience, to determine whether NDC’s contract with Verisign
violated ICANN’s Program Rules. The Panel further determined that it would be
improper for the Panel to dictate what should be the consequences of an alleged
violation of the rules contained in the gTLD Applicant Guidebook, if any took
place. The Panel therefore denied Afilias’ requests for a binding declaration that
ICANN must disqualify NDC’s bid for violating the Guidebook rules and award
\WEB to Afilias.

Despite pursuing its claims in the IRP for over two years—at a cost of millions of
dollars—Afilias failed to offer any evidence to support its allegations that NDC
improperly failed to update its application and/or assigned its application to
Verisign. Instead, the evidence was to the contrary. Indeed, Afilias failed to offer
testimony from a single Afilias witness during the hearing on the merits,
including witnesses with direct knowledge of relevant events and industry
practices. It is apparent that Afilias failed to call as witnesses any of its own
officers or employees because, testifying under penalty of perjury, they would
have been forced to contradict the false allegations advanced by Afilias during
the IRP. By contrast, ICANN, NDC and Verisign each supported their respective
positions appropriately by calling witnesses to testify and be subject to cross-
examination by the three-arbitrator panel and Afilias, under oath, with respect
to the facts refuting Afilias’ claims.

Afilias also argued in the IRP that ICANN is a competition regulator and that
ICANN’s commitment, contained in its Bylaws, to promote competition required
ICANN to disqualify NDC’s bid for the .WEB gTLD because NDC’s contract with
Verisign may lead to Verisign’s operation of .WEB. The Panel rejected Afilias’
claim, agreeing with ICANN and Verisign that “ICANN does not have the power,
authority, or expertise to act as a competition regulator by challenging or
policing anticompetitive transactions or conduct.” The Panel found ICANN’s
evidence “compelling” that it fulfills its mission to promote competition
through the expansion of the domain name space and facilitation of innovative
approaches to the delivery of domain name registry services, not by acting as an
antitrust regulator. The Panel quoted Afilias’ own statements to this effect,
which were made outside of the IRP proceedings when Afilias had different
interests.

https://circleid.com/posts/20210526-irp-panel-dismisses-afilias-claims-to-reverse-dot-web-tld-auction 2/7
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Although the Panel rejected Afilias’ Guidebook and competition claims, it did
find that the manner in which ICANN addressed complaints about the .WEB
matter did not meet all of the commitments in its Bylaws. But even so, Afilias
was awarded only a small portion of the legal fees it hoped to recover from
ICANN.

Moving Forward with .WEB

It is now up to ICANN to move forward expeditiously to determine, consistent
with its Bylaws, the validity of any objections under the New gTLD Program
Rules in connection with the .WEB auction, including NDC and Verisign’s
position that Afilias should be disqualified from making any further objections
to NDC’s application.

As Verisign and NDC pointed out in 2016, the evidence during the IRP
establishes that collusive conduct by Afilias in connection with the auction
violated the Guidebook. The Guidebook and Auction Rules both prohibit
applicants within a contention set from discussing “bidding strategies” or
“settlement” during a designated Blackout Period in advance of an auction.
Violation of the Blackout Period is a “serious violation” of ICANN’s rules and
may result in forfeiture of an applicant’s application. The evidence adduced in
the IRP proves that Afilias committed such violations and should be disqualified.
On July 22, just four days before the public ICANN auction for .WEB, Afilias
contacted NDC, following Afilias’ discussions with other applicants, to try to
negotiate a private auction if ICANN would delay the public auction. Afilias
knew the Blackout Period was in effect, but nonetheless violated it in an attempt
to persuade NDC to participate in a private auction. Under the settlement Afilias
proposed, Afilias would make millions of dollars even if it lost the auction,
rather than auction proceeds being used for the internet community through the
investment of such proceeds by ICANN as determined by the community.

All of the issues raised during the IRP were the subject of extensive briefing,
evidentiary submissions and live testimony during the hearing on the merits,
providing ICANN with a substantial record on which to render a determination
with respect to .WEB and proceed forward with delegation of the new gTLD.
Verisign stands ready to assist ICANN in any way we can to quickly resolve this
matter so that domain names within the .WEB gTLD can finally be made

available to businesses and consumers.

As a final observation: Afilias no longer operates a registry business, and has
neither the platform, organization, nor necessary consents from ICANN, to
support one. Inconsistent with Afilias’ claims in the IRP, Afilias transferred its
entire registry business to Donuts during the pendency of the IRP. Although
long in the works, the sale was not disclosed by Afilias either before or during
the IRP hearings, nor, remarkably, did Afilias produce any company witness for
examination who might have disclosed the sale to the panel of arbitrators or

https://circleid.com/posts/20210526-irp-panel-dismisses-afilias-claims-to-reverse-dot-web-tld-auction 317
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others. Based on a necessary public disclosure of the Donuts sale after the

hearings and before entry of the Panel’s Order, the Panel included in its final
Order a determination that it is for ICANN to determine whether the Afilias’ sale

is itself a basis for a denial of Afilias’ claims with respect to .WEB.

By Kirk Salzmann, Sr. Director & Sr. Corporate Counsel, Litigation and Employment at

Verisign

He is responsible for all aspects of litigation affecting Verisign, and for supporting the

company’s Human Resources department. Kirk has more than 20 years of litigation
experience in the internet infrastructure, wireless and wireline telecommunications
industries.
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'Oh what a tangled WEB ...
John Poole - May 26,2021 5:35 PM

Thank you Kirk, for your informative posting and analysis, and thanks to

Verisign for being the first to publicly announce that a ruling had been issued. I
have yet to fully digest the Final Decision (pdf), belatedly now posted on the
ICANN website. Nonetheless, this ruling should be very troubling for the
global internet community, as the panel found (at §8.) ICANN “violated” its
own Articles of Incorporation and Bylaws , the panel further ruling at §363.
“The Panel has already determined that the Claimant [Afilias] is entitled to be
designated as the prevailing party in relation to the liability portion of its core
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claims.” Asyou have noted, Afilias is but a mere shadow of its former self, and
while NDC & Verisign may be the ultimate victors, ICANN comes off looking as
incompetent, corrupt, and captured, as ever.

Reply | Link | Report Problems #1

10D
Karl Auerbach — Jun 1, 2021 7:46 PM

I still hold a fully paid, and continuously operated cavebear.web registration
that I acquired from IOD, a legitimate California entity circa year 2000.

So far neither ICANN nor any of the contenders for a .web contract under
ICANN have yet explained how they can deploy a conflicting business name in
California.

I would submit that any operator of .web in California will have to deal with
the fact that there are pre-existing business rights in the state else face the
possibility that the new operator will have to refrain from operating or selling
within the state of California.

Reply | Link | Report Problems #2
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Akram Atallah

Organization: Donuts

Region: North America

Country: USA

Email: akram.atallah [at] icann.org

LinkedIn: (] Akram Atallah (https://linkedin.com/pub/akram-atallah/0/817/4ba)

“ Featured in the ICANN 51 - Los
*4 Angeles playing card deck

: .‘ Featured in the ICANN 57 -
*4 Hyderabad playing card deck

@ Formerly a member
. of the ICANN Staff

Akram Atallah is the CEO for Donuts. On October 9, 2018, Atallah announced his leaving ICANN to
take the position with Donuts.1[2]

Atallah previously served as the President of ICANN's Global Domains Division (GDD) from its creation
in June 2013 until October 2019.[3][4] Prior to his role in the GDD, Atallah served as ICANN's COO,
where he played a critical role in the evolution and maturation of ICANN.L5]

Atallah has served twice as interim CEO for ICANN during the transitional periods preceding both Fadi
Chehadé's and Goran Marby's tenures as CEO.

Career History

Atallah has over twenty years of experience in engineering development and management,
communications technology management, product marketing, and large business restructuring

management. He spent over ten years at Conexant Systems and was COO of CoreObjects Software.[61L7]

Education

Atallah has an MBA and holds Master's and Bachelor's degrees in Electrical Engineering and Computer
Science. He is a trilingual speaker of English, Arabic, and French.[0!]
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ARIF HYDER ALI
Partner

arif.ali@dechert.com
+1 202 261 3307 Direct
+1202 261 3079 Fax

3 November 2021

VIA EMAIL THROUGH COUNSEL

Mr. Maarten Botterman

Chair, Board of Directors

Internet Corporation for Assigned Names and Numbers
12025 Waterfront Drive, Suite 300

Los Angeles, CA 90094-2536

Re:  Response to Nu DotCo, LLC’s 23 July 2021 Letter to the ICANN Board
Dear Mr. Botterman and Members of the ICANN Board:

We write on behalf of Altanovo Domains Limited f/k/a Afilias Domains No. 3 Limited'
(“Afilias”) regarding Nu DotCo, LLC’s (“NDC”) 23 July 2021 letter to the ICANN Board
(“NDC Letter”). ICANN publicly posted the NDC Letter on 14 September 2021, almost
two months after [CANN received it. The NDC Letter is rife with inaccuracies and rhetoric
designed to mislead and distract the Board from the real issues at hand concerning the
delegation of the .WEB gTLD, namely, whether NDC’s agreement with VeriSign, Inc.
(“Verisign”) the August 25, 2015 Domain Acquisition Agreement (“DAA”), “complied
with the New gTLD Program Rules” and “whether by reason of any violation of the [gTLD
Applicant Guidebook (“AGB”)] and [Auction Rules for New gTLDs: Indirect Contention
Edition (“Auction Rules”)], NDC’s application for .WEB should be rejected and its bids
at the [ICANN] auction disqualified.””?

By this letter, we make three requests:

First, ICANN has repeatedly maintained that it will not take “any material action with
respect to the [.WEB] application or contention set while the Accountability Mechanism is
pending.”® Accordingly, we understand and expect that the ICANN Board will not take

For ease of reference, we will use the term “Afilias” in this letter to refer to the Claimant in the IRP.

2 Exhibit 1, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Final Decision (20 May 2021, as
corrected 15 July 2021) (“IRP Decision”), § 413(5).

3 Exhibit 2, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, ICANN’s Rejoinder Memorial in
Response to Afilias’ Amended Request for Independent Review (1 June 2020), 9§ 26; Exhibit 3, Afilias
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any action regarding the .WEB matter while the Afilias v. ICANN Independent Review
Process (“IRP”), or any follow-on litigation regarding the IRP Decision, are pending. We
request immediate confirmation in this regard.

Second, notwithstanding the foregoing, should the Board nevertheless proceed to consider
the .WEB matter before the conclusion of the Afilias v. ICANN IRP (including any follow-
on litigation related to the Panel’s decision, as it may eventually be amended or
supplemented), we ask that it carefully consider the contents of this letter, which (i) corrects
the misstatements in the NDC Letter (Section I); (i1) sets out the various ways in which
NDC’s and Verisign’s entry into and performance of the DAA violated critical provisions
of the “New gTLD Program Rules™ based on what we learned in the IRP (Section II);
and (ii1) addresses why NDC’s conduct should cause ICANN, pursuant to its obligations
under the ICANN Articles and Bylaws, to declare NDC ineligible to enter into a registry
agreement for 'WEB (Section III).

Third, we request that ICANN comply with its transparency obligations and (i) post the
full text of the DAA, which will allow the Internet Community to decide for itself whether
Verisign’s and NDC’s conduct violates the letter and spirit of the New gTLD Program
Rules; and (ii) post the full merits hearing transcript for the Afilias v. ICANN IRP, as
ICANN’s counsel committed to do in June 2021.° ICANN’s efforts to shield NDC and
Verisign, and indeed ICANN’s own conduct, from criticism by not posting documents that
ICANN is required to publish, does nothing more than exacerbate the dispute over .WEB
and constitutes a continuing violation of the Articles and Bylaws (Section IV).

v. ICANN, ICDR Case No. 01-18-0004-2702, Witness Statement of Christopher Disspain (1 June 2020),
available at https://www.icann.org/en/system/files/files/irp-afilias-witness-statement-disspain-01jun20-
en.pdf, § 11 (“ICANN’s Accountability Mechanisms are fundamental safeguards in ensuring that
ICANN’s model remains effective, and it did not seem prudent for the Board to interfere with or preempt
issues that were the subject of Accountability Mechanisms regarding .WEB that were pending at that
time ... that might require the Board to take action.”).

4 The New gTLD Program Rules include the gTLD Applicant Guidebook (4 June 2012) (“AGB”) and the
Auction Rules for New gTLDs: Indirect Contention Edition (24 Feb. 2015) (“Auction Rules”), attached
as Exhibit 4 and Exhibit 5 respectively.

We reserve our rights to further respond to the NDC Letter, and any other allegation brought by NDC or
Verisign, once the Afilias v. ICANN IRP and any additional related proceedings conclude, and the . WEB
matter is properly before the ICANN Board.

¢ Exhibit 6, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Email from E. Enson (Counsel for
ICANN) to Afilias and Amici (11 June 2021).
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L NDC’S CLAIMS REGARDING AFILIAS’ ALLEGED VIOLATIONS OF
THE BLACKOUT PERIOD ARE FRIVOLOUS

The NDC Letter contains various unsubstantiated charges regarding Afilias’ conduct in the
weeks leading up to the 2016 ICANN-administered auction for .WEB (the “ICANN
Auction”). It does so plainly to advance NDC’s and Verisign’s strategy to distract the
Board from NDC’s (and indeed Verisign’s) own blatant violations of the New gTLD
Program Rules. As detailed herein—and as is well-known to ICANN—NDC (a)
impermissibly transferred many of its rights as an applicant for .WEB to Verisign by
entering into the DAA, (b) purposefully misled ICANN Staff, which was investigating
allegations that NDC had effectively transferred control over its application to a third party
in violation of the New gTLD Program Rules, and (c) submitted bids on Verisign’s behalf
and pursuant to Verisign’s specific instructions during the ICANN Auction. None of these
facts are in dispute—they are crystal clear on the face of the DAA; an agreement that NDC
and Verisign executed in August 2015 and which they purposefully kept secret from
ICANN for over a year and until after the ICANN Auction had taken place. We address
NDC’s and Verisign’s conduct in greater detail below, but first we set the record straight
regarding the multiple factual inaccuracies contained in the NDC Letter pertaining to the
Blackout Period, which NDC and Verisign claim Afilias violated.

A. NDC Wrongly Attributes the Conduct of Third Parties to Afilias

Much of the NDC Letter is devoted to describing conduct by parties other than Afilias. For
example, although Section II of the NDC Letter is entitled “Afilias’ Violation of the
Blackout Period,” subsection B is devoted entirely to complaints about NDC’s conduct and
requests to delay the .WEB auction that were made by Ruby Glen, LLC (“Ruby Glen”);
Schlund Technologies GmbH; and Radix FZC (“Radix”) to ICANN during June and July
2016. Similarly, subsection C is entirely devoted to describing a litigation prosecuted by
Ruby Glen in federal court against ICANN, seeking to enjoin ICANN from conducting the
.WEB Auction, and subsection D is entirely devoted to describing a proposal that Schlund
made to NDC concerning a private auction.

NDC does not—and cannot—allege that Afilias joined in any of these efforts. NDC'’s
lengthy recitation of actions taken by other members of the .WEB Contention Set are
utterly irrelevant and are included in its letter simply to mask the absence of any evidence
of wrongdoing by Afilias. As for its actual complaints against Afilias, NDC complains
about texts that Afilias sent to NDC on June 7, 2016 (before the Blackout Period started)
and a single text it sent on July 22, 2016 (a couple of days after the Blackout Period had
commenced). As discussed below, none of these amounts to a violation of the Blackout
Period Rules.
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B. NDC Wrongly Asserts that the June 7, 2016 Texts Violate a Blackout
Period that Started on June 20, 2016

NDC relies on certain texts that Steve Heflin (of Afilias) sent to Juan Diego Calle (of NDC)
on June 7, 2016. But these texts were sent approximately six weeks before the start of the
Blackout Period. NDC does not—and cannot—explain how these texts constitute a
violation of the Blackout Period. Simply put: they do not. Frankly, insofar as Mr. Heflin’s
texts are concerned, any consideration of NDC’s allegations should end there.

However, for the avoidance of doubt, the Board should rest assured that there is no
substance to NDC’s allegations that Mr. Heflin’s texts constitute bid rigging. Bid rigging
requires an agreement between two independent parties to, in essence, fix the result of an
auction. There was no such agreement here—NDC rejected Mr. Heflin’s proposal.

Contrary to NDC’s assertions, ICANN expressly encouraged contention set members to
“resolve string contention among themselves” and “expected that most cases of contention
[would] be resolved ... through voluntary agreement among the involved applicants.”” The
AGB makes clear that resolution of string contention by a public ICANN auction was a
“Mechanism of Last Resort.”® ICANN both knew and encouraged resolution of string
contention by private auction. This is precisely what Mr. Heflin and others were trying to
do. As the Board is well aware, in a private auction, the losing bidders divide amongst
themselves the proceeds paid by the winning bidder. There is no requirement that these
proceeds be divided equally and, in fact, many private auctions in the New gTLD Program
have adopted formulas that divide the proceeds unequally. The reason for this is that the
AGB requires that all contention set members agree to a private auction; and under such a
system a contention set member can hold out for a better share of the proceeds. This, in
fact, is what Afilias assumed NDC was doing when it abruptly announced in June 2016
that it would not participate in the long-planned private auction for WEB. Mr. Heflin’s
proposal concerned the allocation of auction proceeds, in the event NDC consented to a
private auction and then lost. NDC’s attempt to cast this legitimate offer as an invitation
to purposely lose the private auction and an attempt at bid-rigging is fundamentally
illogical and plainly incorrect.

7 Exhibit 4, AGB, Secs. 4.1.3, 4.3.
8 Id,Sec.423.
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C. Mr. Kane’s July 22, 2016 Text to NDC Does Not Violate the Blackout
Period

NDC’s allegations regarding a single text sent by John Kane (of Afilias) on July 22, 2016
to Jose Ignacio Rasco III (of NDC) two days after the start of the Blackout Period are
equally exaggerated and nonsensical. The full text of Mr. Kane’s text reads:

IF ICANN delays the auction next week would you again
consider a private auction? Y-N°

The context in which Mr. Kane sent this text is important. A few days before Mr. Kane
sent his text (20 July 2016), reports were circulating in industry press that Ruby Glen had
filed a Reconsideration Request demanding that ICANN delay the ICANN Auction in
order to allow ICANN sufficient time to investigate claims that NDC had breached its
obligations under the AGB.!° Given that there was a reasonable possibility that ICANN
would delay the auction in light of the prevailing circumstances, and some uncertainty as
to what might be the outcome of ICANN’s investigations, Mr. Kane simply sought to
ascertain whether NDC would again consider participating in a private auction. Mr. Rasco
did not respond to Mr. Kane’s text and Mr. Kane made no further attempts to communicate
with NDC, as ICANN denied the Reconsideration Request later that same day (22 July
2016), thus ending any speculation about whether the ICANN Auction would proceed as
planned.

Mr. Kane’s brief text did not violate the Blackout Period Rules. The Blackout Period is
designed to prevent members of a contention set from colluding on the administration of a
public ICANN auction. This anti-collusion rule is narrowly tailored to this specific
purpose; the rule does not prohibit all contact among contention set members during this
period. Accordingly, it is important to focus on what the Blackout Period rule prohibits
and what it does not. The text of the Blackout Period rule is clear: Applicants are
prohibited from discussing (a) “bids,” (b) “bidding strategies,” or (c) ‘“settlement
agreements or post-Auction ownership transfer arrangements.”'' ICANN itself has had
cause to interpret the Blackout Period rule in a contemporaneous filing with a U.S. federal
court. According to ICANN, the blackout period “is a period of time called for in the

°  Exhibit 7, Text Message (from cell phone belonging to J. Rasco) (21 July 2016).

Exhibit 8, Kevin Murphy, “Donuts joins fight to delay .web gTLD auction with emergency appeal,”
Domain Incite (20 July 2016, 10:49 (UTC)), available at http://domainincite.com/20768-donuts-joins-
fight-to-delay-web-gtld-auction-with-emergency-appeal.

11" Exhibit 9, ICANN, New gTLD Auctions Bidder Agreement (3 Apr. 2014) (excerpt), Sec. 2.6.
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Auction Rules during which auction participants are prohibited from communicating, or
cooperating, with one another in terms of the auction.”"?

Mr. Kane’s text clearly did not disclose Afilias’ planned bids or bidding strategies, nor did
the text propose a settlement agreement or a transfer agreement. Indeed, Mr. Kane’s text
did not concern the ICANN Auction at all—Mr. Kane’s request was expressly limited to
the scenario in which “ICANN delays [that] auction.”’®> Mr. Kane’s text asked a very
innocuous question about NDC’s potential willingness to participate in a private auction
assuming that ICANN was not proceeding with the public auction (i.e., “/iff ICANN delays
the auction'#), which was a very real possibility at the time given ICANN’s investigation
of Ruby Glenn’s complaints. He solicited a simple yes or no answer, and made no
commitments or promises regarding either a possible private auction or the ICANN
Auction. Nothing in Mr. Kane’s text can be legitimately taken to suggest that he was
asking NDC to “communicat[e], or cooperat[e], with [Afilias] in terms of the [/ICANN]
auction.”"> There was, in short, nothing concrete and no attempt at collusion.'®

NDC and Verisign’s charges against Afilias should be shown for what they are—a
shameless effort to distract the Board’s attention from NDC and Verisign’s conduct, a
matter to which we now turn.

IL. BY COMPLYING WITH THE DAA, NDC REPEATEDLY VIOLATED
THE NEW GTLD PROGRAM RULES

It is critical that the Board have an accurate appreciation of how NDC and Verisign’s
conduct violated the New gTLD Program Rules; why Staff’s decision to ignore NDC’s and
Verisign’s actions violated the Articles and Bylaws; and why the Board must disqualify
NDC’s application for .WEB, reject its auction bids, deem NDC ineligible to enter in to a
registry agreement for .WEB, and offer .WEB to Afilias as the next highest bidder. We
address these points below.

12 Exhibit 10, Weinstein Decl., 9 7 (emphasis added).

13" Exhibit 7, Text Message (from cell phone belonging to J. Rasco) (21 July 2016).
14 Exhibit 7, Text Message (from cell phone belonging to J. Rasco) (21 July 2016).
15 Exhibit 10, Weinstein Decl., § 7 (emphasis added).

16 Id. (emphasis added).
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A. Overview of the DAA’s Critical Terms

As an initial matter, it is fundamental that the Board understand the scope and purpose of

NDC and Verisign’s agreement as set out in the DAA. In essence, the DAA allowed
Verisign to secretly and Redacted - Third Party Designated Confidential Information

/in exchange
Redacted - Third Party Designated Confidential Information ) 18 The quoted language is from the DAA itself. From the moment
the DAA was signed, Verisign took control over key rights and obligations of NDC, the
nominal applicant for the . WEB gTLD—including, Redacted - Third Party Designated Confidential Information

Redacted - Third Party Designated Confidential Information

By entering into the DAA, NDC undertook to act
19" Specifically, the DAA provides that:?°

Redacted - Third Party Designated Confidential Information

17" Exhibit 11, Domain Acquisition Agreement between VeriSign, Inc. and Nu Dotco LLC (25 Aug. 2015)
(“DAA”), Sec. 10(a).

18 Redacted - Third Party Designated Confidential Information

1d., Sec. 1 and Ex. A, Secs. 4(b), 4(d).
19 Redacted - Third Party Designated Confidential Information
Id., Ex. A, Sec. 10.

20 Various provisions of the DAA illustrate Verisign’s complete control over NDC’s actions in regards to
the .WEB gTLD. The provisions listed here serve as the most relevant examples.

2l Exhibit 11, DAA, Sec. 10(a) (emphasis added).
2 Id., Sec. 4(f).
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Redacted - Third Party Designated Confidential Information

23

24

25

26

27

1d., Sec. 4(j) (emphasis added).
Id., Ex. A, Sec. 1 (emphasis added).

Id., Ex. A, Sec. 1(i) (emphasis added). See id. Redacted - Third Party Designated Confidential

Id., Ex. A, Sec. 1(i) (emphasis added).
Id., Ex. A, Sec. 8 (emphasis added).

Information
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Redacted - Third Party Designated Confidential Information

Simply based on the foregoing extracts from the DAA, it should be evident to the Board,
as it should have been evident to ICANN Staff after they reviewed the DAA, that the
agreement violates the letter and spirit of the New gTLD Program Rules. Staff, however,
determined to proceed with delegating the TLD to NDC, knowing full well that NDC was
bound to transfer it to Verisign and that NDC was nothing more than a vehicle for
Verisign’s improper participation in the .WEB Contention Set.

28 Id., Ex. A, Sec. 1(h) (emphasis added).

2 Jd.,Ex. A, Sec. 2(e) (emphasis added). See id., Ex. A, Sec. 1(f) Redacted - Third Party Designated
Confidential Information

30 Id., Ex. A, Sec. 1(f) (emphasis added).
31 Id., Bx. A, Sec. 3(g) (emphasis added).
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B. The DAA Is an “Unprecedented” Agreement.
1. The DAA Does Not Reflect Any Known “Market Practice”

In 2014, more than two years after the new gTLD application deadline had passed, Verisign
decided to pursue the .WEB gTLD.*?> As Verisign’s Mr. Paul Livesay revealed in his

testimony in the IRP, thiS decision was driven by Redacted - Third Party Designated Confidential Information
33 Redacted - Third Party Designated Confidential Information

* Mr. Livesay testified that it was his understanding that TLDs could

be acquired on what he described as the “secondary market.”*® He claimed that he
Redacted - Third Party Designated Confidential Information

*/" Although it may be true that “varying forms of transactions” were taking place,
as NDC’s Jose Ignacio Rasco III testified in the IRP, the deal reflected in the DAA was, in
fact, “unprecedented.”®

Indeed, reflecting Mr. Rasco’s assessment, the DAA does not remotely resemble the
various transactions that NDC and Verisign have presented to the Board as examples of
“common business practices” in the secondary market for gTLDs. We address NDC’s and

32 Exhibit 12, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Merits Hearing, Tr. Day 7 (11 Aug.
2020) (“Hr. Tr., Day 77), 1125:25 — 1126:2 (Livesay Cross-Examination) (“Q: Who gave you this
assignment? A: My boss at the time, Tom Indelicarto, and Jim Bidzos, the CEO.”). In 2014, Messrs.
Bidzos and Indelicarto gave Mr. Livesay the assignment to pursue the acquisition of .WEB. Id., 1125:17
—1126:7. Mr. Livesay testified that he reported to Messrs. Bidzos and Indelicarto on a regular basis—
“probably weekly or biweekly”—as he pursued the project. Id., 1126:23 — 1127:4.

33 Exhibit 13, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Witness Statement of Paul Livesay In

Support Of ICANN’s Rejoinder and Amici’s Briefs (1 June 2020) (“Livesay WS”), 9 4
Redacted - Third Party Designated Confidential Information

34 Exhibit 13, Livesay WS, q 5.

35 Exhibit 12, Hr. Tr., Day 7, 1170:1-7.

36 Exhibit 13, Livesay WS, 9 8; Exhibit 12, Hr. Tr., Day 7, 1170:1-7.
37 Exhibit 13, Livesay WS, q 8.

38 Exhibit 14, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Merits Hearing, Tr. Day 5 (7 Aug.
2020) (“Hr. Tr., Day 5”), 842:7-8 (Rasco Cross-Examination).
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Verisign’s arguments below, and support our refutation of their arguments with testimony
elicited from Mr. Livesay during his cross-examination in the IRP.

e First, NDC and Verisign point to transactions executed by Donuts, Inc.
(“Donuts”) and Demand Media, Inc. (“Demand Media”) as precedents for the
DAA.° But none of these transactions resemble the DAA. Unlike the
Verisign-NDC deal, the Donuts/Demand Media deal was publicly disclosed
during the period for public comment and evaluation by ICANN. Mr. Livesay
accepted that this was in fact the case during his examination before the IRP
Panel. He also conceded that the DAA was structured
Redacted - Third Party Designated Confidential Information % Specifically,
Mr. Livesay admitted that Donuts’ applications had disclosed Donuts’
partnership with Demand Media on backend registry services.*  He
acknowledged that Donuts executives were identified as the relevant contacts
in each of these applications. For these reasons, it was clear to everyone during
the Evaluation Period provided for by the New gTLD Applicant Guidebook that
Donuts and Demand Media were partners in each of the applications.

Unlike the public disclosure of the Donuts/Demand Media partnership, NDC
kept its deal with Verisign secret, Redacted - Third Party Designated Confidential Information

. As aresult, neither the existence nor terms of
the DAA were disclosed to ICANN for a year. ICANN only obtained a copy
of the DAA when it was informally requested on a friendly basis by ICANN’s
outside litigation counsel at Jones Day from Verisign’s (as opposed to NDC’s)
litigation counsel, following Afilias’ formal post-auction complaints. The
DAA was not provided to Afilias for more than two years, and then only after
an independent arbitrator ordered ICANN to produce the document. The global

Internet Community to-date has not been able to review the DAA to see how
Verisign struck a secret deal Redacted - Third Party Designhated Confidential Information

39

40

41

Exhibit 15, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Merits Hearing, Tr. Day 1 (3 Aug.
2020) (“Hr. Tr., Day 1), 190:23 — 191:21 (Verisign Opening Presentation); Exhibit 13, Livesay WS,
49 8-9; Exhibit 16, Rasco WS, 9§ 43; Exhibit 17, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702,
Verisign, Inc.’s Pre-Hearing Brief (Phase 1) (26 June 2020) (“Verisign Br.”), 9 41; Exhibit 18, Afilias
v. ICANN, ICDR Case No. 01-18-0004-2702, Amicus Curiae Brief of Nu Dotco, LLC (26 June 2020)
(“NDC Br.”), 99 33-35.

Exhibit 12, Hr. Tr., Day 7, 1175:6-14 (Livesay Cross-Examination).

Id., 1179:16-19 (Livesay Cross-Examination) (“Q: In Paragraph 23 of the .CITY application, Demand
Media is identified as a partner for Donuts to provide back-end registry services, correct? A: Correct.”).
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44
o Third, Redacted - Third Party Designated Confidential Information

42 Id., 1197:5-11 (Livesay Cross-Examination) (“Q: Mr. Livesay, when we were talking about the change

request criteria, you noted that you had received draft agreements and these were, in your view,
precedents for the DAA. Do you recall that testimony, sir? A. Right. These were some examples of
that, yeah.”); Exhibit 13, Livesay WS, 9 14; Exhibit 16, Rasco WS, § 44; Exhibit 17, Verisign Br., §
42; Exhibit 18, NDC Br., 4 37; Exhibit 15, Hr. Tr., Day 1, 192:25 — 193:14 (Verisign Opening
Presentation).

43 Mr. Livesay testified that he did not review the agreement “in depth really at the time.” Exhibit 12, Hr.

Tr., Day 7, 1195:4-8 (Livesay Cross-Examination).
4 Id., 1197:20-21 (Livesay Cross-Examination).
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e Fourth, NDC and Verisign repeatedly argued during the IRP that Afilias itself
has engaged in transactions that were analogous to Verisign’s deal with NDC.*’
Yet Mr. Livesay was unable to testify about the details of those agreements or
about how they were analogous to the DAA.* Indeed, the uncontroverted
evidence adduced during the course of the IRP was that each of Afilias’ deals
were agreed to only after the relevant registry agreement had been fully
executed with ICANN. Accordingly, none of these transactions was governed
by the terms of the Guidebook—they were subject to the terms of the applicable
registry agreements, which specifically allow for post-delegation transfers of
rights, on the premise that the proposed transferor of the those rights had
obtained them legitimately.

e Fifth, NDC and Verisign assert that Automattic’s acquisition of the .BLOG
¢TLD from Primer Nivel mirrors the DAA. Automattic’s .BLOG deal could
not have served as a precedent for the DAA, or otherwise informed Mr.
Livesay’s understanding of market conditions when he negotiated the DAA,
since this transaction post-dates the DAA.*  Moreover, the terms of
Automattic’s deal are unknown—there is no evidence to suggest that

45

46

47

48

49

1d., 1187:3-9 (Livesay Cross-Examination); Exhibit 13, Livesay WS, § 13.
Exhibit 12, Hr. Tr., Day 7, 1190:6-9 (Livesay Cross-Examination).
Redacted - Third Party Designated Confidential Information

(id., 1187:3-9).

Exhibit 15, Hr. Tr., Day 1, 193:16-21 (Verisign Opening Presentation); id., 243:19-244:12 (NDC
Opening Presentation); Exhibit 17, Verisign Br., § 38; Exhibit 18, NDC Br., 9 38-39. NDC and
Verisign cite deals concerning gTLDs .MEET, .PROMO, .ARCHI and .SKI specifically.

Exhibit 12, Hr. Tr., Day 7, 1210:10-17 (Livesay Cross-Examination).

1d., 1208:1-6 (Livesay Cross-Examination) (“Q: So it’s fair to say that you did not discover information
concerning the Automattic-Primer Nivel transaction as part of your research prior to the execution of the
DAA, correct? A: That would seem to be the case, yeah.”).
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Automattic acquired the same rights as Verisign did in the DAA.>° Even
assuming that Automattic’s deal was identical to the DAA, Primer Nivel’s
conduct does not excuse NDC’s violations of the Guidebook: One possible
example hardly constitutes industry practice. Moreover, if the terms of such
transactions are concealed from the public (as with the DAA), how can they
possible be considered industry practice? ICANN itself would probably never
have learned of the terms of the DAA had it not been for Afilias’ complaints.

In short, there is absolutely no substance to NDC’s and Verisign’s position that the DAA
reflected at the time or reflects current market practice. It is, as Mr. Rasco put it,
“unprecedented.”

2. The DAA Is Not A “Financing Agreement”

In addition to arguing that the DAA reflected market practice (which, as shown above, is
not true), NDC and Verisign have argued that the DAA was merely a financing
arrangement. This argument, which was presented by NDC and Verisign’s counsel in the
IRP, was shot down by Mr. Livesay.’! Mr. Livesay testified on cross-examination that the
DAA lacks any hallmarks of a financing agreement, such as terms defining the principal
amount to be financed, the interest to be paid, the collateral received, or the obligation of
the borrower to repay the principal and interest.”” He further testified that

Redacted - Third Party Designated Confidential Information 53 that the DAA did not Operate like either a bank 10an34 Or
Redacted - Third Party Designated Confidential Information 56

S0 Id., 1209:19-22 (Livesay Cross-Examination) (“Q: And you don’t know any of the details about how
the Automattic and Primer Nivel deal was structured, do you? A: No, I don’t have any window into
that.”).

SU Exhibit 12, Hr. Tr., Day 7, 1215:16-17 (Livesay Cross-Examination) (“I did not say this [was] a
financing.”).

2 Id., 1215:16 — 1216:13 (Livesay Cross-Examination).

3 1d.1212:23-25 (Livesay Cross-Examination) Redacted - Third Party Designated Confidential Information

% Id., 1227:8-9 (Livesay Cross-Examination) (“I think comparing this to a mortgage is totally
inappropriate.”).

55 Id., 1231:3-4 (Livesay Cross-Examination) Redacted - Third Party Designated Confidential Information

56 Id., 1231:25 — 1232:11 (Livesay Cross-Examination) Redacted - Third Party Designated
Confidential Information
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To the contrary, and unlike any financing deal, the evidence adduced during the hearing
demonstrated that if Redacted - Third Party Designated Confidential Information

Redacted - Third Party Designated Confidential Information

Mr. Livesay testified that

Mr. Livesay went on to testify that Verisign
Redacted - Third Party Designated Confidential Information

ST Id., 1217:14 — 1218:6 (Livesay Cross-Examination).

8 Id., 1229:23 — 1230:2 (Livesay Cross-Examination) Redacted - Third Party Designated
Confidential Information

9 Id., 1229:12-16 (Livesay Cross-Examination) (admitting that if Redacted - Third Party Designated
Confidential Information

60 Id., 1229:4-8 (Livesay Cross-Examination) (admitting that in Redacted - Third Party Designated
Confidential Information

81 Id., 1229:4-8 (Livesay Cross-Examination).
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Redacted - Third Party Designated Confidential Information
62

In sum, the DAA was truly as “unprecedented” as Mr. Rasco admitted during the IRP.
Verisign negotiated terms Redacted - Third Party Designated Confidential Information

And despite
discovering a “robust secondary market for TLDs,” NDC and Verisign remain unable to
cite to a single transaction that comes close to replicating the unique control rights Verisign
acquired in the DAA—the very control rights that, as demonstrated below, violate the New
¢TLD Program Rules.

C. The Terms of the DAA Violate the New gTLD Program Rules.

As the Board is aware, the New gTLD Program Rules are “the crystallization of Board-
approved consensus policy concerning the introduction of new gTLDs.”%® Accordingly,
the Rules must be interpreted and applied “in a manner that complies with and reflects
[ICANN’s] Commitments and respects [[CANN’s] Core Values[.]”** This means that the
New gTLD Program Rules must be applied in a consistent, neutral, objective, fair, non-
discriminatory, and transparent manner that complies with relevant principles of
international law, such as the principle of good faith.®> For instance, the New gTLD
Program Rules require transparency from both ICANN and the program applicants. Under
the rules, applicants are required to provide significant details to ICANN about their
business plan for the proposed gTLD; their financial, technical, and operational capabilities
needed to operate a registry; and their management.®® They are further required to maintain
the accuracy and truthfulness of their applications at all times.®” A secret agreement,
especially one kept secret from ICANN and the Internet Community, contravenes this

62 Id., 1230:5 — 1231:4 (Livesay Cross-Examination) (denying that Verisign and NDC entered into a
“borrower-lender” relationship and then proposing and then rejecting analogy to venture capital, since
Verisign did not have “an interest in the entity”).

6 Exhibit 19, Booking.com B.V. v. ICANN, ICDR Case No. 50-20-1400-0247, Final Declaration (3 Mar.
2015), 9 54 (quoting with approval Booking.com’s Request, § 13).

% Exhibit 20, Bylaws, Sec. 1.2.

6 Exhibit 21, Articles, Art. 2(III).

% Exhibit 4, AGB , pp. 1-4, 1-25, 62, A-5 — A-46.
¢ Id., pp. 1-30, 6-2.
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foundational principle of the New gTLD Program Rules and the plain text of the rules
themselves.

NDC, as a consequence of its entry into and compliance with the DAA, violated the New
¢TLD Program Rules by (i) omitting material information from and failing to correct
material misleading information in its .WEB application (Section II1.C.1); (ii) repeatedly
making material misstatements regarding its application to ICANN and other .WEB
applicants (Section III.C.2); (iii) selling, assigning, or transferring the rights and
obligations in its .WEB application to Verisign (Section II1.C.3); and, (iv) submitting bids
on Verisign’s behalf at the ICANN Auction (Section I11.C.4).

1. NDC Failed to Amend its Application

NDC'’s failure to disclose the terms of the DAA was an omission of material information
that violated the New gTLD Program Rules, as the obligations that NDC assumed under
the DAA fundamentally changed the nature of its application. The AGB requires
applicants to warrant that all of the statements in their applications are at all times true,
accurate, and complete.®® Applicants are also required to “promptly” notify ICANN if any
“change in circumstances” rendered the application to be “false or misleading,” whether
by virtue of material information included in or omitted from the application.®” As stated
in Module 6 of the AGB,

Applicant warrants that the statements and representations
contained in the application (including any documents
submitted and oral statements made and confirmed in
writing in connection with the application) are true and
accurate and complete in all material respects, and that
ICANN may rely on those statements and representations
fully in evaluating this application. Applicant
acknowledges that any material misstatement or
misrepresentation (or omission of material information)
may cause ICANN and the evaluators to reject the
application without a refund of any fees paid by Applicant.
Applicant agrees to notify ICANN in writing of any change

14, p. 6-2.
© 4.
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in circumstances that would render any information
provided in the application false or misleading.”’

NDC ignored the AGB’s rules and procedures for amending its application in favor of
concealing the fact that Verisign had now become the real party-in-interest behind its
application—after all, under the DAA, Redacted - Third Party Designated Confidential Information

NDC fundamentally deceived ICANN, other members
of the .WEB Contention Set, and the entire Internet Community into believing that it was
seeking to obtain .WEB for itself in order to compete against .COM (as stated in the
Mission/Purpose statement of NDC’s application).””> However, NDC sold the rights in its
.WEB application to Verisign, the .COM registry, rendering this representation entirely
and irredeemably false.

In fact, once NDC entered into the DAA, NDC’s application was no longer true, accurate,
or complete in several respects. Specifically, the following provisions were rendered
untrue, inaccurate, or incomplete as a result of the DAA:

e NDC represented that, if its Application prevailed, users of .WEB would
“benefit from the long-term commitment of a proven executive team that has
a track-record of building and successfully marketing affinity TLD’s” such as
.CO.7

e NDC represented that its “intention” was “for .WEB to be added to .CO’s
product portfolio, where it can benefit from economies of scale along with the
firm’s [i.e., NDC’s] experience and expertise in marketing and branding TLD
properties.”’*

70 Id. (emphasis added); see also id., p. 1-30 (“If at any time during the evaluation process information

previously submitted by an applicant becomes untrue or inaccurate, the applicant must promptly notify
ICANN via submission of the appropriate forms.”) (emphasis added).

7l Exhibit 11, DAA, Sec. 10(a).

2. Exhibit 22, New gTLD Application for .WEB Submitted to ICANN by NU DOT CO LLC, Application
ID:  1-1296-36138 (13 June 2012) (“NDC .WEB Application”), available at
https://gtldresult.icann.org/applicationstatus/applicationdetails/1053, p. 7 (“The experienced team
behind this application initially launched and currently operates the .CO ccTLD. The intention is for
.WEB to be added to .CO’s product portfolio, where it can benefit from economies of scale along with
the firm’s experience and expertise in marketing and branding TLD properties.”).

3 Id., p. 6 (emphasis added).
o Id p. .
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e NDC represented that, under its stewardship, .CO had “differentiated itself from
other existing TLDs by combining innovative branding” with, inter alia,
“unprecedented marketing campaigns,” and that NDC “plan[ned] to
implement a very similar strategy for .WEB in its launch, operation,
promotion and growth.””

e NDC represented that, if its Application prevailed: “We [i.e., NDC] plan to
target a similar [i.e., to .CO] community of entrepreneurs, startups, and
progressive corporate entities that are looking for an online presence with a
suitable domain name[,]” and that NDC’s “marketing strategy will utilize a 3
pillar framework, similar to that used with .CO.”"°

e NDC represented that, if its Application prevailed, NDC “plan[ned] to foster
the community of users of .WEB via a combination [of] community

engagement and outreach, use-case development and direct marketing to
base.””’

e NDC justified its pursuit of .WEB on the basis, inter alia, that it was seeking to
challenge the dominance of “older incumbent players” (e.g., Verisign).”

e NDC continued to identify itself as the “applicant,” that is, the “entity that
would enter into a Registry Agreement with ICANN.””’

Not only were all of these specific representations to ICANN and the Internet Community
false and misleading after NDC entered into the DAA with Verisign, the entire premise
underlying NDC’s application—i.e., that NDC was applying for the . WEB gTLD rights on
its own behalf and for the reasons stated in its application (rather than on behalf of an
undisclosed, non-applicant)}—became false and misleading. Through the DAA,
Redacted - Third Party Designated Confidential Information

The DAA therefore plainly constituted a “change of

circumstances” that rendered “information provided in the application false or

75 Id. (emphasis added).
76 Id. (emphasis added).
7.

Id,p.6.

7 Exhibit 4, AGB, p. A-5; see Exhibit 22, NDC .WEB Application, p. 1. The final section of the public
portions of NDC’s application provide a “demonstration of technical and operational capability.” Id.,
pp. 13-18. Virtually all of the information provided in this part of the application is based on information
provided by a third party that, following the execution of the DAA, ceased to have any role regarding
the operation of .WEB.
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misleading.”®® Following the execution of the DAA, the sole purpose of NDC’s application
was to Redacted - Third Party Designated Confidential Information

Yet NDC did not, as required, notify ICANN about this
change in circumstances."' Redacted - Third Party Designated Confidential Information

2. NDC’s Material Misstatements

Pursuant to the AGB, “documents submitted and oral statements made and confirmed in
writing in connection with the application” also had to be “true and accurate and complete
in all material respects.”®> NDC violated this “binding” and “material” requirement of the
New gTLD Program Rules by repeatedly concealing Verisign’s control over NDC’s
application.

In fact, during the Afilias v. ICANN merits hearing, NDC admitted that Jose Ignacio Rasco
III (Co-founder, Co-manager, and Chief Financial Officer of NDC) lied to other applicants
and o ICANN about the existence of the DAA and the effect that its terms had on NDC’s
application and autonomy as an applicant. Indeed, Mr. Rasco attempted to spin his
mendacity during the IRP, testifying that he told “a little white lie in order to get [Ruby
Glen] off my back.”® But it was Mr. Rasco’s “white lie” that lay at the foundation of
ICANN’s pre-auction investigation of NDC. And, over the course of that investigation,
Mr. Rasco engaged in additional “white lies” to ICANN Staff and the ICANN
Ombudsman. Specifically,

e Mr. Rasco deliberately avoided answering ICANN Staftf’s direct inquiry about
whether there was “any information that is no longer true and accurate in
[NDC’s] application™®* despite the numerous provisions of the application that
were no longer accurate following NDC’s execution of the DAA.

8 Exhibit 4, AGB, p. 1-30.
81 In fact, NDC could not unilaterally comply with its disclosure obligations in connection with the .WEB
application. The DAA prohibited NDC Redacted - Third Party Designated Confidential Information

xhibit 11, DAA, Sec. 10(a).
82 Exhibit 4, AGB, p. 6-2.

8  Exhibit 14, Hr. Tr., Day 5, 860:17-25; Exhibit 15, Hr. Tr., Day 1, 225:18-24 (NDC Opening
Presentation) (“It’s a white lie that Mr. Rasco is telling Mr. [Nevett] at the time in that conversation.
They had been colleagues in the Internet industry, and Mr. Rasco says, when Mr. [Nevett] was pressing
him on who was making this decision, I just wanted to deflect. It is a natural thing to do. And out of
that comes the complaints to ICANN.”).

8 Exhibit 23, Emails between J. Erwin (ICANN) and J. Rasco (NDC) (27 June 2016).
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e Mr. Rasco informed the ICANN Ombudsman that “[t]here have been no
changes to the [NDC] application. ... Itake my duties very seriously and for
major decisions, I confer with the Members (i.e., shareholders), which again for
clarification, have never changed.”®® However, at the time, neither Mr. Rasco
nor NDC'’s other managers were making any “major decisions” (or even minor
ones) in connection with NDC’s .WEB application. Under the terms of the
DAA, Verisign was making all such decisions.

e Mr. Rasco verbally assured Christine Willett (Vice President of gTLD
Operations, Global Domains Division) that NDC’s “application materials were
still true and accurate” and that NDC’s “decision to not resolve the contention
privately ... was in fact his.”%® This was not true: by the express terms of the
DAA, Redacted - Third Party Designated Confidential Information

In no respects was the
decision not to participate in the planned private auction taken by Mr. Rasco or
anyone else at NDC.¥’

NDC plainly and blatantly breached its warranty to ICANN that “the statements and
representations contained in the application (including any documents submitted and oral
statements made and confirmed in writing in connection with the application) are true and
accurate and complete in all material respects.”*® Moreover, NDC breached its obligation
“to notify ICANN in writing of any change in circumstances that would render any
information provided in the application false or misleading.”®® When expressly given the
opportunity to notify ICANN that NDC’s application had in fact undergone a dramatic
change in circumstances, Mr. Rasco responded by lying to and misleading ICANN. Mr.
Rasco’s oral assertions—confirmed to ICANN in writing—that there had been no changes
to NDC'’s application and that he continued to make all “major decisions” in connection

85 Exhibit 24, Emails between C. LaHatte (Ombudsman) and J. Rasco (NDC) (7 July 2016).

8  Exhibit 25, Emails between Chris LaHatte (ICANN) and Christine Willett (ICANN) (various dates), p.
2.

87 Mr. Rasco’s attempts to downplay Verisign’s control over NDC’s actions during the merits hearing are,

frankly, preposterous. He repeatedly claimed that “I made the decision that we [i.e., NDC] were going
to an ICANN auction” because “I decided on entering the DAA.” Exhibit 14, Hr. Tr., Day 5, 855:14-
18; see id., 867:15-868:1, 872:1-9. Mr. Rasco ignores the undisputed fact that his decision to enter into

the DAA was not a decision to forego a private auction for .WEB—it was a decision to give Verisign
Redacted - Third Party Designated Confidential Information. Exhibit 11, DAA, Ex. A, Sec.

1Gi).
8 Exhibit 4, AGB, p. 6-2.
©Id
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with the .WEB application—were plainly and demonstrably misleading at best, outright
false at worst. Either way, Mr. Rasco’s statements breached NDC’s duty to candor with
ICANN as an applicant in the New gTLD Program.

3. The Resale, Transfer, or Assignment of NDC’s Application

In addition to its failure to disclose material information relevant to its application, NDC
also breached the AGB’s prohibition against an applicant reselling, transferring, or
assigning its application. The AGB states in unambiguous terms that an “[a]pplicant may
not resell, assign, or transfer any of the applicant’s rights or obligations in connection with
the application.”*°

o Redacted - Third Party Designated Confidential Informati
Contrary to the AGB’s anti-assignment clause, " oo o - e Fary besignated Lonfidential fnformation

For
instance,

e Redacted - Third Party Designated Confidential Information

The AGB requires applicants “to notify ICANN in writing of any

change in circumstances that would render any information provided in the

. . . . 9991 Redacted - Third Party Designated Confidential Information
application false or misleading.””" However,

e Redacted - Third Party Designated Confidential Information

13

Pursuant to the AGB, applicants “are
encouraged to reach a settlement or agreement among themselves that resolves
the contention.”®*® An applicant therefore has the right to choose to “withdraw
their application,” “combin[e] in a way that does not materially affect the
remaining application,” or participate in a private auction.” However, NDC

.« . Redacted - Third Party Designated Confidential Information
represented and warranted to Verisign that

9 NDC further Redacted - Third Party Designated Confidential Information

% Id., p. 6-6 (emphasis added).

N Id, p. 6-2.

2 Exhibit 11, DAA, Sec. 4(f) (emphasis added).
% Exhibit 4, AGB, p. 4-6.

% Id

% Exhibit 11, DAA, Sec. 4(j).
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Redacted - Third Party Designated Confidential Information

Y6

e Redacted - Third Party Designated Confidential Information

Verisign and NDC thereby duped ICANN, along with all of the
bona fide applicants for . WEB.

e Redacted - Third Party Designated Confidential Information

The AGB explicitly requires that the applicant engage in the
transition to delegation process for a gTLD.?® However, Verisign is admittedly
“engaged in ICANN’s process to move the delegation of .web forward.””’

Thus, there can be no question that NDC breached the New gTLD Program Rules—
specifically the AGB—through the sale, assignment, and/or transfer of its rights and
obligations in its .WEB application to Verisign.

4, Each of NDC’s Bids at the ICANN Auction Were Invalid
Under the New gTLD Program Rules

Additionally, NDC did not comply with the Auction Rules governing the ICANN Auction.
The AGB provides that “[o]nly bids that comply with all aspects of the auction rules will

% Id., Ex. A, Sec. 1(i) (emphasis added).

97 Id., p. 16 (emphasis added).

% See Exhibit 4, AGB, Module 5 (discussing the applicant’s obligations regarding the transition to

delegation process).

% Exhibit 26, Verisign Inc., Edited Transcript of Earnings Conference Call or Presentation (8 Feb. 2018),
p. 4.
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be considered valid.” '% Hence, NDC’s failure to comply with any of the Auction Rules
renders its bids invalid. And NDC failed to comply with a significant number of Auction
Rules, including the following:

The Auction Rules provide that “/pjarticipation in an Auction is limited to
Bidders.”"*! 1t defines “Bidders” as either: (1) a “Qualified Applicant;” or (2)
a “Designated Bidder” of a Qualified Applicant.!®® A Qualified Applicant is
defined as “[a]n entity that has submitted an Application for a new gTLD, has
received all necessary approvals from ICANN, and which is included in a
Contention Set to be resolved by an Auction.”'”® Verisign did not submit an
application for .\WEB, did not receive any approvals from ICANN, was not part
of the .WEB Contention Set, and was not designated by NDC as its Designated
Bidder. Verisign was therefore not a Bidder under the Auction Rules; yet,
Verisign nonetheless participated in the ICANN Auction through NDC by
virtue of the DAA.

The Auction Rules provide that a Bidder may only “bid on its behalf’!* and
that each “Bid must be placed by a Bidder for its Application in an Open
Contention Set”'* at an ICANN-administered auction. Although NDC was
obligated under the auction rules to participate in the ICANN Auction “on its

own behalf,”!% NDC was contractually obligated to participate in the ICANN
Auction Redacted - Third Party Designated Confidential Information

The Auction Rules provide that all bids must reflect “a price[] which [the]
Bidder is willing to pay to resolve string contention within a Contention Set in

100

101

102

103

104

105

106

107

Exhibit 4, AGB, p. 4-22 (emphasis added).

Exhibit 5, Auction Rules, 9 12 (at p. 2) (emphasis added).

Id., p. 16.

Id., p. 19 (emphasis added).

1d., p. 3 (emphasis added).

1d., 1 40(b) (at p. 7) (emphasis added).

Exhibit 9, ICANN, New gTLD Auctions Bidder Agreement (3 Apr. 2014) (excerpt), p. 1.
Exhibit 11, DAA, Ex. A, Sec. 1.
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favor of its Application.”'®® Although NDC was obligated to submit bids at the
ICANN Auction that reflected the amount that if was willing to pay for .WEB,

NDC was contractually obligated to Redacted - Third Party Designated
Confidential Information

For these reasons, none of NDC’s bids complied with “all aspects of the auction rules.”!!°

The foregoing is simply an outline of NDC’s various breaches of the New gTLD Program
Rules. Afilias reserves the right to present further evidence and additional information to
the Board in this regard at the appropriate time.

III. THE ICANN BOARD MUST DISQUALIFY NDC PURSUANT TO THE
NEW GTLD PROGRAM RULES

In order to comply with its Bylaws-imposed obligation to enforce the New gTLD Program
Rules,'!! the ICANN Board must disqualify NDC’s application for the .WEB gTLD
(Section III.A) and NDC’s bids at the ICANN Auction (Section III.B). The New gTLD
Program Rules further permit ICANN to deem NDC ineligible to enter into a registry
agreement and to delegate the .WEB gTLD to Afilias (as the second-highest bidder at the
ICANN Auction) (Section II1.C).

A. ICANN Must Disqualify NDC’s Application for WEB

The ICANN Board must disqualify NDC’s application in order to ensure that (1) the New
¢gTLD Program embodies transparency, openness, and accountability; (2) enables
competition and open entry in Internet-related markets; and (3) applies standards and
documented polices consistently, neutrally, objective, fairly, and in a non-discriminatory
manner.

108 Exhibit 5, Auction Rules, p. 5 (emphasis added).
109 Exhibit 11, DAA, Ex. A, Sec. 1(h).
110 Exhibit 4, AGB, p. 4-22.

111 Exhibit 20, Bylaws, Sec. 1.2(a)(v) (imposing on ICANN an obligation to make “decisions by applying

documented policies consistently, neutrally, objectively, and fairly[.]”).
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First, ICANN must exercise any discretion that it has consistent with its Articles and
Bylaws. The AGB provides that each applicant “acknowledges that any material
misstatement or misrepresentation (or omission of material information) may cause
ICANN and the evaluators to reject the application without a refund of any fees paid by
Applicant.”''?  NDC’s aforementioned breaches made a mockery of the most basic
principles by which ICANN was required to implement the New gTLD program, including
openness, transparency, fairness, equal treatment of the applicants, and “the participation
of many stakeholder groups in a public discussion.”!'® Furthermore, by failing to
disqualify NDC’s application for its material misstatements, misrepresentations, and
omissions, the ICANN Board will allow NDC and Verisign to deceive not only ICANN,
but the entire Internet Community—ranging from the other .WEB applicants who acted in
good faith and followed the New gTLD Program Rules, to the consumers and users of
Internet services who were falsely led to believe that they had the opportunity to review
and comment on the applications of all applicants who were seeking the gTLD rights in
.WEB.

Second, NDC must be prohibited from entering into a Registry Agreement because it
cannot comply with the representations and warranties therein. ICANN’s standard form
Registry Agreement, which is incorporated into the AGB, states:

Registry Operator represents and warrants to ICANN ...
[that] all material information provided and statements
made in the registry TLD application, and statements made
in writing during the negotiation of this Agreement, were
true and correct in all material respects at the time made, and
such information or statements continue to be true and
correct in all material respects as of the Effective Date
except as otherwise previously disclosed in writing by
Registry Operator to [CANN[.]'!*

NDC'’s application remains untrue and inaccurate, as discussed above, and therefore NDC
cannot comply with the above requirements of completeness, truthfulness, and accuracy.

Third, the ICANN’s Bylaws require that ICANN “enable competition” and “[i]ntroduc|e]
and promot[e] competition in the registration of domain names where practicable and

112 Exhibit 4, AGB, p. 6-2.
114 p. 145,
114 1d., New gTLD Agreement, Sec. 1.3(a)(i).
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beneficial to the public interest[.]”!!> The ICANN Board launched the New gTLD Program
“in fulfillment of a core part of ICANN’s Bylaws: [namely] the introduction of competition
and consumer choice in the DNS.”!' Indisputably, the .COM gTLD—run by Verisign—
dominates that domain name space. The .WEB gTLD is widely seen as the best potential
competitor to .COM from the New gTLD Program. As aresult of NDC’s various breaches
of the New gTLD Program Rules, Verisign, long the dominant player in the DNS, stands
at the precipice of acquiring the next best alternative to its dominant .COM registry, despite
not having applied for .WEB and not having informed ICANN or the global Internet
Community of its intention to do so. Verisign’s secret “indirect participation” in the .WEB
Contention Set through NDC was plainly an effort to mislead ICANN and the global
Internet Community which rightly would be concerned about Verisign’s attempt to corner
the market on “truly generic gTLDs.” The ICANN Board must uphold its mandate to
“enable competition” and disqualify NDC’s .WEB application for its blatant violations of
the New gTLD Program Rules. In doing so, the ICANN Board will protect and promote
competition within the DNS—i.e., one of the principal purposes of the New gTLD
Program, and indeed, of ICANN.

Fourth, by allowing Verisign secretly to take over NDC’s application—to “indirectly
participate” in the contention set and to seek to become the registry operator for .\WEB
under the cover of NDC’s application—ICANN wiped away the years of “‘carefully
deliberated policy development work’ by the ICANN Community[,]” which had resulted
in “an application and evaluation process for new gTLDs that is aligned with the policy
recommendations” made by the Internet Community, and which were meant to advance
ICANN’s Mission in a manner that is consistent with its Articles and Bylaws (i.e., in a
manner that applies standards and documented polices consistently, neutrally, objective,
fairly, and in a non-discriminatory manner).'!” Other applicants in the .WEB Contention
Set—who followed the “clear roadmap”'!® provided by the New gTLD Program Rules for
reaching delegation of the .WEB domain—were plainly treated differently from Verisign,
who was allowed by ICANN to participate “indirectly” in the .WEB Contention Set
without ever having submitted an application, without being the subject to the public notice
and comment and evaluation process, and without ever being required to disclose even its

115 Exhibit 20, Bylaws, Sec. 1.2(a), 1.2(b)(iv).

116 Exhibit 27, ICANN Board Rationales for the Approval of the Launch of the New gTLD Program (20
June 2011), available at https://www.icann.org/en/system/files/bm/rationale-board-approval-new-gtld-
program-launch-20junl 1-en.pdf, p. 7.

17 See, e.g., Exhibit 19, Booking.com B.V. v. ICANN, ICDR Case No. 50-20-1400-0247, Final Declaration
(3 Mar. 2015), 99 11, 14 (quoting Exhibit 4, AGB, Preamble).

118 See, e.g., id., J 14 (quoting Exhibit 4, AGB, Preamble).
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interest in the .WEB gTLD until affer the contention set was resolved in favor of its agent,
NDC.

B. ICANN Must Disqualify NDC’s Bids at the ICANN Auction

Independently, ICANN is further required to disqualify NDC’s bids as invalid. For the
reasons discussed above, each bid that NDC placed " was invalid under
the New gTLD Program Rules because “[o]nly bids that comply with all aspects of the
auction rules will be considered valid.”!'® As discussed at Section I1.C.4 above, each of
NDC’s bids at the ICANN Auction failed to fully comply with the auction rules.

Specifically, each of NDC’s bids were, as provided for in the DAA, submitted
Redacted - Third Party Designated Confidential Information

Under the Auction Rules, an invalid bid must be treated as “an exit bid at the start-of-round
price for the current auction round.”'?® In other words, each of NDC’s bids was required
to be treated as “an exit bid.” NDC should never have been allowed to move to the next
bidding round because, once its subterfuge was discovered, all of its bids should have been
declared in default—from its opening bid to its winning bid. As stated by the Auction
Rules:

Once declared in default, any Winner is subject to immediate
forfeiture of its position in the Auction and assessment of
default penalties.

After a Winner is declared in default, the remaining
Applications (that have not been withdrawn from the New
¢gTLD Program) which are not in a Direct Contention
relationship with any of the non-defaulting Winning
Applications will receive offers to have their Applications
accepted, one at a time, in descending order of and subject
to payment of its respective final Exit Bid. In this way, the
next Bidder would be declared the winner subject to
payment of its Exit Bid.'*!

119 Exhibit 4, AGB, p. 4-22 (emphasis added).
120 74 p. 4-23.

121 Exhibit 5, Auction Rules, 9 58-59 (emphasis added); Exhibit 4, AGB, p. 4-26 (“Once declared in
default, any winning bidder is subject to immediate forefeiture of its position in the auction and
assessment of default penalties. After a winning bidder is declared in default, the remaining bidders will
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There is nothing in the New gTLD Program Rules to suggest that ICANN has any
discretion to do anything other than disqualify each of NDC’s invalid bids. The ICANN
Board is required to declare NDC’s bids in default and offer .WEB to Afilias as the second
highest bid after NDC’s bid is disqualified.!'??

The Auction Rules—and ICANN'’s lack of discretion in enforcing them—are consistent
with ICANN’s governing principles of openness, fairness, accountability, good faith and
non-discrimination. If the application or the bid of a “Winning Bidder” is disqualified by
ICANN, then it is only fair that the “Qualified Applicant” with the next highest bid should
be offered the opportunity to obtain the TLD rights subject to payment of its exit bid. That
applicant (in this case, Afilias) will have gone through the expensive, arduous, and multi-
year process of reaching the ICANN Auction phase, and will have submitted the highest
valid bid to acquire the rights to the Domain.

C. ICANN Must Declare NDC Ineligible to Enter into a Registry
Agreement

ICANN is authorized to (and should) declare NDC ineligible to enter into a Registry
Agreement as a consequence of NDC’s repeated violations of the New gTLD Program
Rules. ICANN requires that registries represent and warrant to ICANN that “all material
information provided and statements made in the registry TLD application ... were true
and correct in all material respects at the time made, and such information or statements
continue to be true and correct in all material respects” in the Registry Agreement; NDC
cannot validly make such as representation for the reasons stated above, and therefore
cannot validly enter into a Registry Agreement with ICANN.!?3

Such relief is warranted. ICANN has expressly contemplated the possibility that the
winning applicant of an ICANN-administered auction may later be declared ineligible to
enter into a Registry Agreement. According to the Auction Rules,

If, at any time following the conclusion of an Auction, the
Winner is determined by ICANN to be ineligible to sign a
Registry Agreement for the Contention String that was the
subject of the Auction, the remaining Bidders ... will receive
offers to have their Applications accepted, one at a time, in

recieve an offter to have their applications accepted, one at at time, in descending order of their exit bids.
In this way, the next bidder would be declared the winner subject to payment of its last bid price.”).

122 See Exhibit 5, Auction Rules, 49 58-59
122 Id., New gTLD Agreement, Sec. 1.3(a)(i).
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descending order of and subject payment of its respective
Exit Bid. In this way, the next Bidder would be declared
the Winner subject to payment of its Exit Bid.'**

ICANN should therefore declare that NDC ineligible to enter into a Registry Agreement
with ICANN for the .WEB gTLD as a consequence of NDC’s repeated violations of the
New gTLD Program Rules. As a consequence of NDC’s ineligibility, [CANN must then
offer the .WEB gTLD to Afilias, the second-highest bidder at the ICANN Auction. The
Auction Rules do not grant ICANN Staff or the ICANN Board discretion over the matter.'?>

IV. ICANN MUST COMPLY WITH ITS TRANSPARENCY OBLIGATIONS

The ICANN Bylaws require that ICANN hold itself to high standards of transparency and
openness.'?®  These standards require that ICANN (1) operate “through open and
transparent processes”;'2’ (2) “[p]reserve and enhance the ... openness of the DNS and the
Internet;”!'?® (3) “employ[] open, transparent and bottom-up, multistakeholder policy
development processes;”'? and (4) “operate to the maximum extent feasible in an open
and transparent manner and consistent with procedures designed to ensure fairness”.!*
Complete transparency in regards to the .WEB gTLD is further underscored by the Afilias
v. ICANN IRP Panel’s determination that, in its treatment of Afilias’ complaints about
NDC’s conduct, the Board violated its “commitment to operate ‘in an open and transparent

manner and consistent with procedures to ensure fairness.””!3!

ICANN has failed to comply with this commitment to transparency in two significant ways,
and must act quickly in order to rectify these failures.

First, ICANN has kept the DAA confidential. ICANN must disregard its self-imposed and
unjustifiable obligation to keep the document confidential because ICANN’s present
position sends a message to all future New gTLD Program applicants that ICANN will

124 Exhibit 5, Auction Rules, 9 62 (emphasis added).
125 Exhibit 5, Auction Rules, 9 62 (noting that the next applicant “will receive [an] offer[]”).
126 Exhibit 20, Bylaws, Secs. 1.2(a); 1.2(a)(i); 1.2(a)(iv); id., Art. 3.

127" Exhibit 20, Bylaws, Sec. 1.2(a).

128 Exhibit 20, Bylaws, Sec. 1.2(a)(i).

129 Exhibit 20, Bylaws, Sec. 1.2(a)(iv).

130 Exhibit 20, Bylaws, Sec. 3.1 (emphasis added).

131 Exhibit 1, IRP Decision, q 332.
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allow them to engage in subterfuge and keep secrets from ICANN and other applicants
without reprimand or censure. The ICANN Board must not set this precedent, especially
since disclosure not only is in line with ICANN’s transparency obligations but also sets
strong precedent that ICANN will not tolerate attempts to undermine core ICANN
principles, such as ensuring “open and transparent processes”!*? and “operat[ing] to the
maximum extent feasible in an open and transparent manner and consistent with

procedures designed to ensure fairness”.!

Second, ICANN has not posted the Afilias v. ICANN hearing transcripts. The Afilias v.
ICANN hearing occurred over one year ago, and still only the IRP participants have access
to the transcripts. Such a delay is simply unacceptable, especially in light of ICANN’s
obligation to operate “with efficiency and excellence”.!** 1In fact, ICANN’s own counsel
agree that the transcripts must be made public, as seen by Mr. Eric Enson’s assertion that
“ICANN will be posting transcripts of the .WEB hearing” on 11 June 2021.'% Yet, over
14 months after the hearing and over four months after ICANN’s reassurance, the
transcripts remain private. The ICANN Board cannot allow the continued concealment of
these important IRP documents from the Internet community.

The ICANN Board, in order to comply compliance with the transparency obligations under
the Bylaws, as interpreted by the Afilias v. ICANN IRP Panel, must adopt fairer and more
transparent practices in regards to the .WEB gTLD—such as by ensuring that both the
DAA and the Afilias v. ICANN hearing transcripts are hastily made available to the Internet
community.

V. CONCLUSION

When the question of NDC’s compliance with the New gTLD Program Rules is properly
before the ICANN Board—i.e., after the Afilias v. ICANN IRP Panel issues its decision on
Afilias’ Article 33 Application, and any follow-on litigation—the ICANN Board must
apply the New gTLD Program Rules in a consistent, neutral, fair, and transparent manner
that complies with international law. As shown above, the application of those rules in
such a manner necessitates the disqualification of NDC’s .WEB application and the
rejection of its bids at the auction. The rules also require that the Board deem NDC
ineligible to enter into a registry agreement for .WEB and to offer the .WEB gTLD to one

132 Exhibit 20, Bylaws, Sec. 1.2(a).
133 Exhibit 20, Bylaws, Sec. 3.1 (emphasis added).
134 Exhibit 20, Bylaws, Sec. 1.2(b)(v).

135 Exhibit 6, Afilias v. ICANN, ICDR Case No. 01-18-0004-2702, Email from E. Enson (Counsel for
ICANN) to Afilias and Amici (11 June 2021).
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of the remaining Bidders, “one at a time, in descending order of and subject payment of its
respective Exit Bid. In this way, the next Bidder would be declared the Winner subject to
payment of its Exit Bid.”'*® The Board simply cannot sanction the manner in which NDC
and Verisign subverted the application process for .WEB and act consistently with its
Articles, Bylaws, and Rules themselves. Were it to do so, it would have rendered the entire
New gTLD Program system a nullity, while also making a mockery of the basic principles
by which—according to ICANN’s Articles and Bylaws—ICANN must operate.

In order to facilitate the ICANN Board’s proper evaluation and application of the New
gTLD Program Rules, at the appropriate time, Afilias requests permission to make an oral
presentation to the [ICANN Board on the .WEB matter.

Afilias further reserves all of its rights and remedies in all available fora whether within or
outside of the United States of America in regards to this matter.

Sincerely,

et

Arif Hyder Ali
Counsel for Altanovo Domains Limited

Enclosures (Exhibits 001-027)

136 Exhibit 5, Auction Rules, 9 58-59.
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As a global provider of domain name registry services and internet infrastructure, Verisign
reviews the state of the domain name industry each quarter through a variety of statistical
and analytical research, as well as relevant industry insight. Verisign provides this brief

to highlight important trends in domain name registrations, including key performance
indicators and growth opportunities, to industry analysts, media and businesses.

EXECUTIVE SUMMARY TOP 10 LARGEST TLDs BY NUMBER
OF REPORTED DOMAIN NAMES

The first quarter of 2022 closed with 350.5 million domain name registrations across all top-
Source: ZookNIC, Q1 2022; Verisign, Q1 2022; Centralized Zone Data Service, Q1 2022

level domains, an increase of 8.8 million domain name registrations, or 2.6%, compared to the
fourth quarter of 2021."? Domain name registrations have increased by 13.2 million, or 3.9%,
year over year.'? 161.3M ))

The .com and .net TLDs had a combined total of 174.7 million domain name registrations 2060 <®
in the domain name base?® at the end of the first quarter of 2022, an increase of 1.2 million

domain name registrations, or 0.7%, compared to the fourth quarter of 2021. The .com and 17.9M (@
.net TLDs had a combined increase of 6.7 million domain name registrations, or 4.0%, year

over year. As of March 31, 2022, the .com domain name base totaled 161.3 million domain 13.4M —<@

name registrations, and the .net domain name base totaled 13.4 million domain name

registrations. 11.1M —<®
New .com and .net domain name registrations totaled 10.2 million at the end of the first 1060 <@
quarter of 2022, compared to 11.6 million domain name registrations at the end of the first '

quarter of 2021. 6.2M <®

Total country-code TLD domain name registrations were 133.4 million at the end of the first

quarter of 2022, an increase of 6.0 million domain name registrations, or 4.7%, compared to 5.M i@
the fourth quarter of 2021.'2 ccTLDs increased by 3.1 million domain name registrations, or i@
2.4%, year-over-year."? 4.9M

Total new-generic TLD domain name registrations were 26.3 million at the end of the first 4.0M 4(@
quarter of 2022, an increase of 1.6 million domain name registrations, or 6.6%, compared to
the fourth quarter of 2021. ngTLDs increased by 3.5 million domain name registrations, or As of March 31,2022, the 10 largest TLDs by number of reported

0 .
16.3%, year over year. domain names were .com, .cn, .de, .net, .uk, .org, .nl, .ru, br and xyz."24
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TOP 10 LARGEST ccTLDs BY NUMBER OF REPORTED DOMAIN NAMES

Source: ZookNIC, Q1 2022
For further information on The Domain Name Industry Brief methodology, please refer to the last page of this brief.

The top 10 ccTLDs, as of March 31, 2022, were .cn, .de, .uk, .nl, .ru, .br, .fr, .eu, .au and .it."? As of March 31, 2022, there
were 308 global ccTLD extensions delegated in the root zone, including internationalized domain names, with the top
10 ccTLDs comprising 60.3% of all ccTLD domain name registrations.’?
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ngTLDs AS PERCENTAGE OF TOTAL TLDs

Source: ZookNIC, Q1 2022; Verisign, Q1 2022; and Centralized Zone Data Service, Q1 2022

The top 10 ngTLDs represented 51.1% of all ngTLD domain name registrations. The
following chart shows ngTLD domain name registrations as a percentage of overall
TLD domain name registrations, of which they represent 7.5%. In addition, the chart
on the right highlights the top 10 ngTLDs as a percentage of all ngTLD domain name
registrations for the first quarter of 2022.

ngTLDs

Total TLDs
350.5 million

Less Total ngTLDs

92.5% 7.5%
324.2 million 26.3 million

Nip 24%
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GEOGRAPHICAL ngTLDs AS PERCENTAGE OF
TOTAL CORRESPONDING GEOGRAPHICAL TLDs

Source: ZookNIC, Q1 2022 and Centralized Zone Data Service, Q1 2022

As of March 31, 2022, there were 50 ngTLDs delegated that met the following
criteria: 1) had a geographical focus and 2) had more than 1,000 domain name
registrations since entering general availability. The chart on the left summarizes
the domain name registrations as of March 31, 2022, for the listed ccTLDs and
the corresponding geographical ngTLDs within the same geographic region. In
addition, the chart on the right highlights the top 10 geographical ngTLDs as a
percentage of the total geographical TLDs.

ngTLDs

Total Geo TLDs
67.3 million

Less ngTLDs (ccTLDs) 0
98.70 1.3%

66.4 million 0.3 million

.de .uk.nl ru fr.au .ca.ch .es .
s .bejp .at za .mx .tw ir .ae Jaris 2.3%

hamburg 2.3%

.amsterdam 2.5% /

hayern 3.5%—/ Jondon 4.3%
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NEW ON THE VERISIGN BLOG / January — March 2022

ROUTING WITHOUT RUMOR: SECURING THE INTERNET’S ROUTING SYSTEM

The increasingly critical role of the internet and the evolving cyberthreat landscape require a better
approach for protecting routing information and preventing route leaks and route hijacks. Just as
ensuring that DNS is secure, stable and resilient is a priority for Verisign, so is making sure that the
routing system has these characteristics.

OBSERVATIONS ON RESOLVER BEHAVIOR DURING DNS OUTAGES

When an outage affects a component of the internet infrastructure, there can often be downstream
ripple effects affecting other components or services. We would like to share our observations of
this impact in the case of two recent such outages, measured at various levels of the DNS hierarchy,
and discuss the resultant increase in query volume due to the behavior of recursive resolvers.

THE DOMAIN NAME INDUSTRY BRIEF / VOLUME 19, ISSUE 2 5


https://blog.verisign.com/security/routing-security/
https://blog.verisign.com/security/facebook-dns-outage/

VERISIGN

ABOUT VERISIGN

Verisign, a global provider of domain name registry services and internet
infrastructure, enables internet navigation for many of the world's most recognized
domain names. Verisign enables the security, stability, and resiliency of key internet
infrastructure and services, including providing root zone maintainer services,
operating two of the 13 global internet root servers and providing registration
services and authoritative resolution for the .com and .net top-level domains, which
support the majority of global e-commerce. To learn more about what it means to be
Powered by Verisign, please visit verisign.com.

LEARN MORE

To access the archives for The Domain Name Industry Brief, please go to
verisign.com/dnibarchives. Email your comments or questions to
domainbrief@verisign.com.

METHODOLOGY

The data presented in this brief, including quarter-over-quarter and year-over-year
metrics, reflects information available to Verisign at the time of this brief and may
incorporate changes and adjustments to previously reported periods based on
additional information received since the date of such prior reports, so as to more
accurately reflect the growth rate of domain name registrations. In addition, the data
available for this brief may not include data for all of the 308 ccTLD extensions that
are delegated to the root zone, and includes only the data available at the time of the
preparation of this brief. Beginning with Vol 19, Issue 1 of The Domain Name Industry
Brief, the .tk .cf, .ga, .gg and .ml ccTLDs have been excluded from all applicable
calculations. The historical data has been adjusted from Vol 19, Issue 1 forward.

For generic TLD and ccTLD data cited with ZookNIC as a source, the ZookNIC
analysis uses a comparison of domain name root zone file changes supplemented with
other authoritative data sources and independent approximations. For more information,
see zooknic.com.

1 Per the Editor’s Note in Vol 19, Issue 1 of The Domain Name Industry Brief, all figure(s) exclude domain names in the .tk, .cf, .ga, .gq and .ml ccTLDs operated by Freenom. Quarterly and year-over-year trends have been calculated relative to historical figures that have also been adjusted to exclude these five ccTLDs.

2 The generic TLD, ngTLD and ccTLD data cited in this brief: (i) includes ccTLD internationalized domain names, (i) is an estimate as of the time this brief was developed and (iii) is subject to change as more complete data is received. Some numbers in this brief may reflect standard rounding.

3 The domain name base is the active zone plus the number of domain names that are registered but not configured for use in the respective TLD zone file plus the number of domain names that are in a client or server hold status. The .com and .net domain name registration figures are as reported in Verisign's most recent

SEC filings.
4 Line break indicates that the .com line has been shortened for display considerations

Verisign.com

© 2022 VeriSign, Inc. All rights reserved. VERISIGN, the VERISIGN logo, and other trademarks, service marks, and designs are registered or unregistered trademarks of VeriSign, Inc. and its subsidiaries in the United States and in foreign countries.

All other trademarks are property of their respective owners.
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HOME DOMAIN NAMES VERISIGN AS A DOMAIN REGISTRY

Verisign operates the authoritative registry of .com, .net, .name, .cc, and .tv
domain names, and offers domain registry services for a range of additional

domain names, including Local Language Domain Names and new generic top-
level domains (TLDs).

.tv ‘net *com .cc .name

.edu gov

The domains that define the Internet are powered by VERISIGN 0

One of the Industry’s Most Scalable,

Reliable Resolution and Registration
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Every day, billions of consumers and businesses worldwide rely on Verisign for
access to e-commerce and communications.

Trusted provider of internet infrastructure
services for the networked world

Verisign has maintained 100 percent operational accuracy and stability of
the .com and .net DNS for more than 25 years, and has the reputation of
being one of the most reliable and trusted networks in the world.

Delivering unmatched performance in domain
name system (DNS) services

We provide the routing support for approximately 174.7 million domain
names ending with .com and .net, as well as other TLDs ending

in .tv, .name, .cc, .edu and .gov—processing more than approximately
226.5 billion DNS queries a day.

More than half of the world's DNS hosts rely on the Verisign .com and .net
infrastructure.

We manage relationships with approximately 2,000 ICANN-
accredited registrars who generally submit more than 100 million domain
name transactions daily.

We are committed to investing in our DNS infrastructure to meet ever
growing demand, as access to the internet expands worldwide.

We continuously monitor DNS queries to identify growing and emerging
markets that require expanded infrastructure services to enhance
reliability and responsiveness.

Striving to enable the full potential of the internet

Our commitment to research and development of critical internet

infractriirtiira halnec anahla tha intarnat tn lkaan Nnara with tha winrld’c
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increasing reliance on web-based applications and internet-connected

devices.

We have developed complementary services and tools to help registrars

find and register more domain names that their customers value. Our

global support team is available 24/7 to assist in numerous languages.

We share our expertise in evolving trends by making data about the .com

and .net zones publicly available, and actively contribute to community

policy and internet standards development.

We are committed to enable companies and consumers to expand their

online presence and engage in communications and e-commerce on the

internet.

Build Your Online

Presence

Establish your Web
presence with Verisign's
reliable and secure domain
names.

DOMAIN NAMES

.COM

NET

FIND YOUR DOMAIN NAME
FIND A REGISTRAR

WHOIS

ZONE FILE INFORMATION

Contact

Find a Domain
Name

Get online with a domain

name powered by Verisign.

ABOUT VERISIGN

EXECUTIVE TEAM

INVESTOR RELATIONS

NEWSROOM

TECHNOLOGY EVENTS

CAREERS

REPORT A SECURITY VULNERABILITY

Share

https://www.verisign.com/en_US/domain-names/domain-registry/index.xhtml

Find a Registrar

Ready to Register a
Domain Name? Choose a
Verisign accredited domain
name registrar to register
or renew your domain
name.

SUPPORT
CONTACT US

BLOG

FOLLOW US

f ¥in

LANGUAGE:

ENGLISH CHINESE (SIMPLIFIED)

Find a Domain
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Donuts Acquires Afilias

Acquisition announced on November 19 closed on December 29, 2020

oonutsSinc

NEWS PROVIDED BY
Afilias —
Dec 29, 2020, 12:00 ET

BELLEVUE, Wash., Dec. 29, 2020 /PRNewswire/ -- Donuts Inc., the global leader in next
generation top-level domains (TLDs) and digital identity, today announced that it has
completed its acquisition of Afilias, Inc., a leading TLD registry operator and provider. Now
under one corporate structure, the two companies will continue to operate securely and

reliably with no significant changes for either registrars or registry services clients.

"We are very excited about completing this acquisition and bringing Afilias and Donuts
together. Our combined teams can now begin developing an integration plan, with a goal of
minimizing disruption to those we serve," said Akram Atallah, Donuts' CEO. "We expect no
changes in the short term, and ample notice on any changes that are decided. Security,

stability and reliability continue to be our top priorities," he continued.

"We congratulate Donuts and are proud to join the team," said Ram Mohan, Afilias' Chief
Operating Officer. "Together we look forward to delivering promising new technologies and
best practices to our registry clients, registrars, employees and the entire domain

community."

Afilias was advised by Moelis & Company LLC and Sidley Austin LLP while Donuts was advised

by Kirkland & Ellis LLP. The acquisition price remains undisclosed.

3



Key Employee Contact:
Mina Neuberg
Chief Marketing Officer, Donuts Inc.

mina@donuts.email

SOURCE Afilias

Related Links

http://www.afilias.info
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Donuts Inc. and Afilias, Inc. Rebrand
to ldentity Digital

m identity
digital

NEWS PROVIDED BY
Identity Digital —
Jun 22,2022, 06:00 ET

Fresh Rebrand Unveils New Name and Logo Reflecting Commitment to Digital Identity, Not

Just Domains

BELLEVUE, Wash., June 22, 2022 /PRNewswire/ -- Donuts Inc. and Afilias, Inc. have a fresh
new look after major rebranding efforts, uniting them under a new company name and
single brand. Identity Digital™ was chosen to reflect better the commitment to helping
customers find, grow and protect their authentic digital identities. A new corporate name,
logo, visual identity, voice/tone and website (identity.digital) are all critical elements in
bringing the rebrand to life. This rebrand coincides with helping customers understand that
they no longer have to compromise when they get their domain name. As the heart of their

digital identity, they can use both sides of the dot to express what their company is and why

it matters.

Donuts Inc. was founded in 2010 and acquired Afilias, a leading top-level domain (TLD)
registry operator and service provider, in 2020. United under one brand, Identity Digital
cements its status as a leader in connecting the online world with domain names and related
technologies that allow people to build, market, and own their authentic digital

identities. The company is behind nearly 300 top-level domain (TLD) extensions (more than

any other registry), previously branded under TrueName Domains. S



"This brand refresh is an exciting moment for our company and stakeholders," said Akram J.
Atallah, CEO, Identity Digital. "ldentity Digital reflects a stronger platform for expressing the
core values we have had all along - to provide a secure, authentic digital identity. The new
name lets us more precisely define to customers who we are and what we can do for them.
The internet is expanding, and businesses must have a digital presence to survive and be

successful, so the timing was critical."

Many forward-thinking companies are moving towards industry-specific, short, memorable
descriptive domain extensions to help define an authentic digital identity and positively
impact SEO. Descriptive domains also allow businesses to creatively use both the left and
right side of the dot to tell the world who they are and what they do and stand out from
competitors. For instance, the domains builders.studio, armoire.style, and xbox.games are not

only striking and concise, but they clearly express what these companies are about.

"This rebrand is a major milestone for the company. It is about much more than a new name
or new look," Atallah reinforced. "It's about the business culture that resonates with
customers, partners, and employees. Identity Digital is designed to become synonymous with
people's authentic digital identity. This new brand and evolving positioning perfectly illustrate

our growing presence and importance in this market."

About Identity Digital

Identity Digital Inc. simplifies and connects the online world with domain names and related
technologies to empower people to build, market, and own their authentic digital identities.
With the world's largest portfolio of nearly 300 TLDS such as .live, .technology, and .restaurant,
Identity Digital operates around 25 million domains on its innovative registry services
platform. In addition, they enable customers to discover, register, support and use high-
quality domain names with its registrar, Name.com. Headquartered in Bellevue, WA, Identity
Digital is a global company with approximately 300 employees. For more information, please

visit identity.digjtal

Contact



Sacha Arts
Bella Vista Communications
(408) 458.6316

sacha@bellavista.agency

SOURCE Identity Digital
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ICANN

New gTLD Application Submitted to ICANN by: Altanovo Domains Limited

Application Downloaded On: 10 Sep 2021
String: WEB
Application ID: 1-1013-6638

Applicant Information

1. Full legal name

Altanovo Domains Limited

2. Address of the principal place of business
Contact Information Redacted

3. Phone number

Contact Information Redacted

4. Fax number

5. If applicable, website or URL

Primary Contact

6(a). Name

Liz Herssens

6(b). Title

Project Manager

6(c). Address

6(d). Phone Number

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 1/45



7/28/22, 11:37 AM 1-1013-6638_WEB (5).html

Contact Information Redacted
6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

John Kane

7(b). Title

Vice President, Corporate Services

7(c). Address

7(d). Phone Number

Contact Information Redacted
7(e). Fax Number

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

8(b). State the specific national or other jurisdiction that defines the type of entity identified in
8(a).

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.
9(b). If the applying entity is a subsidiary, provide the parent company.

9(c). If the applying entity is a joint venture, list all joint venture partners.

not a joint venture

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 2/45
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Applicant Background

11(a). Name(s) and position(s) of all directors

Name Position
M. Scott Hemphill | | Director
Roman Cremin Director

1-1013-6638_WEB (5).html

11(b). Name(s) and position(s) of all officers and partners

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

Position

Applicant is a wholly-owned subsidiary of Altanovo Limited, which is a wholly-owned
subsidiary of Altanovo, Inc

11(d). For an applying entity that does not have directors, officers, partners, or shareholders:

Name(s) and position(s) of all individuals having legal or executive responsibility
Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

WEB

14A. If applying for an IDN, provide the A-label (beginning with "xn--'

),

14B. If an IDN, provide the meaning, or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.

14C1. If an IDN, provide the language of the label (in English).

14C2. If an IDN, provide the language of the label (as referenced by ISO-639-1).

14D1. If an IDN, provide the script of the label (in English).

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html
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14D2. If an IDN, provide the script of the label (as referenced by ISO 15924).

14E. If an IDN, list all code points contained in the U-label according to Unicode form.

15A. If an IDN, upload IDN tables for the proposed registry. An IDN table must include:

1. the applied-for gTLD string relevant to the tables,
2. the script or language designator (as defined in BCP 47),
3. table version number,
4, effective date (DD Month YYYY), and
5. contact name, email address, and phone number.
Submission of IDN tables in a standards-based format is encouraged.

15B. Describe the process used for development of the IDN tables submitted, including
consultations and sources used.

15C. List any variants to the applied-for gTLD string according to the relevant IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or rendering
problems concerning the applied-for gTLD string. If such issues are known, describe steps that
will be taken to mitigate these issues in software and other applications.

The Applicant anticipates the introduction of this TLD without operational or rendering problems.
Based on a decade of experience launching and operating new TLDs, Afilias, the back-end provider
of registry services for this TLD, is confident the launch and operation of this TLD presents no
known challenges. The rationale for this opinion includes:

e The string is not complex and is represented in standard ASCII characters and follows relevant
technical, operational and policy standards;

e The string length is within lengths currently supported in the root and by ubiquitous Internet
programs such as web browsers and mail applications;

e There are no new standards required for the introduction of this TLD;

¢ No onerous requirements are being made on registrars, registrants or Internet users, and;

e The existing secure, stable and reliable Afilias SRS, DNS, WHOIS and supporting systems and
staff are amply provisioned and prepared to meet the needs of this TLD.

17. OPTIONAL.
Provide a representation of the label according to the International Phonetic Alphabet
file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 4/45
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(http://www.langsci.ucl.ac.uk/ipa/).

18A. Describe the mission/purpose of your proposed gTLD.

On 29 December 2020, Afilias, Inc. consummated a merger transaction with Donuts,Inc. whereby
Afilias,Inc. became a wholly-owned subsidiary of Donuts,Inc. (the “Merger”). As part of that
transaction, certain subsidiaries of Afilias, Inc. were spun out from the Afilias group
immediately prior to the Merger, and became subsidiaries of a new Delaware corporation named
Altanovo, Inc. formed for the purposes of the spin-out. 1Included in the companies spun out to
Altanovo was Afilias Domains No.3 Limited, the Applicant for the .WEB top-level domain, which was
renamed Altanovo Domains Limited as a consequence of the Merger. Accordingly, the Applicant is
now a wholly-owned subsidiary of Altanovo Limited, an Irish holding company that is a wholly-owned
subsidiary of Altanovo, Inc. The shareholders of Altanovo, Inc. are comprised of a sub-set of the
shareholders of Afilias, Inc. immediately prior to the Merger. Holders of 71.4% of the shares of
Afilias, Inc. opted into purchasing shares of Altanovo, Inc. at the Closing of the Merger, and
that group constitutes the shareholder base of Altanovo, Inc.

Subsequent to the Merger, Altanovo Domains Limited entered into a registry services agreement with
Afilias Limited which provides that Afilias will provide comprehensive back-end registry services
to the Applicant in the event that the Applicant becomes the registry operator for the .WEB TLD.
This is consistent with the original application submitted by the Applicant, because although the
Applicant and Afilias Limited were members of the same corporate group at the time of the
submission of the application, the role of Afilias Limited in delivering registry services on
behalf of the Applicant was described as the back-end provider of registry services in support of
the Applicant. Therefore, the only change with respect to the description of the registry
services associated with the Application is that now the Applicant and Afilias Limited are no
longer part of the same corporate group, but parties to a registry services agreement. All
references to “Afilias” in the application are intended to refer to Afilias Limited in its role as
back-end registry service provider.

Mission and purpose

The goal of the .WEB TLD is to help users of the Internet establish meaningful and relevant
identities while promoting themselves or their groups, companies or organizations at the same
time. This TLD will open up new opportunities for individuals, businesses and organizations to
garner a unique piece of the Internet in a space where they can secure the domain name they want
but can’t have currently.

Businesses and organizations will want to acquire a domain in the .WEB TLD:

e A professional web presence is desired to support merchandising, retailing efforts and business
goals.

e Retailers may wish to obtain a .WEB domain to create websites to support or announce planned
business offerings and marketing efforts in the “web” arena.

e The web is an indispensible part of virtually every individual’s and business’ life today.

“As of 2011, more than 2.2 billion people - nearly a third of Earth’s population - uses the
services of the Internet.” (source: Internet World Stats, updated 31 March 2011). Considering that
many of this population have heretofore been unable to get the domain name they desired because it
was already taken or reserved in a .com or .net environment, the need for a new TLD with a well-
established name in the industry is obvious. And nothing is as synonymous with “Internet” or “net”
as the word, “web”.

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 5/45
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18B. How do you expect that your proposed gTLD will benefit registrants, Internet users, and
others?

The .WEB TLD will be positioned to become one the most-used, professional Internet spaces
available.

i. General goals

.WEB will be an open TLD, generally available to all registrants (except in the Sunrise period as
described below). The domains can be used for any purpose, including for business use, for
personal use and by organizations. There are no content or use restrictions for this TLD.

The Applicant will design and position the .WEB TLD to be one of the most popular TLDs on the
Internet. The company will market, brand, provide outreach, and offer marketing support to
registrars with the goal of gaining public support for the .WEB TLD. This can only be accomplished
by creating a user friendly, easy to use, interesting, professionally relevant and entertaining
TLD.

ii. How .WEB adds to the current space

On today’s Internet, there are hundreds of thousands of companies around the world vying for the
attention of potential users and customers. For this precise reason, the .WEB TLD provides an
excellent opportunity for companies who elect to participate in the domain to separate themselves
from the rest of the .com and .net pack.

The .WEB TLD opens up a tremendous number of options for those companies involved with
applications who wish to create a targeted identity on the Internet. In addition, it gives those
companies the opportunity to build off the name recognition associated with their brand and name.
Any company would be very receptive to being able to associate its own products or services with
other quality products and services through the .WEB TLD.

iii. User experience goals

As is the goal of all new gTLDs, this TLD intends to create a space where registrants who desire
to participate in the .WEB can create identities where potential users and clients can find the
kinds of information they want and need. For example, if you are an organization or company whose
business is built around use of the Internet, by belonging to this space you will be able to join
forces or share information with other organizations or companies with similar interests and
common goals. If an entity or group belongs to the .WEB TLD group, they can be assured they are
establishing a presence on the Internet which will:

a) closely align them with similar brands,

b) ensure they can keep their own names/brands rather than having to “fit in” to the short list of
current TLDs available,

c) facilitate ease of discovery when searched for by potential customers and users, and

d) foster confidence of users seeking any information whatsoever regarding applications because
this person belongs to the .WEB.

iv. Registry policies
.WEB will be an open TLD, generally available to all registrants except during the Sunrise period.

.WEB domains will be offered for one to ten years as a general rule with a maximum period of no
more than ten years. During the Sunrise period, initial registrations will likely have a minimum
requirement for number of years. A requirement may be put in place during Sunrise, for example,
that all names must be registered for at least five years.

The roll-out of our TLD is anticipated to feature the following phases:

e Reservation of reserved names and premium names, which will be distributed through special
mechanisms (detailed below).

e Sunrise — the required period for trademark owners to secure their domains before availability
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to the general public. This phase will feature applications for domain strings, verification of
trademarks via Trademark Clearinghouse and a trademark verification agent, auctions between
qualified parties who wish to secure the same string, and a Trademark Claims Service.

e Land rush — this period provides an opportunity for potential registrations to apply for names
prior to the General availability period.

e General Availability period — real-time registrations, made on a first-come first-served basis.
Trademark Claims Service will be in use at least for the first 60 days after General Availability
applications open.

The registration of domain names in the .WEB TLD will follow the standard practices, procedures
and policies Afilias, the back-end provider of registry services, currently has in place. This
includes the following:

e Domain registration policies (for example, grace periods, transfer policies, etc.) are defined
in response #27.

e Abuse prevention tools and policies, for example, measures to promote WHOIS accuracy and efforts
to reduce phishing and pharming, are discussed in detail in our response #28.

e Rights protection mechanisms and dispute resolution mechanism policies (for example, UDRP, URS)
are detailed in #29.

Other detailed policies for this domain include policies for reserved names.

Reserved names

Registry reserved names

We will reserve the following classes of domain names, which will not be made generally available
to registrants via the Sunrise or subsequent periods:

e All of the reserved names required in Specification 5 of the new gTLD Registry Agreement;

e The geographic names required in Specification 5 of the new gTLD Registry Agreement, and may be
released to the extent that Registry Operator reaches agreement with the government and country-
code manager;

e The registry operator’s own name and variations thereof, and registry operations names (such as
registry.tld, and www.tld), for internal use;

e Names related to ICANN and Internet standards bodies (iana.tld, ietf.tld, w3c.tld, etc.), and
may be released to the extent that Registry Operator reaches agreement with ICANN.

The list of reserved names will be published publicly before the Sunrise period begins, so that
registrars and potential registrants will know which names have been set aside.

Premium names

The registry will also designate a set of premium domain names, set aside for distribution via
special mechanisms. The list of premium names will be published publicly before the Sunrise period
begins, so that registrars and potential registrants will know that these names are not available.
Premium names may be distributed via mechanisms such as requests for proposals, contests, direct
sales, and auctions.

For the auctioning of premium names, we intend to contract with an established auction provider
that has successfully conducted domain auctions. This will ensure that there is a tested,
trustworthy technical platform for the auctions, auditable records, and reliable collection
mechanisms. With our chosen auction provider, we will create and post policies and procedures that
ensure clear, fair, and ethical auctions. As an example of such a policy, all employees of the
registry operator and its contractors will be strictly prohibited from bidding in auctions for
domains in the TLD. We expect a comprehensive and robust set of auction rules to cover possible
scenarios, such as how domains will be awarded if the winning bidder does not make payment.

v. Privacy and confidential information protection

As per the New gTLD Registry Agreement, we will make domain contact data (and other fields) freely
and publicly available via a Web-based WHOIS server. This default set of fields includes the
mandatory publication of registrant data. Our Registry-Registrar Agreement will require that
registrants consent to this publication.

We shall notify each of our registrars regarding the purposes for which data about any identified
or identifiable natural person (“Personal Data”) submitted to the Registry Operator by such
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registrar is collected and used, and the intended recipients (or categories of recipients) of such
Personal Data (the data in question is essentially the registrant and contact data required to be
published in the WHOIS). We will require each registrar to obtain the consent of each registrant
in the TLD for the collection and use of such Personal Data. The policies will be posted publicly
on our TLD web site. As the registry operator, we shall not use or authorize the use of Personal
Data in any way that is incompatible with the notice provided to registrars.

Our privacy and data use policies are as follows:

e As registry operator, we do not plan on selling bulk WHOIS data. We will not sell contact data
in any way. We will not allow, enable, or otherwise support the transmission by e-mail, telephone,
or facsimile of mass unsolicited, commercial advertising or solicitations.

e We may use registration data in the aggregate for marketing purposes.

e DNS query data will never be sold in a way that is personally identifiable.

e We may from time to time use the demographic data collected for statistical analysis, provided
that this analysis will not disclose individual Personal Data and provided that such use is
compatible with the notice provided to registrars regarding the purpose and procedures for such
use.

As the registry operator we shall take significant steps to protect Personal Data collected from
registrars from loss, misuse, unauthorized disclosure, alteration, or destruction. In our
responses to Question 30 (“Security Policy”) and Question 38 (“Escrow”) we detail the security
policies and procedures we will use to protect the registry system and the data contained therein
from unauthorized access and loss.

Please see our response to Question 26 (“WHOIS”) regarding “searchable WHOIS” and rate-limiting.
That section contains details about how we will limit the mining of WHOIS data by spammers and
other parties who abuse access to the WHOIS.

In order to acquire and maintain accreditation for our TLD, we will require registrars to adhere
to certain information technology policies designed to help protect registrant data. These will
include standards for access to the registry system and password management protocols. Our
response to Question 30, “Security Policy” provides details of implementation.

We will allow the use of proxy and privacy services, which can protect the personal data of
registrants from spammers and other parties that mine zone files and WHOIS data. We are aware that
there are parties who may use privacy services to protect their free speech rights, or to avoid
religious or political persecution.

18C. What operating rules will you adopt to eliminate or minimize social costs (e.g., time or
financial resource costs, as well as various types of consumer vulnerabilities)? What other
steps will you take to minimize negative consequences/costs imposed upon consumers?

The Applicant has adopted the above-mentioned and other policies to ensure fair and equitable
access and cost structures to the Internet community, including:

e no new burdens placed on the Internet community to resolve name disputes

e utilization of standard registration practices and policies (as detailed in responses to
questions #27, #28, #29)

e protection of trademarks at launch and on-going operations (as detailed in the response to
question #29)

e fair and reasonable wholesale prices

e fair and equitable treatment of registrars

As per the ICANN Registry Agreement, we will use only ICANN-accredited registrars, and will
provide non-discriminatory access to registry services to those registrars.

Pricing Policies and Commitments

Pricing for domain names at General Availability will be based upon market analysis at the time of
launch of the TLD, but not less than $8 per domain year for the first year. Applicant reserves the
right to offer discounts for promotional purposes in a manner available to all accredited
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registrars. Registry Operator will provide notice to the registrars of any price changes per the
terms of the Registry Agreement.

19. Is the application for a community-based TLD?

No

20A. Provide the name and full description of the community that the applicant is committing
to serve. In the event that this application is included in a community priority evaluation, it will
be scored based on the community identified in response to this question. The name of the
community does not have to be formally adopted for the application to be designated as
community-based.

20B. Explain the applicant’s relationship to the community identified in 20(a).

20C. Provide a description of the community-based purpose of the applied-for gTLD.

20D. Explain the relationship between the applied- for gTLD string and the community
identified in 20(a).

20E. Provide a complete description of the applicant’s intended registration policies in support
of the community-based purpose of the applied-for gTLD. Policies and enforcement
mechanisms are expected to constitute a coherent set.

20F. Attach any written endorsements for the application from established institutions
representative of the community identified in 20(a). An applicant may submit written
endorsements by multiple institutions, if relevant to the community.

21A. Is the application for a geographic name?

No
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22. Describe proposed measures for protection of geographic names at the second and other
levels in the applied-for gTLD. This should include any applicable rules and procedures for
reservation and/or release of such names.

We will protect names with national or geographic significance by reserving the country and
territory names at the second level and at all other levels within the TLD, as per the
requirements in the New TLD Registry Agreement (Specification 5, paragraph 5).

We will employ a series of rules to translate the geographical names required to be reserved by
Specification 5, paragraph 5 to a form consistent with the host names” format used in domain
names.

Considering the Governmental Advisory Committee (GAC) advice “Principles regarding new gTLDs”,
these domains will be blocked, at no cost to governments, public authorities, or IGOs, before the
TLD is introduced (Sunrise), so that no parties may apply for them. We will publish a list of
these names before Sunrise, so our registrars and their prospective applicants can be aware that
these names are reserved.

We will define a procedure so that governments can request the above reserved domain(s) if they
would like to take possession of them. This procedure will be based on existing methodology
developed for the release of country names in the .INFO TLD. For example, we will require a
written request from the country’s GAC representative, or a written request from the country’s
relevant Ministry or Department. We will allow the designated beneficiary (the Registrant) to
register the name, with an accredited Afilias Registrar, possibly using an authorization number
transmitted directly to the designated beneficiary in the country concerned.

As defined by Specification 5, paragraph 5, such geographic domains may be released to the extent
that Registry Operator reaches agreement with the applicable government(s). Registry operator
will work with respective GAC representatives of the country’s relevant Ministry of Department to
obtain their release of the names to the Registry Operator.

If internationalized domains names (IDNs) are introduced in the TLD in the future, we will also
reserve the IDN versions of the country names in the relevant script(s) before IDNs become
available to the public. If we find it advisable and practical, we will confer with relevant
language authorities so that we can reserve the IDN domains properly along with their variants.

Regarding GAC advice regarding second-level domains not specified via Specification 5, paragraph
5: All domains awarded to registrants are subject to the Uniform Domain Name Dispute Resolution
Policy (UDRP), and to any properly-situated court proceeding. We will ensure appropriate
procedures to allow governments, public authorities or IGO’s to challenge abuses of names with
national or geographic significance at the second level. In its registry-registrar agreement, and
flowing down to registrar-registrant agreements, the registry operator will institute a provision
to suspend domains names in the event of a dispute. We may exercise that right in the case of a
dispute over a geographic name.

23. Provide name and full description of all the Registry Services to be provided. Descriptions
should include both technical and business components of each proposed service, and
address any potential security or stability concerns.

The following registry services are customary services offered by a registry operator:

A. Receipt of data from registrars concerning registration of domain names and name
servers.

B. Dissemination of TLD zone files.

C. Dissemination of contact or other information concerning domain name registrations
(e.g., port-43 WHOIS, Web- based Whois, RESTful Whois service).

D. Internationalized Domain Names, where offered.
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E. DNS Security Extensions (DNSSEC). The applicant must describe whether any of
these registry services are intended to be offered in a manner unique to the TLD.

Additional proposed registry services that are unique to the registry must also be described.

The Applicant, is a wholly-owned subsidiary of Altanovo Limited, which is a wholly-owned
subsidiary of Altanovo, Inc. All references to "Afilias" throughout this application are intended
to refered to Afilias Limited in its role as back-end registry services provider for simplicity of
review by ICANN.

Afilias has more experience successfully applying to ICANN and launching new TLDs than any other
provider. Afilias is the ICANN-contracted registry operator of the .INFO and .MOBI TLDs, and
Afilias is the back-end registry services provider for other ICANN TLDs including .ORG, .ASIA,
.AERO, and .XXX.

Registry services for this TLD will be performed by Afilias in the same responsible manner used to
support 16 top level domains today. Afilias supports more ICANN-contracted TLDs (6) than any other
provider currently. Afilias’ primary corporate mission is to deliver secure, stable and reliable
registry services. This TLD will utilize an existing, proven team and platform for registry
services with:

e A stable and secure, state-of-the-art, EPP-based SRS with ample storage capacity, data security
provisions and scalability that is proven with registrars who account for over 95% of all gTLD
domain name registration activity (over 375 registrars);

e A reliable, 100% available DNS service (zone file generation, publication and dissemination)
tested to withstand severe DDoS attacks and dramatic growth in Internet use;

e A WHOIS service that is flexible and standards compliant, with search capabilities to address
both registrar and end-user needs; includes consideration for evolving standards, such as RESTful,
or draft-kucherawy-wierds;

e Experience introducing IDNs in the following languages: German (DE), Spanish (ES), Polish (PL),
Swedish (SV), Danish (DA), Hungarian (HU), Icelandic (IS), Latvian (LV), Lithuanian (LT), Korean
(KO), Simplified and Traditional Chinese (CN), Devanagari (HI-DEVA), Russian (RU), Belarusian
(BE), Ukrainian (UK), Bosnian (BS), Serbian (SR), Macedonian (MK) and Bulgarian (BG) across the
TLDs it serves;

e A registry platform that is both IPv6 and DNSSEC enabled;

e An experienced, respected team of professionals active in standards development of innovative
services such as DNSSEC and IDN support;

e Methods to limit domain abuse, remove outdated and inaccurate data, and ensure the integrity of
the SRS, and;

e Customer support and reporting capabilities to meet financial and administrative needs, e.g.,
24x7 call center support, integration support, billing, and daily, weekly, and monthly reporting.

Afilias will support this TLD as the registry operator, leveraging a proven registry
infrastructure that is fully operational, staffed with professionals, massively provisioned, and
immediately ready to launch and maintain this TLD.

The below response includes a description of the registry services to be provided for this TLD,
additional services provided to support registry operations, and an overview of Afilias’ approach
to registry management.

Registry services to be provided

To support this TLD, Afilias will offer the following registry services, all in accordance with
relevant technical standards and policies:

e Receipt of data from registrars concerning registration for domain names and nameservers, and
provision to registrars of status information relating to the EPP-based domain services for
registration, queries, updates, transfers, renewals, and other domain management functions. Please
see our responses to questions #24, #25, and #27 for full details, which we request be
incorporated here by reference.

e Operation of the registry DNS servers: The Afilias DNS system, run and managed by Afilias, is a
massively provisioned DNS infrastructure that utilizes among the most sophisticated DNS
architecture, hardware, software and redundant design created. Afilias’ industry-leading system
works in a seamless way to incorporate nameservers from any number of other secondary DNS service
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vendors. Please see our response to question #35 for full details, which we request be
incorporated here by reference.

e Dissemination of TLD zone files: Afilias’ distinctive architecture allows for real-time updates
and maximum stability for zone file generation, publication and dissemination. Please see our
response to question #34 for full details, which we request be incorporated here by reference.

e Dissemination of contact or other information concerning domain registrations: A port 43 WHOIS
service with basic and expanded search capabilities with requisite measures to prevent abuse.
Please see our response to question #26 for full details, which we request be incorporated here by
reference.

e Internationalized Domain Names (IDNs): Ability to support all protocol valid Unicode characters
at every level of the TLD, including alphabetic, ideographic and right-to-left scripts, in
conformance with the ICANN IDN Guidelines. Please see our response to question #44 for full
details, which we request be incorporated here by reference.

e DNS Security Extensions (DNSSEC): A fully DNSSEC-enabled registry, with a stable and efficient
means of signing and managing zones. This includes the ability to safeguard keys and manage keys
completely. Please see our response to question #43 for full details, which we request be
incorporated here by reference.

Each service will meet or exceed the contract service level agreement. All registry services for
this TLD will be provided in a standards-compliant manner.

Security

Afilias addresses security in every significant aspect-physical, data and network as well as
process. Afilias’ approach to security permeates every aspect of the registry services provided. A
dedicated security function exists within the company to continually identify existing and
potential threats, and to put in place comprehensive mitigation plans for each identified threat.
In addition, a rapid security response plan exists to respond comprehensively to unknown or
unidentified threats. The specific threats and Afilias mitigation plans are defined in our
response to question #30(b); please see that response for complete information. In short, Afilias
is committed to ensuring the confidentiality, integrity, and availability of all information.

New registry services

No new registry services are planned for the launch of this TLD.

Additional services to support registry operation

Numerous supporting services and functions facilitate effective management of the TLD. These
support services are also supported by Afilias, including:

e Customer support: 24x7 live phone and e-mail support for customers to address any access, update
or other issues they may encounter. This includes assisting the customer identification of the
problem as well as solving it. Customers include registrars and the registry operator, but not
registrants except in unusual circumstances. Customers have access to a web-based portal for a
rapid and transparent view of the status of pending issues.

e Financial services: billing and account reconciliation for all registry services according to
pricing established in respective agreements.

Reporting is an important component of supporting registry operations. Afilias will provide
reporting to the registry operator and registrars, and financial reporting.

Reporting provided to registry operator

Afilias reporting provides an extensive suite of reports, including daily, weekly and monthly
reports with data at the transaction level that enable us to track and reconcile at whatever level
of detail preferred. Afilias provides the exact data required by ICANN in the required format to
enable the registry operator to meet its technical reporting requirements to ICANN.

In addition, Afilias offers access to a data warehouse capability that will enable near real-time
data to be available 24x7. Afilias’ data warehouse capability enables drill-down analytics all the
way to the transaction level.

Reporting available to registrars
Afilias provides an extensive suite of reporting to registrars and has been doing so in an
exemplary manner for more than ten years. Specifically, Afilias provides daily, weekly and monthly
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reports with detail at the transaction level to enable registrars to track and reconcile at
whatever level of detail they prefer.

Reports are provided in standard formats, facilitating import for use by virtually any registrar
analytical tool. Registrar reports are available for download via a secure administrative
interface. A given registrar will only have access to its own reports. These include the
following:

e Daily Reports: Transaction Report, Billable Transactions Report, and Transfer Reports;

e Weekly: Domain Status and Nameserver Report, Weekly Nameserver Report, Domains Hosted by
Nameserver Weekly Report, and;

e Monthly: Billing Report and Monthly Expiring Domains Report.

Weekly registrar reports are maintained for each registrar for four weeks. Weekly reports older
than four weeks will be archived for a period of six months, after which they will be deleted.

Financial reporting

Registrar account balances are updated real-time when payments and withdrawals are posted to the
registrars’ accounts. In addition, the registrar account balances are updated as and when they
perform billable transactions at the registry level.

Afilias provides Deposit/Withdrawal Reports that are updated periodically to reflect payments
received or credits and withdrawals posted to the registrar accounts.

The following reports are also available: a) Daily Billable Transaction Report, containing details
of all the billable transactions performed by all the registrars in the SRS, b) daily e-mail
reports containing the number of domains in the registry and a summary of the number and types of
billable transactions performed by the registrars, and c) registry operator versions of most
registrar reports (for example, a daily Transfer Report that details all transfer activity between
all of the registrars in the SRS).

Afilias approach to registry support

Afilias is dedicated to managing the technical operations and support of this TLD in a secure,
stable and reliable manner. Afilias has reviewed specific needs and objectives of this TLD. The
resulting comprehensive plans are illustrated in technical responses #24-44. Afilias has provided
financial responses for this application which demonstrate cost and technology consistent with the
size and objectives of this TLD.

Afilias is the registry services provider for this and several other TLD applications. Over the
past 11 years of providing services for gTLD and ccTLDs, Afilias has accumulated experience about
resourcing levels necessary to provide high quality services with conformance to strict service
requirements. Afilias currently supports over 20 million domain names, spread across 16 TLDs, with
over 400 accredited registrars.

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way.

With over a decade of registry experience, Afilias has the depth and breadth of experience that
ensure existing and new needs are addressed, all while meeting or exceeding service level
requirements and customer expectations. This is evident in Afilias’ participation in business,
policy and technical organizations supporting registry and Internet technology within ICANN and
related organizations. This allows Afilias to be at the forefront of security initiatives such as:
DNSSEC, wherein Afilias worked with Public Interest Registry (PIR) to make the .ORG registry the
first DNSSEC enabled gTLD and the largest TLD enabled at the time; in enhancing the Internet
experience for users across the globe by leading development of IDNs; in pioneering the use of
open-source technologies by its usage of PostgreSQL, and; being the first to offer near-real-time
dissemination of DNS zone data.
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The ability to observe tightening resources for critical functions and the capacity to add extra
resources ahead of a threshold event are factors that Afilias is well versed in. Afilias’ human
resources team, along with well-established relationships with external organizations, enables it
to fill both long-term and short-term resource needs expediently.

Afilias’ growth from a few domains to serving 20 million domain names across 16 TLDs and 400
accredited registrars indicates that the relationship between the number of people required and
the volume of domains supported is not linear. In other words, servicing 100 TLDs does not
automatically require 6 times more staff than servicing 16 TLDs. Similarly, an increase in the
number of domains under management does not require in a linear increase in resources. Afilias
carefully tracks the relationship between resources deployed and domains to be serviced, and pro-
actively reviews this metric in order to retain a safe margin of error. This enables Afilias to
add, train and prepare new staff well in advance of the need, allowing consistent delivery of high
quality services.

24. Shared Registration System (SRS) Performance:
describe

e the plan for operation of a robust and reliable SRS. SRS is a critical registry function for
enabling multiple registrars to provide domain name registration services in the TLD. SRS
must include

the EPP interface to the registry, as well as any other interfaces intended to be provided,
if they are critical to the functioning of the registry. Please refer to

the requirements in Specification 6 (section 1.2) and Specification 10 (SLA Matrix)
attached to the Registry Agreement; and

* resourcing plans for the initial implementation of, and ongoing maintenance for, this
aspect of the criteria (hnumber and description of personnel

roles allocated to this area).

A complete answer should include, but is not limited to:

A high-level SRS system description;

e Representative network diagram(s);

Number of servers;

Description of interconnectivity with other registry systems;

Frequency of synchronization between servers; and

Synchronization scheme (e.g., hot standby, cold standby).

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) »” CHARACTERS), WHICH ICANN
INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE TO SECURITY CONCERNS.
HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A PDF FILE.

Afilias operates a state-of-the-art EPP-based Shared Registration System (SRS) that is secure,
stable and reliable. The SRS is a critical component of registry operations that must balance the
business requirements for the registry and its customers, such as numerous domain acquisition and
management functions. The SRS meets or exceeds all ICANN requirements given that Afilias:

e Operates a secure, stable and reliable SRS which updates in real-time and in full compliance
with Specification 6 of the new gTLD Registry Agreement;

e Is committed to continuously enhancing our SRS to meet existing and future needs;

e Currently exceeds contractual requirements and will perform in compliance with Specification 10
of the new gTLD Registry Agreement;

e Provides SRS functionality and staff, financial, and other resources to more than adequately
meet the technical needs of this TLD, and;

e Manages the SRS with a team of experienced technical professionals who can seamlessly integrate
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this TLD into the Afilias registry platform and support the TLD in a secure, stable and reliable
manner.

Description of operation of the SRS, including diagrams

Afilias’ SRS provides the same advanced functionality as that used in the .INFO and .ORG
registries, as well as the fourteen other TLDs currently supported by Afilias. The Afilias
registry system is standards-compliant and utilizes proven technology, ensuring global familiarity
for registrars, and it is protected by our massively provisioned infrastructure that mitigates the
risk of disaster.

EPP functionality is described fully in our response to question #25; please consider those
answers incorporated here by reference. An abbreviated list of Afilias SRS functionality includes:
e Domain registration: Afilias provides registration of names in the TLD, in both ASCII and IDN
forms, to accredited registrars via EPP and a web-based administration tool.

e Domain renewal: Afilias provides services that allow registrars the ability to renew domains
under sponsorship at any time. Further, the registry performs the automated renewal of all domain
names at the expiration of their term, and allows registrars to rescind automatic renewals within
a specified number of days after the transaction for a full refund.

e Transfer: Afilias provides efficient and automated procedures to facilitate the transfer of
sponsorship of a domain name between accredited registrars. Further, the registry enables bulk
transfers of domains under the provisions of the Registry-Registrar Agreement.

e RGP and restoring deleted domain registrations: Afilias provides support for the Redemption
Grace Period (RGP) as needed, enabling the restoration of deleted registrations.

e Other grace periods and conformance with ICANN guidelines: Afilias provides support for other
grace periods that are evolving as standard practice inside the ICANN community. In addition, the
Afilias registry system supports the evolving ICANN guidelines on IDNs.

Afilias also supports the basic check, delete, and modify commands.

As required for all new gTLDs, Afilias provides “thick” registry system functionality. In this
model, all key contact details for each domain are stored in the registry. This allows better
access to domain data and provides uniformity in storing the information.

Afilias’ SRS complies today and will continue to comply with global best practices including
relevant RFCs, ICANN requirements, and this TLD’s respective domain policies. With over a decade
of experience, Afilias has fully documented and tested policies and procedures, and our highly
skilled team members are active participants of the major relevant technology and standards
organizations, so ICANN can be assured that SRS performance and compliance are met. Full details
regarding the SRS system and network architecture are provided in responses to questions #31 and
#32; please consider those answers incorporated here by reference.

SRS servers and software
All applications and databases for this TLD will run in a virtual environment currently hosted by
a cluster of servers equipped with the latest Intel Westmere multi-core processors. (It is
possible that by the time this application is evaluated and systems deployed, Westmere processors
may no longer be the “latest”; the Afilias policy is to use the most advanced, stable technology
available at the time of deployment.) The data for the registry will be stored on storage arrays
of solid state drives shared over a fast storage area network. The virtual environment allows the
infrastructure to easily scale both vertically and horizontally to cater to changing demand. It
also facilitates effective utilization of system resources, thus reducing energy consumption and
carbon footprint.

The network firewalls, routers and switches support all applications and servers. Hardware traffic
shapers are used to enforce an equitable access policy for connections coming from registrars. The
registry system accommodates both IPv4 and IPv6 addresses. Hardware load balancers accelerate
TLS/SSL handshaking and distribute load among a pool of application servers.

Each of the servers and network devices are equipped with redundant, hot-swappable components and
multiple connections to ancillary systems. Additionally, 24x7 support agreements with a four-hour
response time at all our data centers guarantee replacement of failed parts in the shortest time

possible.

Examples of current system and network devices used are:
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e Servers: Cisco UCS B23@ blade servers

e SAN storage arrays: IBM Storwize V7000 with Solid State Drives
e SAN switches: Brocade 5100

e Firewalls: Cisco ASA 5585-X

e Load balancers: F5 Big-IP 6900

e Traffic shapers: Procera PacketlLogic PL8720

e Routers: Juniper MX40 3D

e Network switches: Cisco Nexus 7010, Nexus 5548, Nexus 2232

These system components are upgraded and updated as required, and have usage and performance
thresholds which trigger upgrade review points. In each data center, there is a minimum of two of
each network component, a minimum of 25 servers, and a minimum of two storage arrays.

Technical components of the SRS include the following items, continually checked and upgraded as
needed: SRS, WHOIS, web admin tool, DNS, DNS distributor, reporting, invoicing tools, and deferred
revenue system (as needed).

All hardware is massively provisioned to ensure stability under all forecast volumes from launch
through “normal” operations of average daily and peak capacities. Each and every system
application, server, storage and network device is continuously monitored by the Afilias Network
Operations Center for performance and availability. The data gathered is used by dynamic
predictive analysis tools in real-time to raise alerts for unusual resource demands. Should any
volumes exceed established thresholds, a capacity planning review is instituted which will address
the need for additions well in advance of their actual need.

SRS diagram and interconnectivity description

As with all core registry services, the SRS is run from a global cluster of registry system data
centers, located in geographic centers with high Internet bandwidth, power, redundancy and
availability. All of the registry systems will be run in a setup, with a primary data center and
a secondary data center. For detailed site information, please see our responses to questions #32
and #35. Registrars access the SRS in real-time using EPP.

A sample of the Afilias SRS technical and operational capabilities (displayed in Figure 24-a)
include:

e Geographically diverse redundant registry systems;

e Load balancing implemented for all registry services (e.g. EPP, WHOIS, web admin) ensuring equal
experience for all customers and easy horizontal scalability;

e Disaster Recovery Point objective for the registry is within one minute of the loss of the
primary system;

e Detailed and tested contingency plan, in case of primary site failure, and;

e Daily reports, with secure access for confidentiality protection.

As evidenced in Figure 24-a, the SRS contains several components of the registry system. The
interconnectivity ensures near-real-time distribution of the data throughout the registry
infrastructure, timely backups, and up-to-date billing information.

The WHOIS servers are directly connected to the registry database and provide real-time responses
to queries using the most up-to-date information present in the registry.

Committed DNS-related EPP objects in the database are made available to the DNS Distributor via a
dedicated set of connections. The DNS Distributor extracts committed DNS-related EPP objects in
real time and immediately inserts them into the zone for dissemination.

The Afilias system is architected such that read-only database connections are executed on
database replicas and connections to the database master (where write-access is executed) are
carefully protected to ensure high availability.

This interconnectivity is monitored, as is the entire registry system, according to the plans

detailed in our response to question #42.

Synchronization scheme

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 16/45



7/28/22, 11:37 AM 1-1013-6638_WEB (5).html

Registry databases are synchronized both within the same data center and in the backup data center
using a database application called Slony. For further details, please see the responses to
questions #33 and #37. Slony replication of transactions from the publisher (master) database to
its subscribers (replicas) works continuously to ensure the publisher and its subscribers remain
synchronized. When the publisher database completes a transaction the Slony replication system
ensures that each replica also processes the transaction. When there are no transactions to
process, Slony “sleeps” until a transaction arrives or for one minute, whichever comes first.
Slony “wakes up” each minute to confirm with the publisher that there has not been a transaction
and thus ensures subscribers are synchronized and the replication time lag is minimized. The
typical replication time lag between the publisher and subscribers depends on the topology of the
replication cluster, specifically the location of the subscribers relative to the publisher.
Subscribers located in the same data center as the publisher are typically updated within a couple
of seconds, and subscribers located in a secondary data center are typically updated in less than
ten seconds. This ensures real-time or near-real-time synchronization between all databases, and
in the case where the secondary data center needs to be activated, it can be done with minimal
disruption to registrars.

SRS SLA performance compliance

Afilias has a ten-year record of delivering on the demanding ICANN SLAs, and will continue to
provide secure, stable and reliable service in compliance with SLA requirements as specified in
the new gTLD Registry Agreement, Specification 10, as presented in Figure 24-b.

The Afilias SRS currently handles over 200 million EPP transactions per month for just .INFO and
.ORG. Overall, the Afilias SRS manages over 700 million EPP transactions per month for all TLDs
under management.

Given this robust functionality, and more than a decade of experience supporting a thick TLD
registry with a strong performance history, Afilias will meet or exceed the performance metrics in
Specification 10 of the new gTLD Registry Agreement. The Afilias services and infrastructure are
designed to scale both vertically and horizontally without any downtime to provide consistent
performance as this TLD grows. The Afilias architecture is also massively provisioned to meet
seasonal demands and marketing campaigns. Afilias’ experience also gives high confidence in the
ability to scale and grow registry operations for this TLD in a secure, stable and reliable
manner.

SRS resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way.

Over 100 Afilias team members contribute to the management of the SRS code and network that will
support this TLD. The SRS team is composed of Software Engineers, Quality Assurance Analysts,
Application Administrators, System Administrators, Storage Administrators, Network Administrators,
Database Administrators, and Security Analysts located at three geographically separate Afilias
facilities. The systems and services set up and administered by these team members are monitored
24x7 by skilled analysts at two NOCs located in Toronto, Ontario (Canada) and Horsham,
Pennsylvania (USA). In addition to these team members, Afilias also utilizes trained project
management staff to maintain various calendars, work breakdown schedules, utilization and resource
schedules and other tools to support the technical and management staff. It is this team who will
both deploy this TLD on the Afilias infrastructure, and maintain it. Together, the Afilias team
has managed 11 registry transitions and six new TLD launches, which illustrate its ability to
securely and reliably deliver regularly scheduled updates as well as a secure, stable and reliable
SRS service for this TLD.
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25. Extensible Provisioning Protocol (EPP): provide a detailed description of the interface with
registrars, including how the applicant will comply with EPP in RFCs 3735 (if applicable), and
5730-5734.

If intending to provide proprietary EPP extensions, provide documentation consistent with RFC
3735, including the EPP templates and schemas that will be used.

Describe resourcing plans (number and description of personnel roles allocated to this area).
A complete answer is expected to be no more than 5 pages. If there are proprietary EPP
extensions, a complete answer is also expected to be no more than 5 pages per EPP
extension.

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) ” CHARACTERS), WHICH ICANN
INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE TO SECURITY CONCERNS.
HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A PDF FILE.

Afilias has been a pioneer and innovator in the use of EPP. .INFO was the first EPP-based gTLD
registry and launched on EPP version °2/o00. Afilias has a track record of supporting TLDs on
standards-compliant versions of EPP. Afilias will operate the EPP registrar interface as well as a
web-based interface for this TLD in accordance with RFCs and global best practices. In addition,
Afilias will maintain a proper OT&E (Operational Testing and Evaluation) environment to facilitate
registrar system development and testing.

Afilias’ EPP technical performance meets or exceeds all ICANN requirements as demonstrated by:

e A completely functional, state-of-the-art, EPP-based SRS that currently meets the needs of
various gTLDs and will meet this new TLD’s needs;

e A track record of success in developing extensions to meet client and registrar business
requirements such as multi-script support for IDNs;

e Supporting six ICANN gTLDs on EPP: .INFO, .ORG, .MOBI, .AERO, .ASIA and .XXX

e EPP software that is operating today and has been fully tested to be standards-compliant;

e Proven interoperability of existing EPP software with ICANN-accredited registrars, and;

e An SRS that currently processes over 200 million EPP transactions per month for both .INFO and
.ORG. Overall, Afilias processes over 700 million EPP transactions per month for all 16 TLDs under
management.

The EPP service is offered in accordance with the performance specifications defined in the new
gTLD Registry Agreement, Specification 1@.

EPP Standards

The Afilias registry system complies with the following revised versions of the RFCs and operates
multiple ICANN TLDs on these standards, including .INFO, .ORG, .MOBI, .ASIA and .XXX. The systems
have been tested by our Quality Assurance (“QA”) team for RFC compliance, and have been used by
registrars for an extended period of time:

e 3735 - Guidelines for Extending EPP

e 3915 - Domain Registry Grace Period Mapping

e 5730 - Extensible Provisioning Protocol (EPP)

e 5731 - Domain Name Mapping

e 5732 - Host Mapping

e 5733 - Contact Mapping

e 5734 - Transport Over TCP

e 5910 - Domain Name System (DNS) Security Extensions Mapping for the Extensible Provisioning
Protocol (EPP)

This TLD will support all valid EPP commands. The following EPP commands are in operation today
and will be made available for this TLD. See attachment #25a for the base set of EPP commands and
copies of Afilias XSD schema files, which define all the rules of valid, RFC compliant EPP
commands and responses that Afilias supports. Any customized EPP extensions, if necessary, will
also conform to relevant RFCs.

Afilias staff members actively participated in the Internet Engineering Task Force (IETF) process
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that finalized the new standards for EPP. Afilias will continue to actively participate in the
IETF and will stay abreast of any updates to the EPP standards.

EPP software interface and functionality

Afilias will provide all registrars with a free open-source EPP toolkit. Afilias provides this
software for use with both Microsoft Windows and Unix/Linux operating systems. This software,
which includes all relevant templates and schema defined in the RFCs, is available on
sourceforge.net and will be available through the registry operator’s website.

Afilias’ SRS EPP software complies with all relevant RFCs and includes the following
functionality:

e EPP Greeting: A response to a successful connection returns a greeting to the client.
Information exchanged can include: name of server, server date and time in UTC, server features,
e.g., protocol versions supported, languages for the text response supported, and one or more
elements which identify the objects that the server is capable of managing;

e Session management controls: to establish a connection with a server, and to end a session;
e EPP Objects: Domain, Host and Contact for respective mapping functions;

e EPP Object Query Commands: Info, Check, and Transfer (query) commands to retrieve object
information, and;

e EPP Object Transform Commands: five commands to transform objects: +to create an instance of an
object, to remove an instance of an object, to extend the validity period of an object, to
change information associated with an object, and to manage changes in client sponsorship of a
known object.

Currently, 100% of the top domain name registrars in the world have software that has already been
tested and certified to be compatible with the Afilias SRS registry. In total, over 375
registrars, representing over 95% of all registration volume worldwide, operate software that has
been certified compatible with the Afilias SRS registry. Afilias’ EPP Registrar Acceptance
Criteria are available in attachment #25b, EPP OT&E Criteria.

Free EPP software support
Afilias analyzes and diagnoses registrar EPP activity log files as needed and is available to
assist registrars who may require technical guidance regarding how to fix repetitive errors or
exceptions caused by misconfigured client software.

Registrars are responsible for acquiring a TLS/SSL certificate from an approved certificate
authority, as the registry-registrar communication channel requires mutual authentication; Afilias
will acquire and maintain the server-side TLS/SSL certificate. The registrar is responsible for
developing support for TLS/SSL in their client application. Afilias will provide free guidance for
registrars unfamiliar with this requirement.

Registrar data synchronization

There are two methods available for registrars to synchronize their data with the registry:

e Automated synchronization: Registrars can, at any time, use the EPP command to obtain
definitive data from the registry for a known object, including domains, hosts (nameservers) and
contacts.

e Personalized synchronization: A registrar may contact technical support and request a data file
containing all domains (and associated host (nameserver) and contact information) registered by
that registrar, within a specified time interval. The data will be formatted as a comma separated
values (CSV) file and made available for download using a secure server.

EPP modifications
There are no unique EPP modifications planned for this TLD.

All ICANN TLDs must offer a Sunrise as part of a rights protection program. Afilias uses EPP
extensions that allow registrars to submit trademark and other intellectual property rights (IPR)
data to the registry. These extensions are:

e An element that indicates the name of Registered Mark.

e An element that indicates the registration number of the IPR.
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e An element that indicates the origin for which the IPR is established (a national or
international trademark registry).

e An element that indicates whether the applicant holds the trademark as the original “OWNER”,
“CO-OWNER” or “ASSIGNEE”.

e An element that indicates the date the Registered Mark was applied for.

e An element that indicates the date the Registered Mark was issued and registered.

e An element that indicates the class of the registered mark.

e An element that indicates the Sunrise phase the application applies for.

Note that some of these extensions might be subject to change based on ICANN-developed
requirements for the Trademark Clearinghouse.

EPP resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way.

108 Afilias team members directly contribute to the management and development of the EPP based
registry systems. As previously noted, Afilias is an active member of IETF and has a long
documented history developing and enhancing EPP. These contributors include 11 developers and 14
QA engineers focused on maintaining and enhancing EPP server side software. These engineers work
directly with business staff to timely address existing needs and forecast registry/registrar
needs to ensure the Afilias EPP software is effective today and into the future. A team of eight
data analysts work with the EPP software system to ensure that the data flowing through EPP is
securely and reliably stored in replicated database systems. In addition to the EPP developers, QA
engineers, and data analysts, other EPP contributors at Afilias include: Technical Analysts, the
Network Operations Center and Data Services team members.

26. Whois: describe

e how the applicant will comply with Whois specifications for data objects, bulk access, and
lookups as defined in Specifications 4 and 10 to the Registry Agreement;

e how the Applicant's Whois service will comply with RFC 3912; and

e resourcing plans for the initial implementation of, and ongoing maintenance for, this
aspect of the criteria (number and description of personnel roles allocated to this area).

A complete answer should include, but is not limited to:

A high-level Whois system description;

Relevant network diagram(s);

IT and infrastructure resources (e.g., servers, switches, routers and other components);
Description of interconnectivity with other registry systems; and

Frequency of synchronization between servers.
To be eligible for a score of 2, answers must also include:

e Provision for Searchable Whois capabilities; and
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e A description of potential forms of abuse of this feature, how these risks will be
mitigated, and the basis for these descriptions

A complete answer is expected to be no more than 5 pages.

Afilias operates the WHOIS (registration data directory service) infrastructure in accordance with
RFCs and global best practices, as it does for the 16 TLDs it currently supports. Designed to be
robust and scalable, Afilias’ WHOIS service has exceeded all contractual requirements for over a
decade. It has extended search capabilities, and methods of limiting abuse.

The WHOIS service operated by Afilias meets and exceeds ICANN’s requirements. Specifically,
Afilias will:

e Offer a WHOIS service made available on port 43 that is flexible and standards- compliant;
e Comply with all ICANN policies, and meeting or exceeding WHOIS performance requirements in
Specification 10 of the new gTLD Registry Agreement;

e Enable a Searchable WHOIS with extensive search capabilities that offers ease of use while
enforcing measures to mitigate access abuse, and;

e Employ a team with significant experience managing a compliant WHOIS service.

Such extensive knowledge and experience managing a WHOIS service enables Afilias to offer a
comprehensive plan for this TLD that meets the needs of constituents of the domain name industry
and Internet users. The service has been tested by our QA team for RFC compliance, and has been
used by registrars and many other parties for an extended period of time. Afilias’ WHOIS service
currently serves almost 500 million WHOIS queries per month, with the capacity already built in to
handle an order of magnitude increase in WHOIS queries, and the ability to smoothly scale should
greater growth be needed.

WHOIS system description and diagram

The Afilias WHOIS system, depicted in figure 26-a, is designed with robustness, availability,
compliance, and performance in mind. Additionally, the system has provisions for detecting abusive
usage (e.g., excessive numbers of queries from one source). The WHOIS system is generally intended
as a publicly available single object lookup system. Afilias uses an advanced, persistent caching
system to ensure extremely fast query response times.

Afilias will develop restricted WHOIS functions based on specific domain policy and regulatory
requirements as needed for operating the business (as long as they are standards compliant). It
will also be possible for contact and registrant information to be returned according to
regulatory requirements. The WHOIS database supports multiple string and field searching through a
reliable, free, secure web-based interface.

Data objects, interfaces, access and lookups
Registrars can provide an input form on their public websites through which a visitor is able to
perform WHOIS queries. The registry operator can also provide a Web-based search on its site. The
input form must accept the string to query, along with the necessary input elements to select the
object type and interpretation controls. This input form sends its data to the Afilias port 43
WHOIS server. The results from the WHOIS query are returned by the server and displayed in the
visitor’s Web browser. The sole purpose of the Web interface is to provide a user-friendly
interface for WHOIS queries.

Afilias will provide WHOIS output as per Specification 4 of the new gTLD Registry Agreement. The
output for domain records generally consists of the following elements:

e The name of the domain registered and the sponsoring registrar;

e The names of the primary and secondary nameserver(s) for the registered domain name;

e The creation date, registration status and expiration date of the registration;

e The name, postal address, e-mail address, and telephone and fax numbers of the domain name
holder;

e The name, postal address, e-mail address, and telephone and fax numbers of the technical contact
for the domain name holder;

e The name, postal address, e-mail address, and telephone and fax numbers of the administrative
contact for the domain name holder, and;

e The name, postal address, e-mail address, and telephone and fax numbers of the billing contact
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for the domain name holder.

The following additional features are also present in Afilias’ WHOIS service:

e Support for IDNs, including the language tag and the Punycode representation of the IDN in
addition to Unicode Hex and Unicode HTML formats;

e Enhanced support for privacy protection relative to the display of confidential information.

Afilias will also provide sophisticated WHOIS search functionality that includes the ability to
conduct multiple string and field searches.

Query controls
For all WHOIS queries, a user is required to enter the character string representing the
information for which they want to search. The object type and interpretation control parameters
to limit the search may also be specified. If object type or interpretation control parameter is
not specified, WHOIS will search for the character string in the Name field of the Domain object.

WHOIS queries are required to be either an ”exact search” or a ”partial search,” both of which are
insensitive to the case of the input string.

An exact search specifies the full string to search for in the database field. An exact match
between the input string and the field value is required.

A partial search specifies the start of the string to search for in the database field. Every
record with a search field that starts with the input string is considered a match. By default, if
multiple matches are found for a query, then a summary containing up to 50 matching results is
presented. A second query is required to retrieve the specific details of one of the matching
records.

If only a single match is found, then full details will be provided. Full detail consists of the
data in the matching object as well as the data in any associated objects. For example: a query
that results in a domain object includes the data from the associated host and contact objects.

WHOIS query controls fall into two categories: those that specify the type of field, and those
that modify the interpretation of the input or determine the level of output to provide. Each is
described below.

The following keywords restrict a search to a specific object type:

e Domain: Searches only domain objects. The input string is searched in the Name field.

e Host: Searches only nameserver objects. The input string is searched in the Name field and the
IP Address field.

e Contact: Searches only contact objects. The input string is searched in the ID field.

e Registrar: Searches only registrar objects. The input string is searched in the Name field.

By default, if no object type control is specified, then the Name field of the Domain object is
searched.

In addition, Afilias WHOIS systems can perform and respond to WHOIS searches by registrant name,
postal address and contact names. Deployment of these features is provided as an option to the
registry operator, based upon registry policy and business decision-making.

Figure 26-b presents the keywords that modify the interpretation of the input or determine the
level of output to provide.

By default, if no interpretation control keywords are used, the output will include full details
if a single match is found and a summary if multiple matches are found.

Unique TLD requirements
There are no unique WHOIS requirements for this TLD.

Sunrise WHOIS processes
All ICANN TLDs must offer a Sunrise as part of a rights protection program. Afilias uses EPP
extensions that allow registrars to submit trademark and other intellectual property rights (IPR)
data to the registry. The following corresponding data will be displayed in WHOIS for relevant
domains:
e Trademark Name: element that indicates the name of the Registered Mark.
e Trademark Number: element that indicates the registration number of the IPR.
e Trademark Locality: element that indicates the origin for which the IPR is established (a
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national or international trademark registry).
e Trademark Entitlement: element that indicates whether the applicant holds the trademark as the
original “OWNER”, “CO-OWNER” or “ASSIGNEE”.

e Trademark Application Date: element that indicates the date the Registered Mark was applied
for.
e Trademark Registration Date: element that indicates the date the Registered Mark was issued and
registered.
e Trademark Class: element that indicates the class of the Registered Mark.
e IPR Type: element that indicates the Sunrise phase the application applies for.

IT and infrastructure resources

All the applications and databases for this TLD will run in a virtual environment hosted by a
cluster of servers equipped with the latest Intel Westmere multi-core processors (or a more
advanced, stable technology available at the time of deployment). The registry data will be stored
on storage arrays of solid-state drives shared over a fast storage area network. The virtual
environment allows the infrastructure to easily scale both vertically and horizontally to cater to
changing demand. It also facilitates effective utilization of system resources thus reducing
energy consumption and carbon footprint.

The applications and servers are supported by network firewalls, routers and switches. The WHOIS
system accommodates both IPv4 and IPv6 addresses.

Each of the servers and network devices are equipped with redundant hot-swappable components and
multiple connections to ancillary systems. Additionally, 24x7 support agreements with our hardware
vendor with a 4-hour response time at all our data centers guarantees replacement of failed parts
in the shortest time possible.

Models of system and network devices used are:

e Servers: Cisco UCS B23@ blade servers

¢ SAN storage arrays: IBM Storwize V7000 with Solid State Drives
e Firewalls: Cisco ASA 5585-X

e Load balancers: F5 Big-IP 6900

e Traffic shapers: Procera PacketlLogic PL8720

e Routers: Juniper MX40 3D

e Network switches: Cisco Nexus 7010, Nexus 5548, Nexus 2232

There will be at least four virtual machines (VMs) offering WHOIS service. Each VM will run at
least two WHOIS server instances - one for registrars and one for the public. All instances of
the WHOIS service is made available to registrars and the public are rate limited to mitigate
abusive behavior.

Frequency of synchronization between servers

Registration data records from the EPP publisher database will be replicated to the WHOIS system
database on a near-real-time basis whenever an update occurs.

Specifications 4 and 10 compliance

The WHOIS service for this TLD will meet or exceed the performance requirements in the new gTLD
Registry Agreement, Specification 10. Figure 26-c provides the exact measurements and commitments.
Afilias has a 10 year track record of exceeding WHOIS performance and a skilled team to ensure
this continues for all TLDs under management.

The WHOIS service for this TLD will meet or exceed the requirements in the new gTLD Registry
Agreement, Specification 4.

RFC 3912 compliance

Afilias will operate the WHOIS infrastructure in compliance with RFCs and global best practices,
as it does with the 16 TLDs Afilias currently supports.
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Afilias maintains a registry-level centralized WHOIS database that contains information for every
registered domain and for all host and contact objects. The WHOIS service will be available on the
Internet standard WHOIS port (port 43) in compliance with RFC 3912. The WHOIS service contains
data submitted by registrars during the registration process. Changes made to the data by a
registrant are submitted to Afilias by the registrar and are reflected in the WHOIS database and
service in near-real-time, by the instance running at the primary data center, and in under ten
seconds by the instance running at the secondary data center, thus providing all interested
parties with up-to-date information for every domain. This service is compliant with the new gTLD
Registry Agreement, Specification 4.

The WHOIS service maintained by Afilias will be authoritative and complete, as this will be a
“thick” registry (detailed domain contact WHOIS is all held at the registry); users do not have to
query different registrars for WHOIS information, as there is one central WHOIS system.
Additionally, visibility of different types of data is configurable to meet the registry
operator’s needs.

Searchable WHOIS

Afilias offers a searchable WHOIS on a web-based Directory Service. Partial match capabilities are
offered on the following fields: domain name, registrar ID, and IP address. In addition, Afilias
WHOIS systems can perform and respond to WHOIS searches by registrant name, postal address and
contact names.

Providing the ability to search important and high-value fields such as registrant name, address
and contact names increases the probability of abusive behavior. An abusive user could script a
set of queries to the WHOIS service and access contact data in order to create or sell a list of
names and addresses of registrants in this TLD. Making the WHOIS machine readable, while
preventing harvesting and mining of WHOIS data, is a key requirement integrated into the Afilias
WHOIS systems. For instance, Afilias limits search returns to 50 records at a time. If bulk
queries were ever necessary (e.g., to comply with any applicable laws, government rules or
requirements, requests of law enforcement, or any dispute resolution process), Afilias makes such
query responses available to carefully screened and limited staff members at the registry operator
(and customer support staff) via an internal data warehouse. The Afilias WHOIS system accommodates
anonymous access as well as pre-identified and profile-defined uses, with full audit and log
capabilities.

The WHOIS service has the ability to tag query responses with labels such as “Do not redistribute”
or “Special access granted”. This may allow for tiered response and reply scenarios. Further, the
WHOIS service is configurable in parameters and fields returned, which allow for flexibility in
compliance with various jurisdictions, regulations or laws.

Afilias offers exact-match capabilities on the following fields: registrar ID, nameserver name,
and nameserver’s IP address (only applies to IP addresses stored by the registry, i.e., glue
records). Search capabilities are fully available, and results include domain names matching the
search criteria (including IDN variants). Afilias manages abuse prevention through rate limiting
and CAPTCHA (described below). Queries do not require specialized transformations of
internationalized domain names or internationalized data fields

Please see “Query Controls” above for details about search options and capabilities.

Deterring WHOIS abuse

Afilias has adopted two best practices to prevent abuse of the WHOIS service: rate limiting and
CAPTCHA.

Abuse of WHOIS services on port 43 and via the Web is subject to an automated rate-limiting
system. This ensures that uniformity of service to users is unaffected by a few parties whose
activities abuse or otherwise might threaten to overload the WHOIS system.

Abuse of web-based public WHOIS services is subject to the use of CAPTCHA (Completely Automated
Public Turing test to tell Computers and Humans Apart) technology. The use of CAPTCHA ensures
that uniformity of service to users is unaffected by a few parties whose activities abuse or
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otherwise might threaten to overload the WHOIS system. Afilias will adopt a CAPTCHA on its Web-
based WHOIS.

Data mining of any sort on the WHOIS system is strictly prohibited, and this prohibition is
published in WHOIS output and in terms of service.

For rate limiting on IPv4, there are configurable limits per IP and subnet. For IPv6, the
traditional limitations do not apply. Whenever a unique IPv6 IP address exceeds the limit of WHOIS
queries per minute, the same rate-limit for the given 64 bits of network prefix that the offending
IPv6 IP address falls into will be applied. At the same time, a timer will start and rate-limit
validation logic will identify if there are any other IPv6 address within the original 80-bit(/as)
prefix. If another offending IPv6 address does fall into the /as prefix then rate-limit validation
logic will penalize any other IPv6 addresses that fall into that given 80-bit (/a8) network. As a
security precaution, Afilias will not disclose these limits.

Pre-identified and profile-driven role access allows greater granularity and configurability in
both access to the WHOIS service, and in volume/frequency of responses returned for queries.

Afilias staff are key participants in the ICANN Security & Stability Advisory Committee’s
deliberations and outputs on WHOIS, including SAC@03, SACO27, SACO33, SACO37, SACO40, and SACO51.
Afilias staff are active participants in both technical and policy decision making in ICANN, aimed
at restricting abusive behavior.

WHOIS staff resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way.

Within Afilias, there are 11 staff members who develop and maintain the compliant WHOIS systems.
They keep pace with access requirements, thwart abuse, and continually develop software. Of these
resources, approximately two staffers are typically required for WHOIS-related code customization.
Other resources provide quality assurance, and operations personnel maintain the WHOIS system
itself. This team will be responsible for the implementation and on-going maintenance of the new
TLD WHOIS service.

27. Registration Life Cycle: provide a detailed description of the proposed registration lifecycle
for domain names in the proposed gTLD. The description must:

e explain the various registration states as well as the criteria and procedures that are used
to change state;

e describe the typical registration lifecycle of create/update/delete and all intervening
steps such as pending, locked, expired, and transferred that may apply;

e clearly explain any time elements that are involved - for instance details of add-grace or
redemption grace periods, or notice periods for renewals or transfers; and

e describe resourcing plans for this aspect of the criteria (number and description of
personnel roles allocated to this area).

The description of the registration lifecycle should be supplemented by the inclusion of a state
diagram, which captures definitions, explanations of trigger points, and transitions from state
to state.
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If applicable, provide definitions for aspects of the registration lifecycle that are not covered by
standard EPP RFCs.
A complete answer is expected to be no more than 5 pages.

THE RESPONSE FOR THIS QUESTION USES ANGLE BRACKETS (THE “ (” and “) ” CHARACTERS), WHICH ICANN
INFORMS AFILIAS (CASE ID 11027) CANNOT BE PROPERLY RENDERED IN TAS DUE TO SECURITY CONCERNS.
HENCE, THE FULL ANSWER TO THIS QUESTION IS ATTACHED AS A PDF FILE.

Afilias has been managing registrations for over a decade. Afilias has had experience managing
registrations for over a decade and supports comprehensive registration lifecycle services
including the registration states, all standard grace periods, and can address any modifications
required with the introduction of any new ICANN policies.

This TLD will follow the ICANN standard domain lifecycle, as is currently implemented in TLDs such
as .ORG and .INFO. The below response includes: a diagram and description of the lifecycle of a
domain name in this TLD, including domain creation, transfer protocols, grace period
implementation and the respective time frames for each; and the existing resources to support the
complete lifecycle of a domain.

As depicted in Figure 27-a, prior to the beginning of the Trademark Claims Service or Sunrise IP
protection program[s], Afilias will support the reservation of names in accordance with the new
gTLD Registry Agreement, Specification 5. After the quiet period for Sunrise closes, there will be
a land rush period providing applicants the opportunity to register their domain prior to general
availability; this will be followed by a 30 day quiet period.

Registration period

After the IP protection programs, the landrush and the general launch, eligible registrants may
choose an accredited registrar to register a domain name. The registrar will check availability on
the requested domain name and if available, will collect specific objects such as, the required
contact and host information from the registrant. The registrar will then provision the
information into the registry system using standard Extensible Provisioning Protocol (“EPP”)
commands through a secure connection to the registry backend service provider.

When the domain is created, the standard five day Add Grace Period begins, the domain and contact
information are available in WHOIS, and normal operating EPP domain statuses will apply. Other
specifics regarding registration rules for an active domain include:

e The domain must be unique;

e Restricted or reserved domains cannot be registered;

e The domain can be registered from 1-10 years;

e The domain can be renewed at any time for 1-10 years, but cannot exceed 10 years;

e The domain can be explicitly deleted at any time;

e The domain can be transferred from one registrar to another except during the first 60 days
following a successful registration or within 60 days following a transfer; and,

Contacts and hosts can be modified at any time.

The following describe the domain status values recognized in WHOIS when using the EPP protocol
following RFC 5731.

e OK or Active: This is the normal status for a domain that has no pending operations or
restrictions.

e Inactive: The domain has no delegated name servers.

e Locked: No action can be taken on the domain. The domain cannot be renewed, transferred,
updated, or deleted. No objects such as contacts or hosts can be associated to, or disassociated
from the domain. This status includes: Delete Prohibited / Server Delete Prohibited, Update
Prohibited / Server Update Prohibited, Transfer Prohibited, Server Transfer Prohibited, Renew
Prohibited, Server Renew Prohibited.

e Hold: The domain will not be included in the zone. This status includes: Client Hold, Server
Hold.

e Transfer Prohibited: The domain cannot be transferred away from the sponsoring registrar. This
status includes: Client Transfer Prohibited, Server Transfer Prohibited.

The following describe the registration operations that apply to the domain name during the
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registration period.

a. Domain modifications: This operation allows for modifications or updates to the domain
attributes to include:

i. Registrant Contact

ii. Admin Contact

iii. Technical Contact

iv. Billing Contact

v. Host or nameservers

vi. Authorization information

vii. Associated status values

A domain with the EPP status of Client Update Prohibited or Server Update Prohibited may not be
modified until the status is removed.

b. Domain renewals: This operation extends the registration period of a domain by changing the
expiration date. The following rules apply:

i. A domain can be renewed at any time during its registration term,

ii. The registration term cannot exceed a total of 10 years.

A domain with the EPP status of Client Renew Prohibited or Server Renew Prohibited cannot be
renewed.

c. Domain deletions: This operation deletes the domain from the Shared Registry Services (SRS).
The following rules apply:

i. A domain can be deleted at any time during its registration term, f the domain is deleted
during the Add Grace Period or the Renew/Extend Grace Period, the sponsoring registrar will
receive a credit,

ii. A domain cannot be deleted if it has “child” nameservers that are associated to other domains.

A domain with the EPP status of Client Delete Prohibited or Server Delete Prohibited cannot be
deleted.

d. Domain transfers: A transfer of the domain from one registrar to another is conducted by
following the steps below.

i. The registrant must obtain the applicable code from the sponsoring (losing) registrar.

e Every domain name has an authInfo code as per EPP RFC 5731. The authInfo code is a six- to 16-
character code assigned by the registrar at the time the name was created. Its purpose is to aid
identification of the domain owner so proper authority can be established (it is the ”password” to
the domain).

e Under the Registry-Registrar Agreement, registrars will be required to provide a copy of the
authInfo code to the domain registrant upon his or her request.

ii. The registrant must provide the authInfo code to the new (gaining) registrar, who will then
initiate a domain transfer request. A transfer cannot be initiated without the authInfo code.

e Every EPP command must contain the authInfo code or the request will fail. The authInfo code
represents authority to the registry to initiate a transfer.

iii. Upon receipt of a valid transfer request, the registry automatically asks the sponsoring
(losing) registrar to approve the request within five calendar days.

e When a registry receives a transfer request the domain cannot be modified, renewed or deleted
until the request has been processed. This status must not be combined with either Client Transfer
Prohibited or Server Transfer Prohibited status.

e If the sponsoring (losing) registrar rejects the transfer within five days, the transfer request
is cancelled. A new domain transfer request will be required to reinitiate the process.

o If the sponsoring (losing) registrar does not approve or reject the transfer within five days,
the registry automatically approves the request.

iv. After a successful transfer, it is strongly recommended that registrars change the authInfo
code, so that the prior registrar or registrant cannot use it anymore.

v. Registrars must retain all transaction identifiers and codes associated with successful domain
object transfers and protect them from disclosure.

vi. Once a domain is successfully transferred the status of TRANSFERPERIOD is added to the domain
for a period of five days.

vii. Successful transfers will result in a one year term extension (resulting in a maximum total
of 10 years), which will be charged to the gaining registrar.

e. Bulk transfer: Afilias supports bulk transfer functionality within the SRS for situations where
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ICANN may request the registry to perform a transfer of some or all registered objects (includes
domain, contact and host objects) from one registrar to another registrar. Once a bulk transfer
has been executed, expiry dates for all domain objects remain the same, and all relevant states of
each object type are preserved. In some cases the gaining and the losing registrar as well as the
registry must approved bulk transfers. A detailed log is captured for each bulk transfer process
and is archived for audit purposes.

Afilias will support ICANN’s Transfer Dispute Resolution Process. Afilias will also respond to
Requests for Enforcement (law enforcement or court orders) and will follow that process.

1. Auto-renew grace period

The Auto-Renew Grace Period displays as AUTORENEWPERIOD in WHOIS. An auto-renew must be requested
by the registrant through the sponsoring registrar and occurs if a domain name registration is not
explicitly renewed or deleted by the expiration date and is set to a maximum of 45 calendar days.
In this circumstance the registration will be automatically renewed by the registry system the
first day after the expiration date. If a Delete, Extend, or Transfer occurs within the
AUTORENEWPERIOD the following rules apply:

i. Delete. If a domain is deleted the sponsoring registrar at the time of the deletion receives a
credit for the auto-renew fee. The domain then moves into the Redemption Grace Period with a
status of PENDING DELETE RESTORABLE.

ii. Renew/Extend. A domain can be renewed as long as the total term does not exceed 10 years. The
account of the sponsoring registrar at the time of the extension will be charged for the
additional number of years the registration is renewed.

iii. Transfer (other than ICANN-approved bulk transfer). If a domain is transferred, the losing
registrar is credited for the auto-renew fee, and the year added by the operation is cancelled. As
a result of the transfer, the expiration date of the domain is extended by minimum of one year as
long as the total term does not exceed 10 years. The gaining registrar is charged for the
additional transfer year(s) even in cases where a full year is not added because of the maximum 10
year registration restriction.

2. Redemption grace period

During this period, a domain name is placed in the PENDING DELETE RESTORABLE status when a
registrar requests the deletion of a domain that is not within the Add Grace Period. A domain can
remain in this state for up to 30 days and will not be included in the zone file. The only action
a registrar can take on a domain is to request that it be restored. Any other registrar requests
to modify or otherwise update the domain will be rejected. If the domain is restored it moves into
PENDING RESTORE and then OK. After 30 days if the domain is not restored it moves into PENDING
DELETE SCHEDULED FOR RELEASE before the domain is released back into the pool of available
domains.

3. Pending delete

During this period, a domain name is placed in PENDING DELETE SCHEDULED FOR RELEASE status for
five days, and all Internet services associated with the domain will remain disabled and domain
cannot be restored. After five days the domain is released back into the pool of available
domains.

Other grace periods

All ICANN required grace periods will be implemented in the registry backend service provider’s
system including the Add Grace Period (AGP), Renew/Extend Grace Period (EGP), Transfer Grace
Period (TGP), Auto-Renew Grace Period (ARGP), and Redemption Grace Period (RGP). The lengths of
grace periods are configurable in the registry system. At this time, the grace periods will be
implemented following other gTLDs such as .ORG. More than one of these grace periods may be in
effect at any one time. The following are accompanying grace periods to the registration
lifecycle.

Add grace period
The Add Grace Period displays as ADDPERIOD in WHOIS and is set to five calendar days following the
initial registration of a domain. If the domain is deleted by the registrar during this period,
the registry provides a credit to the registrar for the cost of the registration. If a Delete,
Renew/Extend, or Transfer operation occurs within the five calendar days, the following rules
apply.
i. Delete. If a domain is deleted within this period the sponsoring registrar at the time of the
deletion is credited for the amount of the registration. The domain is deleted from the registry
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backend service provider’s database and is released back into the pool of available domains.

ii. Renew/Extend. If the domain is renewed within this period and then deleted, the sponsoring
registrar will receive a credit for both the registration and the extended amounts. The account of
the sponsoring registrar at the time of the renewal will be charged for the initial registration
plus the number of years the registration is extended. The expiration date of the domain
registration is extended by that number of years as long as the total term does not exceed 10
years.

iii. Transfer (other than ICANN-approved bulk transfer). Transfers under Part A of the ICANN
Policy on Transfer of Registrations between registrars may not occur during the ADDPERIOD or at
any other time within the first 60 days after the initial registration. Enforcement is the
responsibility of the registrar sponsoring the domain name registration and is enforced by the
SRS.

Renew / extend grace period
The Renew / Extend Grace Period displays as RENEWPERIOD in WHOIS and is set to five calendar days
following an explicit renewal on the domain by the registrar. If a Delete, Extend, or Transfer
occurs within the five calendar days, the following rules apply:
i. Delete. If a domain is deleted within this period the sponsoring registrar at the time of the
deletion receives a credit for the renewal fee. The domain then moves into the Redemption Grace
Period with a status of PENDING DELETE RESTORABLE.
ii. Renew/Extend. A domain registration can be renewed within this period as long as the total
term does not exceed 10 years. The account of the sponsoring registrar at the time of the
extension will be charged for the additional number of years the registration is renewed.
iii. Transfer (other than ICANN-approved bulk transfer). If a domain is transferred within the
Renew/Extend Grace Period, there is no credit to the losing registrar for the renewal fee. As a
result of the transfer, the expiration date of the domain registration is extended by a minimum of
one year as long as the total term for the domain does not exceed 10 years.
If a domain is auto-renewed, then extended, and then deleted within the Renew/Extend Grace Period,
the registrar will be credited for any auto-renew fee charged and the number of years for the
extension. The years that were added to the domain’s expiration as a result of the auto-renewal
and extension are removed. The deleted domain is moved to the Redemption Grace Period with a
status of PENDING DELETE RESTORABLE.

Transfer Grace Period
The Transfer Grace period displays as TRANSFERPERIOD in WHOIS and is set to five calendar days
after the successful transfer of domain name registration from one registrar to another registrar.
Transfers under Part A of the ICANN Policy on Transfer of Registrations between registrars may not
occur during the TRANSFERPERIOD or within the first 60 days after the transfer. If a Delete or
Renew/Extend occurs within that five calendar days, the following rules apply:
i. Delete. If the domain is deleted by the new sponsoring registrar during this period, the
registry provides a credit to the registrar for the cost of the transfer. The domain then moves
into the Redemption Grace Period with a status of PENDING DELETE RESTORABLE.
ii. Renew/Extend. If a domain registration is renewed within the Transfer Grace Period, there is
no credit for the transfer. The registrar’s account will be charged for the number of years the
registration is renewed. The expiration date of the domain registration is extended by the renewal
years as long as the total term does not exceed 10 years.

Registration lifecycle resources

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way. Virtually all Afilias resource
are involved in the registration lifecycle of domains.

There are a few areas where registry staff devote resources to registration lifecycle issues:
a. Supporting Registrar Transfer Disputes. The registry operator will have a compliance staffer
handle these disputes as they arise; they are very rare in the existing gTLDs.

b. Afilias has its development and quality assurance departments on hand to modify the grace
period functionality as needed, if ICANN issues new Consensus Policies or the RFCs change.
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Afilias has more than 30 staff members in these departments.

28. Abuse Prevention and Mitigation: Applicants should describe the proposed policies and
procedures to minimize abusive registrations and other activities that have a negative impact
on Internet users. A complete answer should include, but is not limited to:

e An implementation plan to establish and publish on its website a single abuse point of
contact responsible for addressing matters requiring expedited attention and providing a
timely response to abuse complaints concerning all names registered in the TLD through
all registrars of record, including those involving a reseller;

e Policies for handling complaints regarding abuse;

e Proposed measures for removal of orphan glue records for names removed from the
zone when provided with evidence in written form that the glue is present in connection
with malicious conduct (see Specification 6); and

e Resourcing plans for the initial implementation of, and ongoing maintenance for, this
aspect of the criteria (number and description of personnel roles allocated to this area).

To be eligible for a score of 2, answers must include measures to promote Whois accuracy as
well as measures from one other area as described below.

e Measures to promote Whois accuracy (can be undertaken by the registry directly or by
registrars via requirements in the Registry-Registrar Agreement (RRA)) may include, but
are not limited to:

o Authentication of registrant information as complete and accurate at time of
registration. Measures to accomplish this could include performing background
checks, verifying all contact information of principals mentioned in registration
data, reviewing proof of establishment documentation, and other means

o Regular monitoring of registration data for accuracy and completeness, employing
authentication methods, and establishing policies and procedures to address
domain names with inaccurate or incomplete Whois data; and

o If relying on registrars to enforce measures, establishing policies and procedures to
ensure compliance, which may include audits, financial incentives, penalties, or
other means. Note that the requirements of the RAA will continue to apply to all
ICANN-accredited registrars.

e A description of policies and procedures that define malicious or abusive behavior,
capture metrics, and establish Service Level Requirements for resolution, including
service levels for responding to law enforcement requests. This may include rapid
takedown or suspension systems and sharing information regarding malicious or
abusive behavior with industry partners;

e Adequate controls to ensure proper access to domain functions (can be undertaken by
the registry directly or by registrars via requirements in the Registry-Registrar Agreement
(RRA)) may include, but are not limited to:

o Requiring multi-factor authentication (i.e., strong passwords, tokens, one-time
passwords) from registrants to process update, transfers, and deletion requests;
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o Requiring multiple, unique points of contact to request and/or approve update,
transfer, and deletion requests; and

o Requiring the notification of multiple, unique points of contact when a domain has
been updated, transferred, or deleted.

A complete answer is expected to be no more than 20 pages.

Afilias will take the requisite operational and technical steps to promote WHOIS data accuracy,
limit domain abuse, remove outdated and inaccurate data, and other security measures to ensure the
integrity of the TLD. The specific measures include, but are not limited to:

e Posting a TLD Anti-Abuse Policy that clearly defines abuse, and provide point-of-contact
information for reporting suspected abuse;

e Committing to rapid identification and resolution of abuse, including suspensions;

e Ensuring completeness of WHOIS information at the time of registration;

e Publishing and maintaining procedures for removing orphan glue records for names removed from
the zone, and;

e Establishing measures to deter WHOIS abuse, including rate-limiting, determining data syntax
validity, and implementing and enforcing requirements from the Registry-Registrar Agreement.

Abuse policy

The Anti-Abuse Policy stated below will be enacted under the contractual authority of the registry
operator through the Registry-Registrar Agreement, and the obligations will be passed on to and
made binding upon registrants. This policy will be posted on the TLD web site along with contact
information for registrants or users to report suspected abuse.

The policy is designed to address the malicious use of domain names. The registry operator and its
registrars will make reasonable attempts to limit significant harm to Internet users. This policy
is not intended to take the place of the Uniform Domain Name Dispute Resolution Policy (UDRP) or
the Uniform Rapid Suspension System (URS), and it is not to be used as an alternate form of
dispute resolution or as a brand protection mechanism. Its intent is not to burden law-abiding or
innocent registrants and domain users; rather, the intent is to deter those who use domain names
maliciously by engaging in illegal or fraudulent activity.

Repeat violations of the abuse policy will result in a case-by-case review of the abuser(s), and
the registry operator reserves the right to escalate the issue, with the intent of levying
sanctions that are allowed under the TLD anti-abuse policy.

The below policy is a recent version of the policy that has been used by the .INFO registry since
2008, and the .ORG registry since 2009. It has proven to be an effective and flexible tool.

.WEB Anti-Abuse Policy
The following Anti-Abuse Policy is effective upon launch of the TLD. Malicious use of domain names
will not be tolerated. The nature of such abuses creates security and stability issues for the
registry, registrars, and registrants, as well as for users of the Internet in general. The
registry operator definition of abusive use of a domain includes, without limitation, the
following:
e Tllegal or fraudulent actions;
e Spam: The use of electronic messaging systems to send unsolicited bulk messages. The term
applies to email spam and similar abuses such as instant messaging spam, mobile messaging spam,
and the spamming of web sites and Internet forums;
e Phishing: The use of counterfeit web pages that are designed to trick recipients into divulging
sensitive data such as personally identifying information, usernames, passwords, or financial
data;
e Pharming: The redirecting of unknowing users to fraudulent sites or services, typically through,
but not limited to, DNS hijacking or poisoning;
e Willful distribution of malware: The dissemination of software designed to infiltrate or damage
a computer system without the owner’s informed consent. Examples include, without limitation,
computer viruses, worms, keyloggers, and Trojan horses.
e Malicious fast-flux hosting: Use of fast-flux techniques with a botnet to disguise the location
of web sites or other Internet services, or to avoid detection and mitigation efforts, or to host
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illegal activities.

e Botnet command and control: Services run on a domain name that are used to control a collection
of compromised computers or ""zombies,” or to direct distributed denial-of-service attacks (DDoS
attacks);

e Tllegal Access to Other Computers or Networks: Illegally accessing computers, accounts, or
networks belonging to another party, or attempting to penetrate security measures of another
individual’s system (often known as ”hacking”). Also, any activity that might be used as a
precursor to an attempted system penetration (e.g., port scan, stealth scan, or other information
gathering activity).

Pursuant to the Registry-Registrar Agreement, registry operator reserves the right at its sole
discretion to deny, cancel, or transfer any registration or transaction, or place any domain
name(s) on registry lock, hold, or similar status, that it deems necessary: (1) to protect the
integrity and stability of the registry; (2) to comply with any applicable laws, government rules
or requirements, requests of law enforcement, or any dispute resolution process; (3) to avoid any
liability, civil or criminal, on the part of registry operator, as well as its affiliates,
subsidiaries, officers, directors, and employees; (4) per the terms of the registration agreement
and this Anti-Abuse Policy, or (5) to correct mistakes made by registry operator or any registrar
in connection with a domain name registration. Registry operator also reserves the right to place
upon registry lock, hold, or similar status a domain name during resolution of a dispute.

The policy stated above will be accompanied by notes about how to submit a report to the registry
operator’s abuse point of contact, and how to report an orphan glue record suspected of being used
in connection with malicious conduct (see below).

Abuse point of contact and procedures for handling abuse complaints

The registry operator will establish an abuse point of contact. This contact will be a role-based
e-mail address of the form “abuse@registry.WEB”. This e-mail address will allow multiple staff
members to monitor abuse reports on a 24x7 basis, and then work toward closure of cases as each
situation calls for. For tracking purposes, the registry operator will have a ticketing system
with which all complaints will be tracked internally. The reporter will be provided with the
ticket reference identifier for potential follow-up. Afilias will integrate its existing ticketing
system to ensure uniform tracking and handling of the complaint. This role-based approach has been
used successfully by ISPs, e-mail service providers, and registrars for many years, and is
considered a global best practice.

The registry operator’s designated abuse handlers will then evaluate complaints received via the
abuse system address. They will decide whether a particular issue is of concern, and decide what
action, if any, is appropriate.

In general, the registry operator will find itself receiving abuse reports from a wide variety of
parties, including security researchers and Internet security companies, financial institutions
such as banks, Internet users, and law enforcement agencies among others. Some of these parties
may provide good forensic data or supporting evidence of the malicious behavior. In other cases,
the party reporting an issue may not be familiar with how to provide such data or proof of
malicious behavior. It is expected that a percentage of abuse reports to the registry operator
will not be actionable, because there will not be enough evidence to support the complaint (even
after investigation), and because some reports or reporters will simply not be credible.

The security function includes a communication and outreach function, with information sharing
with industry partners regarding malicious or abusive behavior, in order to ensure coordinated
abuse mitigation across multiple TLDs.

Assessing abuse reports requires great care, and the registry operator will rely upon
professional, trained investigators who are versed in such matters. The goals are accuracy, good
record-keeping, and a zero false-positive rate so as not to harm innocent registrants.

Different types of malicious activities require different methods of investigation and
documentation. Further, the registry operator expects to face unexpected or complex situations
that call for professional advice, and will rely upon professional, trained investigators as
needed.

In general, there are two types of domain abuse that must be addressed:
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a) Compromised domains. These domains have been hacked or otherwise compromised by criminals, and
the registrant is not responsible for the malicious activity taking place on the domain. For
example, the majority of domain names that host phishing sites are compromised. The goal in such
cases is to get word to the registrant (usually via the registrar) that there is a problem that
needs attention with the expectation that the registrant will address the problem in a timely
manner. Ideally such domains do not get suspended, since suspension would disrupt legitimate
activity on the domain.

b) Malicious registrations. These domains are registered by malefactors for the purpose of abuse.
Such domains are generally targets for suspension, since they have no legitimate use.

The standard procedure is that the registry operator will forward a credible alleged case of
malicious domain name use to the domain’s sponsoring registrar with a request that the registrar
investigate the case and act appropriately. The registrar will be provided evidence collected as a
result of the investigation conducted by the trained abuse handlers. As part of the investigation,
if inaccurate or false WHOIS registrant information is detected, the registrar is notified about
this. The registrar is the party with a direct relationship with—and a direct contract with—the
registrant. The registrar will also have vital information that the registry operator will not,
such as:

e Details about the domain purchase, such as the payment method used (credit card, PayPal, etc.);
e The identity of a proxy-protected registrant;

e The purchaser’s IP address;

e Whether there is a reseller involved, and;

e The registrant’s past sales history and purchases in other TLDs (insofar as the registrar can
determine this).

Registrars do not share the above information with registry operators due to privacy and liability
concerns, among others. Because they have more information with which to continue the
investigation, and because they have a direct relationship with the registrant, the registrar is
in the best position to evaluate alleged abuse. The registrar can determine if the use violates
the registrar’s legal terms of service or the registry Anti-Abuse Policy, and can decide whether
or not to take any action. While the language and terms vary, registrars will be expected to
include language in their registrar-registrant contracts that indemnifies the registrar if it
takes action, and allows the registrar to suspend or cancel a domain name; this will be in
addition to the registry Anti-Abuse Policy. Generally, registrars can act if the registrant
violates the registrar’s terms of service, or violates ICANN policy, or if illegal activity is
involved, or if the use violates the registry’s Anti-Abuse Policy.

If a registrar does not take action within a time period indicated by the registry operator
(usually 24 hours), the registry operator might then decide to take action itself. At all times,
the registry operator reserves the right to act directly and immediately if the potential harm to
Internet users seems significant or imminent, with or without notice to the sponsoring registrar.

The registry operator will be prepared to call upon relevant law enforcement bodies as needed.
There are certain cases, for example, Illegal pharmacy domains, where the registry operator will
contact the Law Enforcement Agencies to share information about these domains, provide all the
evidence collected and work closely with them before any action will be taken for suspension. The
specific action is often dependent upon the jurisdiction of which the registry operator, although
the operator in all cases will adhere to applicable laws and regulations.

When valid court orders or seizure warrants are received from courts or law enforcement agencies
of relevant jurisdiction, the registry operator will order execution in an expedited fashion.
Compliance with these will be a top priority and will be completed as soon as possible and within
the defined timelines of the order. There are certain cases where Law Enforcement Agencies request
information about a domain including but not limited to:

e Registration information

e History of a domain, including recent updates made

e Other domains associated with a registrant’s account

e Patterns of registrant portfolio

Requests for such information is handled on a priority basis and sent back to the requestor as
soon as possible. Afilias sets a goal to respond to such requests within 24 hours.

The registry operator may also engage in proactive screening of its zone for malicious use of the
domains in the TLD, and report problems to the sponsoring registrars. The registry operator could
take advantage of a combination of the following resources, among others:
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e Blocklists of domain names and nameservers published by organizations such as SURBL and
Spamhaus.

e Anti-phishing feeds, which will provide URLs of compromised and maliciously registered domains
being used for phishing.

e Analysis of registration or DNS query data [DNS query data received by the TLD nameservers. ]

The registry operator will keep records and track metrics regarding abuse and abuse reports. These
will include:

¢ Number of abuse reports received by the registry’s abuse point of contact described above;

¢ Number of cases and domains referred to registrars for resolution;

e Number of cases and domains where the registry took direct action;

e Resolution times;

e Number of domains in the TLD that have been blacklisted by major anti-spam blocklist providers,
and;

e Phishing site uptimes in the TLD.

Removal of orphan glue records

By definition, orphan glue records used to be glue records. Glue records are related to
delegations and are necessary to guide iterative resolvers to delegated nameservers. A glue record
becomes an orphan when its parent nameserver record is removed without also removing the
corresponding glue record. (Please reference the ICANN SSAC paper SAC048 at:
http://www.icann.org/en/committees/security/sac048.pdf.) Orphan glue records may be created when a
domain (example.tld) is placed on EPP ServerHold or ClientHold status. When placed on Hold, the
domain is removed from the zone and will stop resolving. However, any child nameservers (now
orphan glue) of that domain (e.g., nsl.example.tld) are left in the zone. It is important to keep
these orphan glue records in the zone so that any innocent sites using that nameserver will
continue to resolve. This use of Hold status is an essential tool for suspending malicious
domains.

Afilias observes the following procedures, which are being followed by other registries and are
generally accepted as DNS best practices. These procedures are also in keeping with ICANN SSAC
recommendations.

When a request to delete a domain is received from a registrar, the registry first checks for the
existence of glue records. If glue records exist, the registry will check to see if other domains
in the registry are using the glue records. If other domains in the registry are using the glue
records then the request to delete the domain will fail until no other domains are using the glue
records. If no other domains in the registry are using the glue records then the glue records will
be removed before the request to delete the domain is satisfied. If no glue records exist then the
request to delete the domain will be satisfied.

If a registrar cannot delete a domain because of the existence of glue records that are being used
by other domains, then the registrar may refer to the zone file or the “weekly domain hosted by
nameserver report” to find out which domains are using the nameserver in question and attempt to
contact the corresponding registrar to request that they stop using the nameserver in the glue
record. The registry operator does not plan on performing mass updates of the associated DNS
records.

The registry operator will accept, evaluate, and respond appropriately to complaints that orphan
glue is being used maliciously. Such reports should be made in writing to the registry operator,
and may be submitted to the registry’s abuse point-of-contact. If it is confirmed that an orphan
glue record is being used in connection with malicious conduct, the registry operator will have
the orphan glue record removed from the zone file. Afilias has the technical ability to execute
such requests as needed.

Methods to promote WHOIS accuracy
The creation and maintenance of accurate WHOIS records is an important part of registry
management. As described in our response to question #26, WHOIS, the registry operator will manage

a secure, robust and searchable WHOIS service for this TLD.

WHOIS data accuracy
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The registry operator will offer a “thick” registry system. In this model, all key contact details
for each domain name will be stored in a central location by the registry. This allows better
access to domain data, and provides uniformity in storing the information. The registry operator
will ensure that the required fields for WHOIS data (as per the defined policies for the TLD) are
enforced at the registry level. This ensures that the registrars are providing required domain
registration data. Fields defined by the registry policy to be mandatory are documented as such
and must be submitted by registrars. The Afilias registry system verifies formats for relevant
individual data fields (e.g. e-mail, and phone/fax numbers). Only valid country codes are allowed
as defined by the ISO 3166 code list. The Afilias WHOIS system is extensible, and is capable of
using the VAULT system, described further below.

Similar to the centralized abuse point of contact described above, the registry operator can
institute a contact email address which could be utilized by third parties to submit complaints
for inaccurate or false WHOIS data detected. This information will be processed by Afilias’
support department and forwarded to the registrars. The registrars can work with the registrants
of those domains to address these complaints. Afilias will audit registrars on a yearly basis to
verify whether the complaints being forwarded are being addressed or not. This functionality,
available to all registry operators, is activated based on the registry operator’s business
policy.

Afilias also incorporates a spot-check verification system where a randomly selected set of domain
names are checked periodically for accuracy of WHOIS data. Afilias’ .PRO registry system
incorporates such a verification system whereby 1% of total registrations or 100 domains,
whichever number is larger, are spot-checked every month to verify the domain name registrant’s
critical information provided with the domain registration data. With both a highly qualified
corps of engineers and a 24x7 staffed support function, Afilias has the capacity to integrate such
spot-check functionality into this TLD, based on the registry operator’s business policy. Note:
This functionality will not work for proxy protected WHOIS information, where registrars or their
resellers have the actual registrant data. The solution to that problem lies with either registry
or registrar policy, or a change in the general marketplace practices with respect to proxy
registrations.

Finally, Afilias’ registry systems have a sophisticated set of billing and pricing functionality
which aids registry operators who decide to provide a set of financial incentives to registrars
for maintaining or improving WHOIS accuracy. For instance, it is conceivable that the registry
operator may decide to provide a discount for the domain registration or renewal fees for
validated registrants, or levy a larger cost for the domain registration or renewal of proxy
domain names. The Afilias system has the capability to support such incentives on a configurable
basis, towards the goal of promoting better WHOIS accuracy.

Role of registrars
As part of the RRA (Registry Registrar Agreement), the registry operator will require the
registrar to be responsible for ensuring the input of accurate WHOIS data by their registrants.
The Registrar/Registered Name Holder Agreement will include a specific clause to ensure accuracy
of WHOIS data, and to give the registrar rights to cancel or suspend registrations if the
Registered Name Holder fails to respond to the registrar’s query regarding accuracy of data.
ICANN’s WHOIS Data Problem Reporting System (WDPRS) will be available to those who wish to file
WHOIS inaccuracy reports, as per ICANN policy (http://wdprs.internic.net/).

Controls to ensure proper access to domain functions

Several measures are in place in the Afilias registry system to ensure proper access to domain
functions, including authentication provisions in the RRA relative to notification and contact
updates via use of AUTH-INFO codes.

IP address access control lists, TLS/SSL certificates and proper authentication are used to
control access to the registry system. Registrars are only given access to perform operations on
the objects they sponsor.

Every domain will have a unique AUTH-INFO code. The AUTH-INFO code is a 6- to 16-character code
assigned by the registrar at the time the name is created. Its purpose is to aid identification of
the domain owner so proper authority can be established. It is the "password” to the domain name.
Registrars must use the domain’s password in order to initiate a registrar-to-registrar transfer.
It is used to ensure that domain updates (update contact information, transfer, or deletion) are
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undertaken by the proper registrant, and that this registrant is adequately notified of domain
update activity. Only the sponsoring registrar of a domain has access to the domain’s AUTH-INFO
code stored in the registry, and this is accessible only via encrypted, password-protected
channels.

Information about other registry security measures such as encryption and security of registrar
channels are confidential to ensure the security of the registry system. The details can be found
in the response to question #30b.

Validation and abuse mitigation mechanisms

Afilias has developed advanced validation and abuse mitigation mechanisms. These capabilities and
mechanisms are described below. These services and capabilities are discretionary and may be
utilized by the registry operator based on their policy and business need.

Afilias has the ability to analyze the registration data for known patterns at the time of
registration. A database of these known patterns is developed from domains and other associated
objects (e.g., contact information) which have been previously detected and suspended after being
flagged as abusive. Any domains matching the defined criteria can be flagged for investigation.
Once analyzed and confirmed by the domain anti-abuse team members, these domains may be suspended.
This provides proactive detection of abusive domains.

Provisions are available to enable the registry operator to only allow registrations by pre-
authorized and verified contacts. These verified contacts are given a unique code that can be used
for registration of new domains.

Registrant pre-verification and authentication

One of the systems that could be used for validity and identity authentication is VAULT
(Validation and Authentication Universal Lookup). It utilizes information obtained from a series
of trusted data sources with access to billions of records containing data about individuals for
the purpose of providing independent age and id verification as well as the ability to incorporate
additional public or private data sources as required. At present it has the following: US
Residential Coverage - 90% of Adult Population and also International Coverage - Varies from
Country to Country with a minimum of 80% coverage (24 countries, mostly European).

Various verification elements can be used. Examples might include applicant data such as name,
address, phone, etc. Multiple methods could be used for verification include integrated solutions
utilizing API (XML Application Programming Interface) or sending batches of requests.

e Verification and Authentication requirements would be based on TLD operator requirements or
specific criteria.

e Based on required WHOIS Data; registrant contact details (name, address, phone)

e If address/ZIP can be validated by VAULT, the validation process can continue (North America +25
International countries)

e If in-line processing and registration and EPP/API call would go to the verification
clearinghouse and return up to 4 challenge questions.

e If two-step registration is required, then registrants would get a link to complete the
verification at a separate time. The link could be specific to a domain registration and pre-
populated with data about the registrant.

e If WHOIS data is validated a token would be generated and could be given back to the registrar
which registered the domain.

e WHOIS data would reflect the Validated Data or some subset, i.e., fields displayed could be
first initial and last name, country of registrant and date validated. Other fields could be
generic validation fields much like a “privacy service”.

¢ A “Validation Icon” customized script would be sent to the registrants email address. This could
be displayed on the website and would be dynamically generated to avoid unauthorized use of the
Icon. When clicked on the Icon would should limited WHOIS details i.e. Registrant: jdoe, Country:
USA, Date Validated: March 29, 2011, as well as legal disclaimers.

e Validation would be annually renewed, and validation date displayed in the WHOIS.

Abuse prevention resourcing plans
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Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way. Abuse prevention and detection
is a function that is staffed across the various groups inside Afilias, and requires a team effort
when abuse is either well hidden or widespread, or both. While all of Afilias’ 200+ employees are
charged with responsibility to report any detected abuse, the engineering and analysis teams,
numbering over 30, provide specific support based on the type of abuse and volume and frequency of
analysis required. The Afilias security and support teams have the authority to initiate
mitigation.

Afilias has developed advanced validation and abuse mitigation mechanisms. These capabilities and
mechanisms are described below. These services and capabilities are discretionary and may be
utilized by the registry operator based on their policy and business need.

This TLD’s anticipated volume of registrations in the first three years of operations is listed in
response #46. Afilias’ anti-abuse function anticipates the expected volume and type of
registrations, and together will adequately cover the staffing needs for this TLD. The registry
operator will maintain an abuse response team, which may be a combination of internal staff and
outside specialty contractors, adjusting to the needs of the size and type of TLD. The team
structure planned for this TLD is based on several years of experience responding to, mitigating,
and managing abuse for TLDs of various sizes. The team will generally consist of abuse handlers
(probably internal), a junior analyst, (either internal or external), and a senior security
consultant (likely an external resource providing the registry operator with extra expertise as
needed). These responders will be specially trained in the investigation of abuse complaints, and
will have the latitude to act expeditiously to suspend domain names (or apply other remedies) when
called for.

The exact resources required to maintain an abuse response team must change with the size and
registration procedures of the TLD. An initial abuse handler is necessary as a point of contact
for reports, even if a part-time responsibility. The abuse handlers monitor the abuse email
address for complaints and evaluate incoming reports from a variety of sources. A large percentage
of abuse reports to the registry operator may be unsolicited commercial email. The designated
abuse handlers can identify legitimate reports and then decide what action is appropriate, either
to act upon them, escalate to a security analyst for closer investigation, or refer them to
registrars as per the above-described procedures. A TLD with rare cases of abuse would conform to
this structure.

If multiple cases of abuse within the same week occur regularly, the registry operator will
consider staffing internally an additional security analyst to investigate the complaints as they
become more frequent. Training an abuse analyst requires 3-6 months and likely requires the active
guidance of an experienced senior security analyst for guidance and verification of assessments
and recommendations being made.

If this TLD were to regularly experience multiple cases of abuse within the same day, a full-time
senior security analyst would likely be necessary. A senior security analyst capable of fulfilling
this role should have several years of experience and able to manage and train the internal abuse
response team.

The abuse response team will also maintain subscriptions for several security information
services, including the blocklists from organizations like SURBL and Spamhaus and anti-phishing
and other domain related abuse (malware, fast-flux etc.) feeds. The pricing structure of these
services may depend on the size of the domain and some services will include a number of rapid
suspension requests for use as needed.

For a large TLD, regular audits of the registry data are required to maintain control over abusive
registrations. When a registrar with a significant number of registrations has been compromised or
acted maliciously, the registry operator may need to analyze a set of registration or DNS query
data. A scan of all the domains of a registrar is conducted only as needed. Scanning and analysis
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for a large registrar may require as much as a week of full-time effort for a dedicated machine
and team.

29. Rights Protection Mechanisms: Applicants must describe how their registry will comply
with policies and practices that minimize abusive registrations and other activities that affect
the legal rights of others, such as the Uniform Domain Name Dispute Resolution Policy
(UDRP), Uniform Rapid Suspension (URS) system, and Trademark Claims and Sunrise services
at startup.

A complete answer should include:

e A description of how the registry operator will implement safeguards against allowing
unqualified registrations (e.g., registrations made in violation of the registry’s eligibility
restrictions or policies), and reduce opportunities for behaviors such as phishing or
pharming. At a minimum, the registry operator must offer a Sunrise period and a
Trademark Claims service during the required time periods, and implement decisions
rendered under the URS on an ongoing basis; and

e A description of resourcing plans for the initial implementation of, and ongoing
maintenance for, this aspect of the criteria (hnumber and description of personnel roles
allocated to this area).

>To be eligible for a score of 2, answers must also include additional measures specific to
rights protection, such as abusive use policies, takedown procedures, registrant pre-
verification, or authentication procedures, or other covenants.

A complete answer is expected to be no more than 10 pages.

Rights protection is a core responsibility of the TLD operator, and is supported by a fully-
developed plan for rights protection that includes:

e Establishing mechanisms to prevent unqualified registrations (e.g., registrations made in
violation of the registry’s eligibility restrictions or policies);

e Implementing a robust Sunrise program, utilizing the Trademark Clearinghouse, the services of
one of ICANN’s approved dispute resolution providers, a trademark validation agent, and drawing
upon sunrise policies and rules used successfully in previous gTLD launches;

e Implementing a professional trademark claims program that utilizes the Trademark Clearinghouse,
and drawing upon models of similar programs used successfully in previous TLD launches;

e Complying with the URS requirements;

e Complying with the UDRP;

e Complying with the PDDRP, and;

e Including all ICANN-mandated and independently developed rights protection mechanisms (“RPMs”)
in the registry-registrar agreement entered into by ICANN-accredited registrars authorized to
register names in the TLD.

The response below details the rights protection mechanisms at the launch of the TLD (Sunrise and
Trademark Claims Service) which comply with rights protection policies (URS, UDRP, PDDRP, and
other ICANN RPMs), outlines additional provisions made for rights protection, and provides the
resourcing plans.

Safeguards for rights protection at the launch of the TLD
The launch of this TLD will include the operation of a trademark claims service according to the
defined ICANN processes for checking a registration request and alerting trademark holders of

potential rights infringement.

The Sunrise Period will be an exclusive period of time, prior to the opening of public
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registration, when trademark and service mark holders will be able to reserve marks that are an
identical match in the .WEB domain. Following the Sunrise Period, Afilias will open registration
to qualified applicants.

The anticipated Rollout Schedule for the Sunrise Period will be approximately as follows:

e Launch of the TLD - Sunrise Period begins for trademark holders and service mark holders to
submit registrations for their exact marks in the .ART domain.

e Quiet Period - The Sunrise Period will close and will be followed by a Quiet Period for testing
and evaluation.

e Land rush period opens after the Quiet period

e Quiet period of 30 days begins after the close of Land rush

e One month after close of Quiet Period - Registration in the .ART domain will be opened to
qualified applicants.

Sunrise Period Requirements & Restrictions
Those wishing to reserve their marks in the .WEB domain during the Sunrise Period must own a
current trademark or service mark listed in the Trademark Clearinghouse.

Notice will be provided to all trademark holders in the Clearinghouse if someone is seeking a
Sunrise registration. This notice will be provided to holders of marks in the Clearinghouse that
are an Identical Match (as defined in the Trademark Clearing House) to the name to be registered
during Sunrise.

Each Sunrise registration will require a minimum term, to be determined at a later date.

Afilias will establish the following Sunrise eligibility requirements (SERs) as minimum
requirements, verified by Clearinghouse data, and incorporate a Sunrise Dispute Resolution Policy
(SDRP). The SERs include: (i) ownership of a mark that satisfies the criteria set forth in section
7.2 of the Trademark Clearing House specifications, (ii) description of international class of
goods or services covered by registration; (iii) representation that all provided information is
true and correct; and (iv) provision of data sufficient to document rights in the trademark.

The SDRP will allow challenges based on the following four grounds: (i) at time the challenged
domain name was registered, the registrants did not hold a trademark registration of national
effect (or regional effect) or the trademark had not been court-validated or protected by statute
or treaty; (ii) the domain name is not identical to the mark on which the registrant based its
Sunrise registration; (iii) the trademark registration on which the registrant based its Sunrise
registration is not of national effect (or regional effect) or the trademark had not been court-
validated or protected by statute or treaty; or (iv) the trademark registration on which the
domain name registrant based its Sunrise registration did not issue on or before the effective
date of the Registry Agreement and was not applied for on or before ICANN announced the
applications received.

Ongoing rights protection mechanisms

Several mechanisms will be in place to protect rights in this TLD. As described in our responses
to questions #27 and #28, measures are in place to ensure domain transfers and updates are only
initiated by the appropriate domain holder, and an experienced team is available to respond to
legal actions by law enforcement or court orders.

This TLD will conform to all ICANN RPMs including URS (defined below), UDRP, PDDRP, and all
measures defined in Specification 7 of the new TLD agreement.

Uniform Rapid Suspension (URS)
The registry operator will implement decisions rendered under the URS on an ongoing basis. Per the
URS policy posted on ICANN’s Web site as of this writing, the registry operator will receive
notice of URS actions from the ICANN-approved URS providers. These emails will be directed
immediately to the registry operator’s support staff, which is on duty 24x7. The support staff
will be responsible for creating a ticket for each case, and for executing the directives from the
URS provider. All support staff will receive pertinent training.

As per ICANN’s URS guidelines, within 24 hours of receipt of the notice of complaint from the URS
provider, the registry operator shall “lock” the domain, meaning the registry shall restrict all
changes to the registration data, including transfer and deletion of the domain names, but the
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name will remain in the TLD DNS zone file and will thus continue to resolve. The support staff
will “lock” the domain by associating the following EPP statuses with the domain and relevant
contact objects:

e ServerUpdateProhibited, with an EPP reason code of “URS”

e ServerDeleteProhibited, with an EPP reason code of “URS”

e ServerTransferProhibited, with an EPP reason code of “URS”

e The registry operator’s support staff will then notify the URS provider immediately upon locking
the domain name, via email.

The registry operator’s support staff will retain all copies of emails from the URS providers,
assign them a tracking or ticket number, and will track the status of each opened URS case through
to resolution via spreadsheet or database.

The registry operator’s support staff will execute further operations upon notice from the URS
providers. The URS provider is required to specify the remedy and required actions of the registry
operator, with notification to the registrant, the complainant, and the registrar.

As per the URS guidelines, if the complainant prevails, the “registry operator shall suspend the
domain name, which shall remain suspended for the balance of the registration period and would not
resolve to the original web site. The nameservers shall be redirected to an informational web page
provided by the URS provider about the URS. The WHOIS for the domain name shall continue to
display all of the information of the original registrant except for the redirection of the
nameservers. In addition, the WHOIS shall reflect that the domain name will not be able to be
transferred, deleted or modified for the life of the registration.”

Rights protection via the RRA
The following will be memorialized and be made binding via the Registry-Registrar and Registrar-
Registrant Agreements:

e The registry may reject a registration request or a reservation request, or may delete, revoke,
suspend, cancel, or transfer a registration or reservation under the following criteria:

a. to enforce registry policies and ICANN requirements; each as amended from time to time;

b. that is not accompanied by complete and accurate information as required by ICANN requirements
and/or registry policies or where required information is not updated and/or corrected as required
by ICANN requirements and/or registry policies;

c. to protect the integrity and stability of the registry, its operations, and the TLD system;

d. to comply with any applicable law, regulation, holding, order, or decision issued by a court,
administrative authority, or dispute resolution service provider with jurisdiction over the
registry;

e. to establish, assert, or defend the legal rights of the registry or a third party or to avoid
any civil or criminal liability on the part of the registry and/or its affiliates, subsidiaries,
officers, directors, representatives, employees, contractors, and stockholders;

f. to correct mistakes made by the registry or any accredited registrar in connection with a
registration; or

g. as otherwise provided in the Registry-Registrar Agreement and/or the Registrar-Registrant
Agreement.

Reducing opportunities for behaviors such as phishing or pharming

In our response to question #28, the registry operator has described its anti-abuse program.
Rather than repeating the policies and procedures here, please see our response to question #28
for full details.

In the case of this TLD, Afilias will apply an approach that addresses registered domain names
(rather than potentially registered domains). This approach will not infringe upon the rights of
eligible registrants to register domains, and allows Afilias internal controls, as well as
community-developed UDRP and URS policies and procedures if needed, to deal with complaints,
should there be any.

Afilias is a member of various security fora which provide access to lists of names in each TLD

which may be used for malicious purposes. Such identified names will be subject to the TLD anti-
abuse policy, including rapid suspensions after due process.
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Rights protection resourcing plans

Since its founding, Afilias is focused on delivering secure, stable and reliable registry
services. Several essential management and staff who designed and launched the Afilias registry in
2001 and expanded the number of TLDs supported, all while maintaining strict service levels over
the past decade, are still in place today. This experiential continuity will endure for the
implementation and on-going maintenance of this TLD. Afilias operates in a matrix structure, which
allows its staff to be allocated to various critical functions in both a dedicated and a shared
manner. With a team of specialists and generalists, the Afilias project management methodology
allows efficient and effective use of our staff in a focused way.

Supporting RPMs requires several departments within the registry operator as well as within
Afilias. The implementation of Sunrise and the Trademark Claims service and on-going RPM
activities will pull from the 102 Afilias staff members of the engineering, product management,
development, security and policy teams at Afilias which are on duty 24x7. A trademark validator
will also be assigned within the registry operator, whose responsibilities may require as much as
50% of full-time employment if the domains under management were to exceed several million. No
additional hardware or software resources are required to support this as Afilias has fully-
operational capabilities to manage abuse today.

30A. Security Policy: provide a summary of the security policy for the proposed registry,
including but not limited to:

¢ indication of any independent assessment reports demonstrating security capabilities,
and provisions for periodic independent assessment reports to test security capabilities;

e description of any augmented security levels or capabilities commensurate with the
nature of the applied for gTLD string, including the identification of any existing
international or industry relevant security standards the applicant commits to following
(reference site must be provided);

e list of commitments made to registrants concerning security levels.

To be eligible for a score of 2, answers must also include:

e Evidence of an independent assessment report demonstrating effective security controls
(e.g., ISO 27001).

A summary of the above should be no more than 20 pages. Note that the complete security
policy for the registry is required to be submitted in accordance with 30(b).

Afilias aggressively and actively protects the registry system from known threats and
vulnerabilities, and has deployed an extensive set of security protocols, policies and procedures
to thwart compromise. Afilias’ robust and detailed plans are continually updated and tested to
ensure new threats are mitigated prior to becoming issues. Afilias will continue these rigorous
security measures, which include:

e Multiple layers of security and access controls throughout registry and support systems;

e 24x7 monitoring of all registry and DNS systems, support systems and facilities;

e Unique, proven registry design that ensures data integrity by granting only authorized access to
the registry system, all while meeting performance requirements;

e Detailed incident and problem management processes for rapid review, communications, and problem
resolution, and;

¢ Yearly external audits by independent, industry-leading firms, as well as twice-yearly internal
audits.

Security policies and protocols
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Afilias has included security in every element of its service, including facilities, hardware,
equipment, connectivity/Internet services, systems, computer systems, organizational security,
outage prevention, monitoring, disaster mitigation, and escrow/insurance, from the original
design, through development, and finally as part of production deployment. Examples of threats and
the confidential and proprietary mitigation procedures are detailed in our response to question
#30(b).

There are several important aspects of the security policies and procedures to note:

e Afilias hosts domains in data centers around the world that meet or exceed global best
practices.

e Afilias’ DNS infrastructure is massively provisioned as part of its DDoS mitigation strategy,
thus ensuring sufficient capacity and redundancy to support new gTLDs.

e Diversity is an integral part of all of our software and hardware stability and robustness plan,
thus avoiding any single points of failure in our infrastructure.

e Access to any element of our service (applications, infrastructure and data) is only provided on
an as-needed basis to employees and a limited set of others to fulfill their job functions. The
principle of least privilege is applied.

e All registry components-critical and non-critical-are monitored 24x7 by staff at our NOCs, and
the technical staff has detailed plans and procedures that have stood the test of time for
addressing even the smallest anomaly. Well-documented incident management procedures are in place
to quickly involve the on-call technical and management staff members to address any issues.

Afilias follows the guidelines from the ISO 27001 Information Security Standard (Reference:
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42103 ) for the
management and implementation of its Information Security Management System. Afilias also utilizes
the COBIT IT governance framework to facilitate policy development and enable controls for
appropriate management of risk (Reference: http://www.isaca.org/cobit). Best practices defined in
ISO 27002 are followed for defining the security controls within the organization. Afilias
continually looks to improve the efficiency and effectiveness of our processes, and follows
industry best practices as defined by the IT Infrastructure Library, or ITIL (Reference:
http://www.itil-officialsite.com/).

The Afilias registry system is located within secure data centers that implement a multitude of
security measures both to minimize any potential points of vulnerability and to limit any damage
should there be a breach. The characteristics of these data centers are described fully in our
response to question #30(b).

The Afilias registry system employs a number of multi-layered measures to prevent unauthorized
access to its network and internal systems. Before reaching the registry network, all traffic is
required to pass through a firewall system. Packets passing to and from the Internet are
inspected, and unauthorized or unexpected attempts to connect to the registry servers are both
logged and denied. Management processes are in place to ensure each request is tracked and
documented, and regular firewall audits are performed to ensure proper operation. 24x7 monitoring
is in place and, if potential malicious activity is detected, appropriate personnel are notified
immediately.

Afilias employs a set of security procedures to ensure maximum security on each of its servers,
including disabling all unnecessary services and processes and regular application of security-
related patches to the operating system and critical system applications. Regular external
vulnerability scans are performed to verify that only services intended to be available are
accessible.

Regular detailed audits of the server configuration are performed to verify that the
configurations comply with current best security practices. Passwords and other access means are
changed on a regular schedule and are revoked whenever a staff member’s employment is terminated.

Access to registry system
Access to all production systems and software is strictly limited to authorized operations staff
members. Access to technical support and network operations teams where necessary are read only
and limited only to components required to help troubleshoot customer issues and perform routine
checks. Strict change control procedures are in place and are followed each time a change is
required to the production hardware/application. User rights are kept to a minimum at all times.
In the event of a staff member’s employment termination, all access is removed immediately.

Afilias applications use encrypted network communications. Access to the registry server is
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controlled. Afilias allows access to an authorized registrar only if each of the authentication
factors matches the specific requirements of the requested authorization. These mechanisms are
also used to secure any web-based tools that allow authorized registrars to access the registry.
Additionally, all write transactions in the registry (whether conducted by authorized registrars
or the registry’s own personnel) are logged.

EPP connections are encrypted using TLS/SSL, and mutually authenticated using both certificate
checks and login/password combinations. Web connections are encrypted using TLS/SSL for an
encrypted tunnel to the browser, and authenticated to the EPP server using login/password
combinations.

All systems are monitored for security breaches from within the data center and without, using
both system-based and network-based testing tools. Operations staff also monitor systems for
security-related performance anomalies. Triple-redundant continual monitoring ensures multiple
detection paths for any potential incident or problem. Details are provided in our response to
questions #30(b) and #42. Network Operations and Security Operations teams perform regular audits
in search of any potential vulnerability.

To ensure that registrar hosts configured erroneously or maliciously cannot deny service to other
registrars, Afilias uses traffic shaping technologies to prevent attacks from any single registrar
account, IP address, or subnet. This additional layer of security reduces the likelihood of
performance degradation for all registrars, even in the case of a security compromise at a subset
of registrars.

There is a clear accountability policy that defines what behaviors are acceptable and unacceptable
on the part of non-staff users, staff users, and management. Periodic audits of policies and
procedures are performed to ensure that any weaknesses are discovered and addressed. Aggressive
escalation procedures and well-defined Incident Response management procedures ensure that
decision makers are involved at early stages of any event.

In short, security is a consideration in every aspect of business at Afilias, and this is
evidenced in a track record of a decade of secure, stable and reliable service.

Independent assessment

Supporting operational excellence as an example of security practices, Afilias performs a number
of internal and external security audits each year of the existing policies, procedures and
practices for:

e Access control;

e Security policies;

e Production change control;

e Backups and restores;

e Batch monitoring;

e Intrusion detection, and

e Physical security.

Afilias has an annual Type 2 SSAE 16 audit performed by PricewaterhouseCoopers (PwC). Further, PwC
performs testing of the general information technology controls in support of the financial
statement audit. A Type 2 report opinion under SSAE 16 covers whether the controls were properly
designed, were in place, and operating effectively during the audit period (calendar year). This
SSAE 16 audit includes testing of internal controls relevant to Afilias’ domain registry system
and processes. The report includes testing of key controls related to the following control
objectives:

e Controls provide reasonable assurance that registrar account balances and changes to the
registrar account balances are authorized, complete, accurate and timely.

e Controls provide reasonable assurance that billable transactions are recorded in the Shared
Registry System (SRS) in a complete, accurate and timely manner.

e Controls provide reasonable assurance that revenue is systemically calculated by the Deferred
Revenue System (DRS) in a complete, accurate and timely manner.

e Controls provide reasonable assurance that the summary and detail reports, invoices, statements,
registrar and registry billing data files, and ICANN transactional reports provided to registry
operator(s) are complete, accurate and timely.

e Controls provide reasonable assurance that new applications and changes to existing applications
are authorized, tested, approved, properly implemented and documented.

file:///C:/Users/hc23398/Downloads/1-1013-6638_WEB (5).html 43/45



7/28/22, 11:37 AM 1-1013-6638_WEB (5).html

e Controls provide reasonable assurance that changes to existing system software and
implementation of new system software are authorized, tested, approved, properly implemented and
documented.

e Controls provide reasonable assurance that physical access to data centers is restricted to
properly authorized individuals.

e Controls provide reasonable assurance that logical access to system resources is restricted to
properly authorized individuals.

e Controls provide reasonable assurance that processing and backups are appropriately authorized
and scheduled and that deviations from scheduled processing and backups are identified and
resolved.

The last Type 2 report issued was for the year 2010, and it was unqualified, i.e., all systems
were evaluated with no material problems found.

During each year, Afilias monitors the key controls related to the SSAE controls. Changes or
additions to the control objectives or activities can result due to deployment of new services,
software enhancements, infrastructure changes or process enhancements. These are noted and after
internal review and approval, adjustments are made for the next review.

In addition to the PricewaterhouseCoopers engagement, Afilias performs internal security audits
twice a year. These assessments are constantly being expanded based on risk assessments and
changes in business or technology.

Additionally, Afilias engages an independent third-party security organization, PivotPoint
Security, to perform external vulnerability assessments and penetration tests on the sites hosting
and managing the Registry infrastructure. These assessments are performed with major
infrastructure changes, release of new services or major software enhancements. These independent
assessments are performed at least annually. A report from a recent assessment is attached with
our response to question #30(b).

Afilias has engaged with security companies specializing in application and web security testing
to ensure the security of web-based applications offered by Afilias, such as the Web Admin Tool
(WAT) for registrars and registry operators.

Finally, Afilias has engaged IBM’s Security services division to perform ISO 27002 gap assessment
studies so as to review alignment of Afilias’ procedures and policies with the ISO 27002 standard.
Afilias has since made adjustments to its security procedures and policies based on the
recommendations by IBM.

Special TLD considerations

Afilias’ rigorous security practices are regularly reviewed; if there is a need to alter or
augment procedures for this TLD, they will be done so in a planned and deliberate manner.

Commitments to registrant protection

With over a decade of experience protecting domain registration data, Afilias understands
registrant security concerns. Afilias supports a “thick” registry system in which data for all
objects are stored in the registry database that is the centralized authoritative source of
information. As an active member of IETF (Internet Engineering Task Force), ICANN’s SSAC (Security
& Stability Advisory Committee), APWG (Anti-Phishing Working Group), MAAWG (Messaging Anti-Abuse
Working Group), USENIX, and ISACA (Information Systems Audits and Controls Association), the
Afilias team is highly attuned to the potential threats and leading tools and procedures for
mitigating threats. As such, registrants should be confident that:

e Any confidential information stored within the registry will remain confidential;

e The interaction between their registrar and Afilias is secure;

e The Afilias DNS system will be reliable and accessible from any location;

e The registry system will abide by all polices, including those that address registrant data;

e Afilias will not introduce any features or implement technologies that compromise access to the
registry system or that compromise registrant security.

Afilias has directly contributed to the development of the documents listed below and we have
implemented them where appropriate. All of these have helped improve registrants’ ability to
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protect their domains name(s) during the domain name lifecycle.

e [SACO49]: SSAC Report on DNS Zone Risk Assessment and Management (03 June 2011)

e [SACO44]: A Registrant’s Guide to Protecting Domain Name Registration Accounts (©5 November
2010)

e [SACO40]: Measures to Protect Domain Registration Services Against Exploitation or Misuse (19
August 2009)

e [SACO28]: SSAC Advisory on Registrar Impersonation Phishing Attacks (26 May 2008)

e [SACO24]: Report on Domain Name Front Running (February 2008)

e [SACO22]: Domain Name Front Running (SAC@22, SAC024) (20 October 2007)

e [SACO11]: Problems caused by the non-renewal of a domain name associated with a DNS Name Server
(7 July 2006)

e [SACO10]: Renewal Considerations for Domain Name Registrants (29 June 2006)

e [SACOO7]: Domain Name Hijacking Report (SAC007) (12 July 2005)

To protect any unauthorized modification of registrant data, Afilias mandates TLS/SSL transport
(per RFC 5246) and authentication methodologies for access to the registry applications.
Authorized registrars are required to supply a list of specific individuals (five to ten people)
who are authorized to contact the registry. Each such individual is assigned a pass phrase. Any
support requests made by an authorized registrar to registry customer service are authenticated by
registry customer service. All failed authentications are logged and reviewed regularly for
potential malicious activity. This prevents unauthorized changes or access to registrant data by
individuals posing to be registrars or their authorized contacts.

These items reflect an understanding of the importance of balancing data privacy and access for
registrants, both individually and as a collective, worldwide user base.

The Afilias 24/7 Customer Service Center consists of highly trained staff who collectively are
proficient in 15 languages, and who are capable of responding to queries from registrants whose
domain name security has been compromised-for example, a victim of domain name hijacking. Afilias
provides specialized registrant assistance guides, including specific hand-holding and follow-
through in these kinds of commonly occurring circumstances, which can be highly distressing to
registrants

Security resourcing plans

Please refer to our response to question #30b for security resourcing plans.

© Internet Corporation For Assigned Names and Numbers.
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ARBI TRATCOR BI ENVENU:. Good day, everyone.

It is an early norning on the Wst Coast. W have

a big day ahead of us.

"Il ask if there are prelimnary matters

that the parties or Amci would like to raise.

MR, ALI: Just very briefly, M. Chairnan.

M. LeVee had asked ne earlier today to provide an

estimate regarding the cross-exam nation tinmes for
M. Rasco and M. D sspain.

All | can say is that we worked pretty

nmuch late into the night and all night to cut back

our exam nations of both as nuch as we could to
all ow the Panel tine to ask questions and for
M. LeVee and M. Marenberg to conduct their
respective redirects of the w tnesses.

| can't say nuch nore than that because |

t hi nk we have done what we can. W hope that the

W tnesses will be efficient in their responses and

that the redirects wll be efficient as well to
all ow you sufficient tine to question the

W t nesses.

| did nake a commtnent to M. LeVee, and

we wll do everything that we can to abide by the
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Do you see that?

A Yes.
Q And that's NDC, correct?
A Yes.
Q And if you turn to
Redacted - Third-Party Designated Confidential Information
Do you see that?
A | see that, yes.

Q So you understood that after signing this

agreenent, entering into this agreenent,

Redacted - Third-Party Designated Confidential Information

A. Well, | don't necessarily agree with that.

| think Redacted - Third-Party Designated Confidential Information

Q In spite of what this says.
Ckay. Let's |ook at sone of the other

provisions. Let's take a | ook at

Redacted - Third-Party Designated Confidential Information
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statenent that you thought this arrangenent with
Veri Si gn was accept abl e under the gui debook,
correct?

A | did.

Q Did you wonder why
Redacted - Third-Party Designated Confidential Information

A. No, not really. As | just nentioned, I
t hi nk Redacted - Third-Party Designated Confidential Information

Q And you thought that it was prudent not to

| et anyone know that NDC -- strike that.

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Do | understand that correctly?

A That's correct. My experience working

wi th public conpanies, they are pretty quirky about

Redacted - Third-Party Designated Confidential Information

Q Was it your understandi ng that under t
gui debook a nonapplicant was permtted to
indirectly participate in the resolution of the
contention set or otherw se seeking to becone t
regi stry operator through an applicant's

application?

he

he

A I'"msorry, can you kind of rephrase that

question? | don't understand.
Q Yeah. What this provision states, if
understand it correctly, is that

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

A Well, | believe what this says is -- not

Redacted - Third-Party Designated

what this says, but they Confidential Information

Q Yeah. That's not what this says, though,

isit, sir?

A. It is contingent on a | ot of things.

Q Yeah. And so your view is that when they

say they were

Redacted - Third-Party Designated Confidential Information

A I think in ternms of
Redacted - Third-Party Designated Confidential Information

So yeah,

that's the way | viewed it.

Q Redacted - Third-Party Designated Confidential Information SO What was t he

interest rate on the |l oan that Veri Sign was
provi ding you with?

A Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Q But NDC effectively
Redacted - Third-Party Designated Confidential Information

A | don't -- | don't see how you cone to
t hat . Redacted - Third-Party Designated Confidential Information

Q You basically

Redacted - Third-Party Designated Confidential Information

A. No, | di sagree.

Q Redacted - Third-Party Designated Confidential Information

A. Redacted - Third-Party Designated Confidential Information

At that point, when we signed

the DAA, there was not even any clarity as to
whet her or not the . VWEB TLD woul d ever be
del egated. It was on hold and had been on hold for
years. So | don't...

Q Redacted - Third-Party Designated Confidential Information

A If that's the way you want to phrase it.
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that correct?

A Yes, that was for -- in ny mnd,

Redacted - Third-Party Designated Confidential Information

Q And let's | ook at some of the terns and

condi ti ons. Redacted - Third-Party Designated Confidential Information

A. I think this section

Redacted - Third-Party Designated Confidential Information
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Q

A
Q

Yeah, we'll cone to that, sir.
Redacted - Third-Party Designated Confidential Information

Do you see that?

| do.

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Q Redacted - Third-Party Designated Confidential Information

A Vell, | wouldn't phrase it that way.

Veri Si gn was not the bidder.

NDC al ways retained control.

NDC was t he bi dder.

As the one putting up

Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information

A Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

A Yes, that's correct.

Q Did you arrive two busi ness days prior to
the start of the auction?

A | believe it was one business day. |
don't think it ended up being two, but | can't be

certain. | think it was just one busi ness day.

Q Redacted - Third-Party Designated Confidential Information

Do you see that?

A. | do, yes.
Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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>

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

How di d you know t hat ?
W had di scussi ons.

Redacted - Third-Party Designated Confidential Information
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A Redacted - Third-Party Designated Confidential Information

Q And they did that during the negotiations?

A | believe so, yes.
Q Ckay. W are going to cone back to that
poi nt, but let me just ask you this: [If that was

Veri Sign's position,

Redacted - Third-Party Designated Confidential Information

A Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

A. Yes, | amthere.
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

But if you disclosed -- strike that.

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information
A. You know, | don't know what | would have
done in that circunstance.

Q Redacted - Third-Party Designated Confidential Information

A. Redacted - Third-Party Designated Confidential Information

MR. De GRAMONT: M. Chairman, | am going
to suggest that we take our break earlier today.
It mght enable nme to cut down on sone of the
questions. Wuld that be acceptable to the Panel ?
ARBI TRATOR BI ENVENU: It would certainly
be acceptable to us, and | don't expect
M. Marenberg would have any difficulty wth that.
MR. MARENBERG No obj ecti on,
M. Chai r man.
ARBI TRATOR Bl ENVENU: Excel | ent . So let's

break for 15 m nutes.

And, M. Rasco, sorry, we have to -- you
still there, M. Rasco?

THE WTNESS: | amstill here.

ARBI TRATOR Bl ENVENU:  Yes. | amgoing to

i nstruct you during our break, and that holds true
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Redacted - Third-Party Designated Confidential Information

A That's what it says.

Q Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

A
Q Redacted - Third-Party Designated Confidential Information
A Yeah. But, | nean, |ook, as a
busi nessperson, | don't know that anything is that

si npl e when you' re tal king about sonething of this

magni t ude.

Redacted - Third-Party Designated Confidential Information
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Q So you knew who all the other applicants
were, but they didn't know that Veri Sign was behi nd
your application?

A Well, VeriSign was not behind ny
application. NU DOl COis and always was in
control of our application. There was never --
Veri Si gn never controll ed our application and never
controll ed NU DOT CO

Q Vell, | think the Panel will have to
determ ne that based on the terns of the DAA, sir.

Let me point you to the |ast sentence of
your June 7th email. It says, quote, "It pains ne
personally to stroke a check to ICANN |like this,
but that's what we're going to have to do just Ilike
others did on . APP and . SHOP. "

Now, it couldn't have been that painful to
stroke a check to I CANN since Veri Sign was payi ng
for it, right?

A Vell, no matter what, yes, it was painful.

Q How so?

A Figuratively speaking it was just sending
| CANN $135 million wasn't -- actually, at this tine
| didn't know how much it was going to be, but I
was j ust speaking figuratively.

Q But it was Veri Sign's noney, but it pained
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t hat nmessage at 12:45 or at 12:05.

Q And you say, quote, "I can confirmthat
t here have been no changes to the NU DOT CO LLC
organi zation that would need to be reported to
I CANN. "

Do you recall that?

A Yes, | do.

Q But you didn't answer the part of his
question asking you to confirmthat there had not
been changes to the application.

Do you see that?

A Yeah. As | testified, | honestly thought
this was a routine inquiry one nonth out fromthe
auction, considering the fact that it had been four
years since we submtted our application. | just
read it and fired off an answer.

I mean, | don't think anything was
i naccurate or m sl eading here. Nothing did change
i n our application and nothing did change in NU DOT
CO.

Yeah, | see that | direct the answer, the
part of the organi zation, but | never intended to
w t hhol d anything. There was no changes that |
felt | needed to report.

So |l really just, again, as a routine
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inquiry, | was like, okay, | guess they are getting
ready for the auction.

Q And you state that other nenbers of the
contention set were putting pressure on you to do a
private auction and you had your conversation with
M. Nevett re: the additional Board nenbers, et
cetera, but it never entered into your m nd that

this conmuni cation from | CANN had anything to do

with that?
A No, at this point, no. | hadn't heard
back from Jon. | don't believe | heard back from

Jon after our exchange, and | don't recall having
heard from anyone, so no, it didn't spark anything
at that point.

Q Not wi t hst andi ng the ternms of the DAA that
we just reviewed, your view was that nothing about
your application had changed what soever; is that
your testinony, sir?

A Not hi ng in the application changed that

woul d require any kind of disclosure to | CANN.

Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information

Do you recall that?

A Cor r ect . Redacted - Third-Party Designated Confidential Information

Q Ckay. You had several exchanges of enmils

wth the onmbudsman on July 6, 7 and 8.
Do you recall that?

A | do. | recall one email that | responded
to him but yes.

Q Ckay. And then on July 8th, Ms. WIllett
enmai | ed you and asked you to call her.
Do you recall that?
| do, vyes.

And, in fact, you did call her, correct?

> O >

| did.

Q Ckay. And if you take a | ook behind Tab
13, we see the nmessage that she sent to you on July
8th. It is Tab 13, "Rasco Wtness Statenent

Exhibit O" At the bottom of the page she asks you
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at | CANN?

A | absolutely did not.

Q Did you ever tell Ms. WIllett or anyone
el se at | CANN that Veri Sign was fundi ng your

application?

A. | did not.
Q Prior to the auction?
A. Prior to the auction, | didn't nention

t hat anyone el se was involved in the auction.

Q Your testinmony to the Panel is that when
you told Ms. WIllett the decision to skip the
private auction was, in fact, NDC s, that that

testi nony was, quote, "unequivocally true,"

unquot e?
A Yes, that's correct.
Q Ckay. So the auction went forward on 27

July 2016, correct?

A That's right.

Q Let's turn to what's behind Tab 15 of your
binder. It is Exhibit CG97. It is a letter dated
July 26, 2016, from M. Livesay to you.

Do you recall at this tinme, were you
al ready at Veri Sign's headquarters in Virginia?
This was the day before the auction.

A. Vs | -- was | there when?
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Redacted - Third-Party Designated Confidential Information

THE WTNESS: | amhaving a little trouble
totry to figure out how to answer the question.

The way that | understood

Redacted - Third-Party Designated Confidential Information

ARBI TRATOR BI ENVENU: Was t he question of
whet her the gui debook -- or 1'll say the program
rules in order to include both the gui debook and
the auction rules. Ws the question of whether the
programrul es required disclosure of the DAA to
| CANN di scussed wi th | CANN?

THE W TNESS: Di scussed with | CANN, no, |

don't believe so. In what context? | am not sure.
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REPORTER S CERTI FI CATE
---000---
STATE OF CALI FORNI A )

) ss.
COUNTY OF SAN FRANCI SCO )

|, BALI NDA DUNLAP, certify that | was the

official court reporter and that | reported in
shorthand witing the foregoi ng proceedi ngs; that
t hereafter caused ny shorthand witing to be

reduced to typewiting, and the pages incl uded,

constitute a full, true, and correct record of said

pr oceedi ngs:

I N WTNESS WHEREOF, | have subscribed this

certificate at San Francisco, California, on this

18t h day of August, 2020.

P bl

BALI NDA DUNLAP, CSR NO 10710, RPR, CRR, RWR
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I, Paul Livesay, declare as follows:

1 I am a former Vice-President and Associate General Counsel of VeriSign, Inc.
(“Verisign” or the “Company™). I have personal knowledge of the matters set forth herein,
except where I indicate otherwise, and am competent to testify as to those matters.

2 From 2014 through 2018, I served as a Vice-President and Associate General
Counsel for Verisign. In that capacity, I was in charge of intellectual property matters, had
responsibility for certain strategic business transactions for the Company, and provided general
advice and counseling to the Company’s management on business and legal matters. My
position at the company had both business and legal components. My statement is only a
statement of facts and not legal reasoning or opinions. Previously, I had been with Verisign in
2009-2010 as Vice-President, Strategy and Management, for Verisign’s digital certificate
business.

3. [ have been an intellectual property and technology transactions attorney for over
twenty-five years. Prior to joining Verisign in 2014, among other roles, I practiced law at the
firm of Wilson, Sonsini, Goodrich & Rosati, was General Counsel of RSA Data Security, Inc.,
was General Counsel at the design firm IDEO LLC, and was Vice-President, Technology, for
Symantec Corporation. I am a member of the Bar of the State of California.

The Secondary Market for new gTLDs and Discussions with .WEB Applicants

4. In 2014, I was put in charge of identifying potential business opportunities for
Verisign in [CANN’s New gTLD Program. Up until that point, Verisign had participated in the
New gTLD Program by filing applications for new TLDs that were variants of its company name
(i.e., “.Verisign™) or internationalized versions of Verisign’s existing TLDs, but Verisign had not
sought to acquire the rights to a new gTLD not already associated with Verisign.

Redacted - Third Party Designated Confidential Information

. The period for filing new applications as part of the New gTLD

Program had ended. Redacted - Third Party Designated Confidential Information
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Redacted - Third Party Designated Confidential Information

3 Redacted - Third Party Designated Confidential Information

I studied very closely the New gTLD Applicant Guidebook (the
“Guidebook™) published by ICANN, the Auction Rules, and other information regarding the

New gTLD Program available on ICANN’s website, www.icann.org, to familiarize myself with

the rules applicable to the Program. Redacted - Third Party Designated Confidential Information

6. The Guidebook and Auction Rules do not prohibitapplicants from entering into
business transactions with other entities with respect to an applied-for TLD. Based on the
Guidebook, it is apparent that ICANN’s concern with respect to such transactions is whether a
transaction would require re-evaluation of the applicant, which could result in a delay in the
resolution of a contention set. For example, Section 4.1.3 of the Guidebook acknowledges that
applicants may seek to resolve string contentions (i.e., which of various competing applicants for
a TLD would be awarded the TLD) by establishing joint ventures among themselves, which
could change the ownership of the applicant or the identity of the applicant itself.! The
Guidebook cautions that material changes such as these could require re-evaluation, and
encourages applicants to combine in ways that do not require re-evaluation: “Applicants are

encouraged to resolve contention by combining in a way that does not materially affect the

! Afilias C-3 (gTLD Applicant Guidebook, Module 4, § 4.1.3, available at
https://newgtlds.icann.org/en/applicants/agb).

(3



remaining application. Accordingly, new joint ventures must take place in a manner that does not
materially change the application, to avoid being subject to re-evaluation.”

7. Similarly, Clause 68 of the Auction Rules recognizes that applicants may enter
into “settlement agreements or post-Auction ownership transfer arrangements, with respect to
any Contention Strings in the Auction”; although once within an active auction timeline, these
activities are prohibited during a “Blackout Period” extending from the deposit deadline for an
auction through full payment of the winning auction bid, but permitted both for the period prior
to and after the Blackout Period.?

8. Redacted - Third Party Designated Confidential Information

). Donuts was a major participant in the new gTLD Program, filing
hundreds of applications for new gTLDs. Under the arrangement between Donuts and Demand
Media, which was entered into while the new gTLD applications were pending, the gTLDs
would be transferred to Demand Media after rights to the subject new gTLDs were awarded to
Donuts in exchange for Demand Media’s assistance in funding Donuts’ acquisition of the
gTLDs. Donuts also was one of the several applicants for the 'WEB gTLD. Attached hereto as
Exhibit A is a true and correct copy of a press release dated June 11, 2012 from Demand Media

describing its arrangement with Donuts (https:/ir.leafgroup.com/investor-overview/investor-

21d
3 Afilias C-4 (Auction Rules for New gTLDs, Indirect Contentions Edition, Version 2015-02-24, Clause 68(a) & (b),
available at https://newgtlds.icann.org/en/applicants/auctions).




press-releases/press-release-details/2012/Demand-Media-to-Participate-in-Historic-Expansion-

of-Generic-Top-Level-Web-Domain-Name-Extensions/default.aspx).

9. Through my research, I also became aware that it was not uncommon for entities
interested in acquiring a new gTLD to form a special purpose entity to be the applicant for a new
gTLD. For example, I understand that Donuts formed a separate special purpose entity for each
gTLD for which it applied. For .WEB, Donuts formed Ruby Glen, LLC and used that entity to
apply for the gTLD. By contrast, Google used the same entity, Charleston Road Registry Inc., to
apply for all of the new gTLDs it sought to acquire.

10.  One effect of the use of special purpose entities was to facilitate secondary market
transfers of new gTLDs through the transfer of the special purpose entity independent of other
assets of a party supporting the applicant. Another effect of the use of such entities can be to
maintain as confidential the party for whose benefit the application was being pursued. In this
regard, the new gTLD application form required the disclosure of the name of the applicant and
the identity of any person or entity that owned more than 15% of the applicant.* In some
instances, this resulted in the disclosure of the real party in interest. For example, Google is
identified as the owner of Charleston Road Registry Inc. In other instances, the requirement for
a disclosure of the real party in interest was avoided by forming another entity to be the parent of
the applicant, so the real parties in interest were not disclosed as the parent entity in the
application. Donuts formed “Covered TLD LLC,” for example, and made that entity the
disclosed parent entity on many of its applications.

11.  Redacted - Third Party Designated Confidential Information

ICANN’s website identified each new gTLD for which an application had been filed and listed
the identity of applicants along with a copy of non-confidential parts of their respective

applications. Redacted - Third Party Designated Confidential Information

4 Afilias C-3 (gTLD Applicant Guidebook, Module 2, Attachment to Module 2, Evaluation Questions and Criteria,
Question 11(c), available at https://newgtlds.icann.org/en/applicants/agb).
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12.

13.

14.

Redacted - Third Party Designated Confidential Information

Redacted - Third Party Designated Confidential Information

Redacted - Third Party Designated Confidential Information



The Domain Acquisition Agreement between Verisign and NDC

15. Redacted - Third Party Designated Confidential Information

16. Redacted - Third Party Designated Confidential Information

. Private
auctions are conducted on terms privately negotiated among the competing bidders for the TLD,
and private auction agreements commonly include terms for the losing applicants to split the
proceeds of the auction among themselves. In private auctions, which may have been the most
common form of resolving contention sets, there are no Guidebook requirements, and commonly
no other requirements, with respect to how a participant conducts its bid, disclosure of financing
terms, disclosure of interested parties, or post award intentions of the participants. Indeed, some
applicants seem to have made a lucrative business out of losing private auctions. In a public
auction, by contrast, the terms are not privately negotiated among the participants/competitors,
and the proceeds of the auction are placed in a fund to be set up by ICANN for investment
benefitting the Internet community as a whole rather than benefitting the losing bidders in a
private auction.

17. Redacted - Third Party Designated Confidential Information

18.  On August 15, 2015, NDC and Verisign entered into the Domain Acquisition
Agreement (“DAA”). A copy of the DAA is attached hereto as Exhibit D. The DAA isa
conditional agreement pursuant to which Verisign agreed to provide the funds for NDC to

participate in an auction for the .WEB gTLD. In the event NDC prevailed at the auction and




entered into a registry agreement for WEB with ICANN -- upon application to ICANN and with
ICANN’s consent -- NDC would assign the .WEB registry agreement to Verisign.

19.  Redacted - Third Party Designated Confidential Information

20.  The DAA is compliant with all terms of the Guidebook and consistent with
transactions by others with respect to the new gTLD Program. Verisign did not acquire any
interest in or control over NDC. The application for .WEB was not transferred to Verisign. The
DAA’s registry agreement assignment provision was conditional and contingent, applied only to
an executed registry agreement following an award of .WEB to NDC, and was subject to
ICANN’s prior consent. The structure of the agreement also was consistent with industry
practices in the secondary market for new gTLD applications of which I became aware in my
research of the New gTLD Program, as explained above and as further documented below.

21.  Redacted - Third Party Designated Confidential Information

22.  Theexpress terms of the DAA establish that it does not transfer NDC’s

application for .WEB and that any transfer to Verisign would be in the future and contingent on



ICANN’s normal processes for such transfers, including application to ICANN for consent to an
assignment of the registry agreement and ICANN’s consent. For example, the DAA provides:

Redacted - Third Party Designated Confidential Information

Thus, a transfer or assignment would only take place after a registry agreement was signed
between ICANN and NDC, ICANN’s subsequent consent to an assignment of the registry
agreement to Verisign, and the subsequent execution and delivery of the Transfer Agreement.
23.  The lack of any transfer of rights in NDC’s Application or assignment of a
registry agreement is further confirmed by the terms of the DAA that permitted a termination of

Redacted - Third Party Designated Confidential Information



24.  Redacted - Third Party Designated Confidential Information

25.  The Guidebook does not require an applicant to reveal the existence of, sources or
amounts of any funding for a public or private auction for a new gTLD or other resolutionofa
contention set. ICANN’s new gTLD application requires applicants to provide certain financial
information to ICANN regarding its ability to operate a new gTLD.> There is no requirement
that an applicant disclose any information regarding funding for participation in an auction. It is
further my understanding that financial information submitted as part of a gTLD application also
is designated confidential by ICANN and not disclosed to other applicants or the public.
Accordingly, under the terms of the new gTLD Program, even if the sources or terms of their
funding for participation in the auction were subject to disclosure to ICANN, which they were
not, other members of the contention set would never have access to that information.

26. As another example of the confidential nature of financial arrangements, it was
disclosed after the fact that Automattic Inc. (“Automattic”) financed the successful bid in a
private auction for the .BLOG gTLD by applicant Primer Nivel S.A. (“Primer Nivel”). The
auction took place in February 2015. In May 2016, before the . WEB auction, it was reported
that Primer Nivel’s bid had been financed by Automattic, the owner of the blogging platform
wordpress.com. According to press reports, Automattic paid Primer Nivel $19 million in
exchange for Primer Nivel’s agreement to assign the .BLOG gTLD to Automattic if it was

successful in the private auction. One of the press reports that I reviewed regarding this

3 Afilias C-3 (gTLD Applicant Guidebook, §§ 1.2.1.2, 1.2.2 & 2.2.2.2, available at
https://newgtlds.icann.org/en/applicants/agb).
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transaction is attached hereto as Exhibit E (Kevin Murphy, WordPress Reveals IT Bought .blog

For $19 Million, Domain Incite (May 13, 2016), http://domainincite.com/20440-wordpress-

reveals-it-bought-blog-for-19-million). This funding transaction appears to have been kept

confidential and not revealed to ICANN or other bidders, which included an Afilias entity
(Afilias Domains No. 1 Limited), prior to the .BLOG auction. Specifically, a press report states
that WordPress financed Primer Nivel’s winning auction bid but “wanted to stay stealth while in
the bidding process and afterward in order not to draw too much attention.” See Ex. F (Alan
Dunn, Knock Knock WordPress Acquires Blog for 19 million, NameCorp (May 15, 2016),

https://namecorp.com/knock-knock-wordpress-acquires-blog-for-19-million/). On April 29,

2016, ICANN consented to the assignment of .BLOG from Primer Nivel to Knock Knock
WHOIS There, LLC, a subsidiary of Automattic. See Ex. G

(https://www.icann.org/resources/agreement/blog-2015-05-14-en). To the best of my

knowledge, Afilias did not object to the .BLOG auction after Automattic’s role in financing
Primer Nivel’s bid was revealed. This transaction further supported my understanding then that
pre-auction financing agreements, such as the DAA, were consistent with the Guidebook.

The Assurances of Performance

217. Redacted - Third Party Designated Confidential Information
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28.

Redacted - Third Party Designated Confidential Information
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Afilias Claims in the IRP

29.  Itis my understanding that Afilias argues in this IRP that the DAA constitutes an
impermissible transfer by NDC of rights in its new gTLD application. Such an argument is
inconsistent with the express terms of the DAA and Confirmation of Understandings described
above. Further, such an interpretation of the Guidebook would be contrary to industry practices
with respect to the New gTLD Program that I learned in researching the Guidebook and
secondary market.

30. Redacted - Third Party Designated Confidential Information

31. Redacted - Third Party Designated Confidential Information

A public auction is
specifically provided for in the Guidebook, is fair and conducted under ICANN’s oversight, and
I am not aware of any requirement under the Guidebook that an applicant agree to a private
auction. To the contrary, the Guidebook provides a private auction may only be conducted if al/

members of the Contention Set agree to have a private auction.®

¢ Afilias C-3 (7LD Applicant Guidebook, §§ 4.13 & 4.3, available at https:/newgtlds.icann.org/en/applicants/agb).

13
/ ——




32. Redacted - Third Party Designated Confidential Information

33.  Redacted - Third Party Designated Confidential Information

34.  Redacted - Third Party Designated Confidential Information
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35. I understand that Afilias has stated that its bidding in the .WEB auction was
constrained by the terms of its financing arrangement, which limited its bidding to no more than
$135 million.” The limits on Afilias’ funding demonstrates that Afilias’ own conduct as a bidder
during the .WEB auction was limited by its own financing arrangements, appearing to confirm
again the industry practice of financing arrangements with parties not part of the .WEB
contention set.

The Auction

36.  In accordance with the DAA, Verisign provided funds for NDC to use in bidding
for the .WEB gTLD in the public auction. NDC submitted a final bid that ICANN deemed to be
and announced as the winning bid. Shortly after the auction, NDC paid ICANN $135 million as
the winning bid for the .WEB gTLD. Those funds were provided to NDC by Verisign.

37. IRedacted - Third Party Designated Confidential Information

38.  Finally, I understand that Afilias makes a claim that there was some form of
collusion between Verisign and ICANN during or following the auction proceedings. This is
untrue. I was responsible for this transaction. I did not have any communications with ICANN

before or following the auction process. Redacted - Third Party Designated Confidential Information

7 See Witness Statement of Ram Mohan, 1 November 2018, § 35, fn. 38
(https://www.icann.org/en/system/files/files/irp-afilias-witness-statement-mohan-redacted-26nov1 8-en.pdf).
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. As a major participant
in the DNS, Verisign has regular dealings with ICANN on a range of matters. Also, with respect
to the questionnaire ICANN sent out to Verisign, NDC and contention set members who
objected to ICANN regarding the public auction for .WEB, | am unaware of any advance notice

by ICANN to NDC or Verisign of the questionnaire.
I swear under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct. Executed this 1st day of June 26204 arlos, California.
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ICANN

¢

ICANN  APPLICANT GUIDEEOCK  NAMING SERVICES PORTAL GLOBAL SUPPORT

New Generic Top-Level

Domains

About  Applicants  Program Status News & Media » f

NEW GTLD CURRENT APPLICATION STATUS

VERISIGN

CURRENT APPLICATION
STATUS

‘ Application Status - |
‘ Updates - |
‘ Objections - |
| GACEW v
‘ Contention Sets v |
| PICs v
APPLICATION
PROCESSING

Show All Applications That
Have:

Passed IE

Passed EE

Executed Contract

Download All PICs 3
View All GAC Advice Respanses 3
Contention Sets (3

T

This page reflects the current application status. Applicafion status will be updated from time to time to reflect the various New
gTLD Program processes. Except for the applicafion statuses "Withdrawn”, "Delegated” and “RA Terminated”, application statuses
are not final.

A change in application status is intended to inform the applicants and the community of an application’s current status. A change
or update is not a definite indication that an application may proceed to another phase of the program. For more information
including definitions of application statuses see the applicant advisory.

Please Note: The information on this page relating to the applicant, including contact information, reflects the information provided
during the application phase of the New gTLD Program. Contact information is not maintained for withdrawn applications.
Additionally, the information for TLDs that have contracted with ICANN may no longer be current as this information is not
maintained on this page post delegafion and does not necessarily reflect the current Registry information. For a current list of
Registries and Regisiry contact information, please visit hitps:/fiwww icann.org/resourcesipages/registriesiregistries-agreements-en
and hitps:(fwww icann org/resources/pages/listing-2012-02-25-en, respectively.

> Prioritization
Number *) String [1] ‘&) Applicant ¢ Location [2] (&)

» 16 *E VeriSign Sarl CH
20 BE VeriSign Sarl CH
» 2% B VeriSign Sarl CH
> 33 . VeriSign Sarl CH
» 37 Ac VeriSign Sarl CH
»> 58 Aau VeriSign Sarl CH



Completed PDT

Delegated

Reset All

> 61 KOM VeriSign Sarl CH
» 66 b=t VeriSign Sarl CH
> 76 oIp VeriSign Sarl CH
> 90 5B VeriSign Sarl CH
»> 101 ass VeriSign Sarl CH
> 105 =1 VeriSign Sarl CH
> 1480 COMSEC VeriSign, Inc. us
> 1851 VERISIGN VeriSign, Inc. us

Displaying 1 - 14 of 14

MNotes:

1. Siring [1]: ASCI| or Unicode for IDM strings
2. Location [2]: Indicated by applicant as principal place of business. Two-letter country code is based on IS0 2166-1 code Ests. See
hitip:/faenen iso.orglisofcountry_codes/iso 3168 code Esisicouniry names and_code elements. him
3. Community: Based on applcant's answer to question 18
4. Geographic: Based on applicant's answer to question 21
5. Applicant Support: Three applications have applied for applicant support. See application IDs: 1-1309-45895 (KIDS), 1-1872-71858 (IDM) and 1-
2104-31541 (UMMAH)
8. Format: In some cases the display of the application data has been adjusted for format consistency
7. The Geographic Names Panel has determined that the string does not fall within the criteria for a geographic name contained in the Applicant
Guidebook Section 2.2.1.4.
8. The Geographic Names Pane! has determined that the siring falls within the criteria for a geographic name contained in the Applicant Guidebook
Section 2.2.1.4. The applicant was contacted to provide documentation of support’non-objection per Section 2.2.1.4.3 of the Applicant Guidebook.
‘8. The String Similarity Panel has determined that this string is visually similar to an existing TLD {.mnd), creating a probability of user confusion.
10. Per the 4 June 2013 Mew gTLD Program Committee (MGPC) approved resclution to adopt the "NGPC Scorecard of 1As Regarding Mon-Safeguard
Advice in the GAC Befing Communigué.”
11. Per the 10 September 2012 Mew gTLD Program Committee {MGPC) approved resolufion to adopt the "CANN Board Mew gTLD Program Committes
Scorecard in response to GAC Durban Communique.”
12. Per the 4 February 2013 Board resolution, the Board directed the President and CED that the applications for .CORP, HOME, and MAIL should not
proceed in the Mew gTLD Program.
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d ai mant,
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VOLUME VI | (Pages 1113-1308)
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A-P-P-E-ARANGE-S
---000- - -
FOR THE CLAI MANT AFI LI AS DOVAINS NO. 3 LTD.:

DECHERT LLP
1900 K Street, NW
Washi ngt on, DC 20006-1110
BY: ARI F HYDER ALI, ESQ
ALEXANDRE de GRAMONT, ESQ
ROSEY WONG, ESQ
DAVI D ATTANASI O, ESQ.
M CHAEL LOSCO, ESQ
TAVAR SARJIVELADZE, ESQ
(202) 261-3300
arif.ali @echert.com
al exandr e. degr anont @lechert.com
rosey. wong@lechert.com
davi d. att anasi o@lechert. com
m chael .| osco@lechert.com

CONSTANTI NE CANNON

335 Madi son Avenue, 9th Fl oor
New Yor k, New York 10017

BY: ETHAN E. LITWN, ESQ
(212) 350-2700

el i tw n@onst anti necannon. com

FOR THE RESPONDENT THE | NTERNET CORPORATI ON FOR
ASSI GNED NAMES AND NUMBERS:

JONES DAY
555 California Street, 26th Fl oor
San Francisco, California 94104
BY: STEVEN L. SM TH, ESQ
DAVI D L. WALLACH, ESQ
PAUL C. HI NES, ESQ
(415) 626-3939
ssmth@ onesday. com
dwal | ach@ onesday. com
phi nes@ onesday. com
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A-P-P-E-ARANGE-S
---000-- -

FOR THE RESPONDENT THE | NTERNET CORPORATI ON FOR
ASSI GNED NAMES AND NUMBERS:

JONES DAY
555 South Flower Street, 50th Fl oor
Los Angeles, California 90071
BY: JEFFREY A. LeVEE, ESQ
ERI C P. ENSQN, ESQ
KELLY M QZUROVI CH, ESQ
(213) 489-3939
j | evee@ onesday. com
eenson@ onesday. com
kozur ovi ch@ onesday. com

FOR AM CI NDC:

PAUL HASTI NGS
1999 Avenue of the Stars
Los Angeles, California 90067
BY: STEVEN A. MARENBERG, ESQ
JOSH GORDON, ESQ.
APRI L HUA, ESQ
(310) 620-5700
st evennar enber g@aul hasti ngs. com
j oshgor don@aul hasti ngs. com
apri | hua@aul hasti ngs. com

FOR AM CI VERI SI GN:

ARNOLD & PORTER
777 South Figueroa Street, 44th Fl oor
Los Angeles, California 90017
BY: RONALD L. JOHNSTON, ESQ.
RONALD BLACKBURN, ESQ
OSCAR RANMALI O ESQ
MARI A CHEDI D, ESQ
JOHN MUSE- FI SHER, ESQ
HANNAH COLEMAN, ESQ
(213) 243-4000
ronal d. j ohnst on@ar nol dporter.com
ronal d. bl ackbur n@r nol dporter.com
oscar.ranal i o@rnol dporter.com
mar i a. chedi d@r nol dporter. com
j ohn. nusefi sher @r nol dporter.com
hannah. col enan@r nol dporter.com
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THE TRI BUNAL:

Pi erre Bi envenu,

pi erre. bi envenu@ortonroseful bright.com
Ri chard Cherni ck,

richard@i chardcherni ck. com

Cat heri ne Kessedjian, ckarbitre@utl ook. fr
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PAUL LI VESAY
CROSS- EXAM NATI ON BY MR LI TWN
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CALI FORNI A, AUGUST 11, 2020
---000---

ARBI TRATOR Bl ENVENU: M. Livesay, good
norning. Good norning, sir. | don't know where
you're joining us from but | made the presunption
t hat "good norning" woul d wor k.

THE WTNESS:. Yes, it's norning. | am
here in California.

ARBI TRATOR Bl ENVENU: Excel | ent . Sir,
could I ask you to speak closer to your mc or to
i ncrease the vol ume of your mc?

THE WTNESS: |Is that better? Can you
hear nme now better?

ARBI TRATOR Bl ENVENU: It is better, but we

could do with a bit nore vol une.

THE WTNESS: Let nme put the mc here in

front of ny face. How about that?

ARBI TRATCOR BI ENVENU: M.

Li vesay,

is Pierre Bienvenu. | chair the Panel. M

col | eagues are Cat herine Kessedji an,

nmy name

who i s joining

us fromParis, and M. R chard Chernick, who is

joining from Los Angel es.

You have, sir, filed in connection wth

t hi s I ndependent Revi ew Process a w tness statenent

dated 1st June 2020, correct?
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Q

>

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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>

Redacted - Third-Party Designated Confidential Information
Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information
Redacted - Third-Party Designated Confidential Information

A

Q Redacted - Third-Party Designated Confidential Information

A Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information
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Correct.

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

A. Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
Q And are you aware, sir, that in a

fi nanci ng agreenent, when a financier secures a
security interest, that is limted to the anmount of
I nvest nent that they have nmade, the anount of
fundi ng they have provided; isn't that true?

A I woul dn't know because this isn't a
financi ng agreenent in the conmon sense. Even in
the highlighted part, it says it serves like a
security interest. | amnot saying it is a
security interest in the terns that you woul d have,
li ke, nortgage interest, for instance. W don't
have any -- we are trying to, like |I said,
anal ogi ze, when you put a |lot of noney on the
tabl e, how do you ensure that those nobneys are used
the way you and this other third party agreed.

Li ke | said, as nuch as | |ike Jose, they

were a new party to us. They were working in the

1225
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secondary market of TLDs. They had been in private
auction along with all of these folks in this
cohort.

To me, as | amlooking at this, it |ooks a
bit swanpy, and | am thinking, how would we go
about preserving our interests so we don't get
hosed one way or another. And so we started

| ooki ng at ways to do that.
Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information

In fact, you tal ked about a nortgage. So

maybe we coul d use that as a paradigmto conpare

1226
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how t hi s wor ked here.

In a nortgage, the borrower wants to buy
sone real estate, and the bank | oans, let's say,
$500, 000 to the borrower to enable themto do that.
And i n exchange, they take a security interest in
t he property; is that your understandi ng of how a
nort gage wor ks?

A. Yeah, that's why |I think conparing this to
a nortgage is totally inappropriate. Because the
t hi ng about nortgages is, you're right, the | ender
actually has an interest that's filed in states
wth the Secretary of State or whoever, regarding

the particul ar property.
Redacted - Third-Party Designated Confidential Information

Q R ght.
A | don't think a nortgage is a fair
conpari son because of that.

Q | agree with you, M. Livesay. In fact,

1227
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when a bank has to foreclose, it recoups its
security interest up to the anount, in ny exanpl e,
of the $500, 000 principal. Anything that the
auction of the property achi eves above that goes to

t he borrower, because the borrower is the owner.
Redacted - Third-Party Designated Confidential Information

A Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information
Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Q

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Q

Redacted - Third-Party Designated Confidential Information

I'"msorry, you're using the term

"nth-order possibility"?

A.
Q

Yeah.

What does t hat nean?

Anot her word for saying seens |like a very
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we tried to develop an outcone for it. Sone of

them we just said, "This seens |like the way," and

we shook hands and signed the deal.

Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
A Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
A. Redacted - Third-Party Designated Confidential Information
Q Redacted - Third-Party Designated Confidential Information
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Q Maybe | can help you with the dates. The
| CANN auction for .WEB took place in July of 2016.
So did Veri Sign disclose --

A Ckay. Fair enough. |t would have been
after the auction. So that's correct.

Q Ckay.

A. My years are flipping in ny head right

now. Sorry about that.

Q Redacted - Third-Party Designated Confidential Information

A. Redacted - Third-Party Designated Confidential Information

Q Redacted - Third-Party Designated Confidential Information

A Redacted - Third-Party Designated Confidential Information
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>

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information

Redacted - Third-Party Designated Confidential Information
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Redacted - Third-Party Designated Confidential Information

So your view was that -- strike that.
| am going to nove on.

l'd like to direct your attention to your

W t ness statenent where you wite that,

Redacted - Third-Party Designated Confidential Information

1248

ARBITRATION - VOLUME VII

BARKLEY

Court Reporters




© o0 ~N oo o b~ w DN P

NN NN R R R R R R R R R
g A W N P O © 0O N O O M W N B O
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ARBI TRATOR Bl ENVENU: | think you
nmenti oned at the begi nni ng of your evidence, but
could be wong, but | think you nentioned that
anong the docunents that you reviewed for the
preparation of your testinony today were t